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A Scalable Light-weight Circuit for CRC Calculation

TOSHIHIRO KATASHITA, 1 KAZUMI SAKAMAKI, 2 MITSUGU NAGOYA, 13
YASUNORI TERASHIMA and KENJI TODAf!

‘We propose a method of constructing a scalable light-weight circuit for CRC calculation. A
CRC-32 is used in a network frame, and calculating the CRC-32 at a wire-speed is demanded.
A CRC-32 generator must deal with variable length data when the CRC-32 is calculated in
parallel to accelerate the processing, because tail data that contain a various byte length. In
previous studies, a resource requirement of the circuit was O(N?2) in the case of processing
N-bit in parallel. The requirement was quite large to obtain high throughput. For such
reason, we developed a method of constructing a circuit that uses O(N) resource, and a tool
that automatically generates the circuit. We evaluated the throughput and the resource re-
quirement of our circuit and compared with a traditional circuit. The result demonstrated
that our method reduced the resource requirement to O(NN), and improved the throughput in
comparison with the traditional method. Furthermore, our circuit has 1.18 Tbps throughput
and uses 24,627 Slices (55.8%) of Xilinx Virtex-II Pro xc2vp-100 (44,096 Slices) in the case of
8,192-bit processing.
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function [31:0] next_crc;
input [31:0] crc;
input [7:0] data;
integer i;
begin
next_crc = crc;
for(i=0;i<8;i=i+1)
icrc= '{'6r'6[3'6 OOy A~ T
(B2fercl31) datal ) 8.32h04C11087);
end
endfunction
02 8-bit0OO CRCOOO Verilog-HDL 000000

Fig.2 Verilog-HDL code for 8-bit processing CRC-circuit.
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Fig.3 Division of the data A in case of L = [N.

0oooooooooooooY®o0 20 LFSRO
800000000000000000 Verilog-HDL
0000000000000000000000 8-bit
0O CRCOODOOOOOOODOOOOOOOODOOO
CRCODOO 10000000000O0000000
0000000000000
0O20000000LFSRO NOOOOODOO
0010000000 CRCOOOOOOOODOO
N-bit0ODOOOO0OOD0D0O0D0D0000000 N-bit
000000000 CRCOODOOD0OO0O0O0000
000000 N-bit0OOODOO CRCOOO CRC
00000 (N)OoOoO
O0DO0OO0OCRCOOOODOOOOODOOO L-bit
000L0000000000000000L =INO
0<!000000000 AO a 0000 N-bitO
00000!0000000 Ao, As,..., A, 000
0000 3MO00 A;00<j<I-100
Aj = ajnz HajyzY T4 +a; N4 (N-1)
(6)
0000000000 AO A, 000000000
ooo

A= (aofol RS a(N,l)xO)x(lil)N 4o
+ (a(zf1)N$N71+ +a(l—1)N+(N—1)xO)
= AgzIN 4 42N LA,
(7)

CRCOUOOO (N)ODO A 0D A_,000O0
OooOoooooooo!oogOoOo CcRCO RO
O00000A 00 +001<¢<l000000O0O

goooooooo

July 2007

+ A ox™ + A
(8)
00000000000 R, OO0OO0OO0OOoooa

A() = Aoz .

Ri = ((Aoz™ 24 4 A 0)a™ 4 Ai1)2™)
modG
= (A@i — D)2z + 4;_12") mod G
= (Rifla:N + A,-,;lxK) mod G (9)

Ry=00000CRCO R=R, 0000CRCO
0000 (V)0 R, 0000 A4,, 0000 R; O
Jjoo0ooooooooDOoloooooobogoo
0000 CRCO ROOOOODOOO 200 next_crc
O Ri_10datal A; 1Ocrced R, 000000

CRCUOUOOOU (N)ODOOODODUODUODO
00000090

23 000ODODOOODOOOODOOO

CRCOOOOODOOOOOOOoooooDoOOoOoo
000000000 cCRCODOOOOOOO CRCOO
000000000000000000ATMO Asyn-
chronous Transfer ModeOO OO OOOOOO AALS
O ATM Adaptation Layer 5000000000000
Jo0o00doobbO0oooooooooobbooooooo
ddddodo cCRCcooboooodoooooooo
000000000 Ethernet 00000000 640
1,518-byte 00000000 DODOOOOODODOOO
0000000000000 00000O00OEthernet
00000000000 0o0oooAALSOODODOO
goboooobooboobuobooobooboo
ooboOoboobooobooobooobobooo
OO0Ethernet 00 0O0D0OO0O0OO0O0OOOO CRCOO
jgooooocCcRCOOODOODOOOOOOOO
JooooOo0o0o0oOoooooooooooooo
Jo0oooDoobooobOoooobooobooooon
00000000000 6401,518-byte 00000
0odooo0ooOoCRCOOOOODOOOOODOOO
600 1,514-byte 000D O0O00OD0OODOO

000 CRCOOOO00ODOOOOOODO L-bitO
OO0L0O CRCOOOOOODDOO N-bitODODOOO
OO0O0O0L=IN+MOO0OL< M < NOOOOOOA
0100 N-bitOOOOOOO Ao, Ar,..., A1 00
M-bitOOOOOOO BOOODOOOODO 4mDO0O

OoOIN-bitODOOD0OO00DO
A= Agx "IN A s+ A, (10)

0000000 ADODOooOOooooo



Vol. 48 No. 7
‘< L-bit =l
)
A |A0 |A1 |Ao eoe |A1-1 | B |

A
04 OO0 AODOOOL=IN+MOODDO
Fig.4 Division of the data A in case of L =IN + M.

data Air Ri1

N N "—’! CRC % ¥ 22—/ (N) |—>R‘
N1 “—’! CRC :EV,L*—/V(N'I)l—p

2 o—»! CRC £ 2—/1(2) ,
L CRC & ¥ 2 —/1(1)
NAAELZ 4

05 0D0O0OOOOO crRCOOoooOo
Fig.5 Composition of a traditional circuit.

A4

A= (anN—1+ .. +a(N71)$0)x(l—1)N+M

+(a(l71)NxN_1+ e +a(l—1)N+(N71)IO)IM

+(alN1‘M71 + -+ azN+(M—1)$O)
=A™ +B (11)
oooo
B=anz™ '+ Fanimo1.

O00O0OCRCO ROO (12)0000000000
R= (A2 + B)z™ mod G
= (A'2"z™ + Bz®) mod G
000 R=A2MmodGOOOD
= (R'z2™ + Bz®) mod @ (12)

0 (D00 IN-bitODODODO A/ 0000000
0000 R =R 0000CRCOOOOO (N)OO
0!0000000000000 ROOOO BOO
OMOO<M<NOODOOOOCRCOOOOO
(N)OOODOO CRCOOOOOO0O00000 M=0
0000 R=R 000

00 MOOOOO00O0DO0O0OO0OO0000000000
0000000 AbitDl <h< NOO CRCOOOD
0 ()0 N-1000DODOMOOOD CRCOOOD
000000000000000000000000
ooooo®Y 0000000000 5000000
000000001000000000000 N-bit
0000000000000000 CRCOOODOOO

00000000000 O0000000 CRCOO
0000000000 CRCOOOOO (R)O1<h<
NOOOOOODOODOODOOOO0O CRCOOOO
0 (0000 NOOOODOOOOOOOOOOO

gooooooooooooooo crRCcoooooo 2385

000000000000000000000
000000000 CRCOOODO (N)OOOo
00 CRCOOO0ODOO0O0D AOD N-bitODOOD
000000 A, 0000 R 00000000
0 CRCO ROOOD BOOODODOD CRCO
0000 (M)000D0000000M =0000
0R=R 000
000000000000000000 CRCOO
D0DO0O0OCRCOOOOD (1)000000 100
D0OO0ON OO CRCOODOO (A 0000000
000000 (130000000

al N(N+1) 1 1

2

g;h:——jr——zﬁN’+§N (13)
00000 O(N?)0D000000000000
000D000000000D00000000000
000D00000000D00000D0000000
0000 10Gbps 0000D000000000000
000000000000000000000000
0oooo

3. JOoOopooogocrCcoooooDoO

3.1 00000000D0O00DO0OO0O00D0O

00000000000 CRCOODOOO0OO0O00
OO0 NON=2"000CRCOODOOOOOD
0A=A2Y+B0O BOODO 2022 .20
000000 Bo,By,...,B,-1 000000000
000

BO200000 [bobr...byy1)0BOOO0O
MO200000 [memy...ms,_1] 000

M=mo2" L+ mi2" 2+ .+ mp_12°

(14)

000000 i00<:i<n-—100000000

M; =Y my2n (15)
=0

M=M, ,0M-2°=M, .00000BO00O0
oooooooooon e

B=bozM ' 4™ P+ by

2(n=1) _q M—M
= mo(box +o by )T 0
o(n—=2) 4
+ ma (b + .-
M—M
+ Oy atn-2) 1) BREE

+ mn—2(bn,,_,x+ an_2+1)IEM7M"72
1 (b, oMM

= moBox™ ™M 4+ ... 4+ m, 1B, (16)



2386

' M-bit &
< >
' '
| n-1 ! 9n-2 ' 9n-3 ! '
i 2 pe—2" »'¢é"p! Bjs By
B BO | Bl | Bz (XX} trxy
BG)

0eée OO0 BOOO
Fig.6 Division of the data B.

oo

o(n—1—i)_q

B =bu;x +“'+bMi+2(n71—i)_1-

O000OoOoBOO0OO 19-bit0O0O0 19 = [10011]
OD000O0BO 2'02'02%bit 000000 BoO
BsOB,000O0O0OO0O

000o0o0o0dOo BO BpOO jO001<j3<n0O
O B, 000000

B(j) = moBoiEMj*l_MO —+ -+ mjlejfl
(17)
000000000 ;000000000
Q; = (R'z2™ + B(i))z" mod G
= (R,QL‘M J’- mOBOxMj*17M0 + N
+mj72Bj72xMj717Mj72
+mj_1Bj—1)z™ mod G
= (R'z™ + (moBoz™i—27Mo 4 ...
+mj—QBj—2)xMj_17Mj_2
—+ mj_lB]-_l)xK mod G
Mj,1 - Mj72 =mj—1- 2n—j ooo
= (R'z™ + (moBoa™i—2"Mo 4 ...
+mj72Bj72)xmj,1.2n7]
=+ m];lijl)xK mod G
i pl M . m_q-2" 7
=(Rz" +B(j —1)z™
=+ m];lijl)xK mod G

B, ;000027 —1000000

_ (jSlxmjflﬂn_j+mjlej,1)xK mod G

(18)

Qo=R O0000OCRCO R=Q, 0000m;_,
00000 1000000000 Q;=Q;—1 0000
000 mj,=00000 2" '-U"Yopoooo
000000000000000000000000
0000000000000000 BOOOO 19-
bitD n=50000019=[10011] 00 B O 2'C
202 hit 00000000 000000 my = 00
me,=0000000 2°02%bit00000000
00000000 CRCOOOOO (2%)0 CRCO
0000 () 0000000000000000

goooooooo

July 2007

07 0O000O0O0OOOODOOO
Fig.7 Composition of a proposed circuit.

20c+1) _EAir 2%-bit ok
> ’ »—<» CRC & ¥ = — /L (2K~

Mn-1-k

2k
57— 2 L 2 (k-1)~

R 25-bit

08 OO0ODOOoOoOooo
Fig.8 Composition of a data-selector circuit.
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Table 1 Resource requirement of the CRC-module.

width (bit) | Slices | LUTs Slice raito
8 32 55 1.00

16 55 96 1.72

32 107 186 3.34
64 172 299 5.38
128 296 515 9.25
256 509 886 15.91
512 858 1,492 26.81
1,024 | 1,507 | 2,621 47.09
2,048 2,682 4,665 83.81
4,006 | 4,722 | 8,212 147.56
8,192 | 8,415 | 14,634 262.97




2388 goooooooo July 2007

10000
» 1000
kS
2
2
8
€
2 100
y=4x ——
10 ) ) ) ) CRC-‘rnoduIe‘(N) (Vi‘rtex-ll Ero) —5—
8 16 32 64 128 256 512 1024 2048 4096 8192
data width (bit)
09 CRCOOOODOODOO
Fig.9 Resource requirement of the CRC-module.
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Table 2 Result of experimentation on Virtex-II Pro.
width | Slices Frequency | Throughput
(bit) (MHz) (Gbps)
oooo 8 91 313.48 2.508
oooo 16 183 254.71 4.075
32 314 240.79 7.705
64 524 215.19 13.772
128 842 206.44 26.424
256 1,379 184.84 47.320
512 2,337 189.11 96.823
1,024 4,057 183.79 188.201
2,048 7,100 167.98 344.029
4,096 | 13,049 146.61 600.498
8,192 | 24,627 144.16 1,180.918
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Table 3 Result of experimentation on Virtex-4.

width | Slices Frequency | Throughput
(bit) (MHz) (Gbps)
oooo 8 82 348.92 2.791
oooo 16 170 290.36 4.646
32 302 271.59 8.691
64 517 258.73 16.559
128 820 249.88 31.984
256 1,364 221.24 56.637
512 2,318 208.16 106.578
1,024 3,974 201.37 206.202
2,048 6,577 189.47 388.026
4,096 | 13,164 175.25 717.840
8,192 | 24,604 161.24 1,320.862
oooo 16 179 275.63 4.410
32 348 226.55 7.250
64 933 202.14 12.937
128 2,963 175.00 22.400
256 9,103 156.06 39.950
512 | 28,357 133.92 68.567

04 CRCOODOODOODODOOOO Virtex-50
Table 4 Result of experimentation on Virtex-5.

width Slices Frequency Throughput
(bit) (MHz) (Gbps)
oooo 8 36 403.28 3.226
oooo 16 86 345.22 5.524
32 171 344.61 11.028
64 296 325.66 20.842
128 437 307.32 39.337
256 770 276.11 70.685
512 1,267 258.71 132.457
1,024 2,167 250.41 256.423
2,048 3,141 232.04 475.218
4,096 6,730 216.80 888.021
8,192 | 12,219 202.68 1,660.314
ooood 16 71 341.11 5.458
32 181 267.18 8.550
64 460 231.14 14.793
128 1,459 209.35 26.797
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Fig.10 Comparison of the resource requirement.
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