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High-speed Parallelized Hardware Implementation of GCM

AKASHI SATOH!

Parallel hardware architecture for an authenticated encryption mode GCM (Galois Counter
Mode) capable of a throughput higher than 100 Gbps is proposed. In GCM, multiple data
blocks can be processed in parallel for encryption, but a hash function performs multiply-add
operation with the cipher-text blocks sequentially. In order to accelerate the hash function
block, a parallel multiply-adder was designed and integrated into the GCM hardware with
a 14-stage pipelined AES circuit and two kinds of S-Box, composite field and BDD (Binary
Decision Tree) versions. Performance of a 4-parallel version was evaluated by using a 0.13 ym
CMOS standard cell library, and very high throughputs of 102 Gbps with 600 Kgates and
162 Gbps with 979 Kgates were obtained by the composite and BDD S-Boxes, respectively.
Higher hardware efficiency (throughput/gate) in comparison with prior art was also achieved.
The critical path of the design is the multiply-adder in each local processing block, and is not
affected by the number of the parallel blocks. Therefore the proposed architecture has almost
linear scalability in terms of throughput versus hardware size.
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Fig.1 Example GCM operation (m = 5,n = 4).
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Fig.2 4-parallel multiply-add circuit for Eq. (6).
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Fig.3 4-parallel multiply-add circuit for Eq. (7).

0 AsOAg0 A, 0DDO000 HOH?OHOOD
00000000000000D00AsO Agd Ajp O
HODOOOO300200100000000000
00000 (6) 0000000000000 ¢000
0000000000D000D0000000D000D
000000000000000000000000
O0000()0000 ADA, O 50T, 0000
0XORUOODOOOOF ODOOOOOOOODOOO
As 000000000 O00000D00000000
T;0 HOOOO Ty 0000000 74 0 T4
0O HOODO T30 T, 000000000 (8.e) O
x0T 00000 X,00000

As 0 A, D0D00O00ODODD HOODOODOO
O00000H®0 H?O0OOOODD0O0000000
000000000000A®0 A?0000000
000000000000000000000000
000000000000000000000000
O0D0000H'0=HOO000000000000
0o0ooo0oog

T = A H*
Ty = A, H*
T — Ay HO (8.a)
Ty = Ay H*



2294 goooooooo

July 2007

04 020000000000
Fig.4 Example multiply-add operations of Fig. 2.
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Fig.5 Example multiply-add operations of Fig. 3.
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Fig.6 Proposed parallel GCM hardware architecture

(g=4).
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Fig.7 Example operations of the proposed parallel GCM hardware architecture

(g=4,m=5,n=4).
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Table 1 Performance comparison of GMC hardware in ASIC.
GCM AES | UK | R 7974 i AN— [l | EESE| F47
k| T T—% | BT | (bits) | S-Box | AR | dkiEfl | JE K Tk B (Kbps 7Y
TIF X TIFx | avr¥k (ns) (MHz) (Gbps) (gates) /gate) (um)
KN 128 | ok 5.00 H 200.0 102.40 | 600,440 |  170.54
%2 | 4Parallel | Pipelined | 14x4 ~ 4.00 it 250.0 128.00 | 697,567 183.49 | 0.13
3 256 BDD 3.15 317.5 162.56 | 979,348 |  165.99
128 | ek 5.00 B 200.0 25.60 | 174,016 | 147.11
Pipelined 14 ~ 4.00 e 250.0 32.00 | 181,198 | 176.60
. 256 BDD 3.00 333.3 42.67| 297542 | 143.40
Sequential —
4-stage 128 | oo 5.00 Bl 200.0 6.40 73,104 87.55
[8] pipelined 4 ~ 4.00 i 250.0 8.00 79,566 | 100.55| 0.13
loop 256 BDD 3.00 3333 10.67 | 118,645 89.90
128 | ek 5.00 Bl 200.0 6.40 96,241 66.50
(=)0
4 Parallel Loop 4 ~ 4.00 e 250.0 8.00 [ 106,893 74.84
256 BDD 3.00 333.3 10.67 | 162,373 65.69
[10]] Sequential | Pipelined 10 128 3.69 271.0 3469 | 498,658 69.57 0.18
128~256 3.33 300.0 7.00 97,000 72.16
1] 128 10.00 | 190,000 52.63
128 20.00 | 180,000 [ 111.11
40.00 | 330,000 12121
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Table 2 Sizes of each part of GCM hardware and
throughput per one AES circuit block.

ik [ B (gates) A—T"vk
JE AES, Mask XOR-array /block
o KeyGen
(MHz) Multiplier Others (Gbps)
200.0 144,136x4 17,742 6,119 25.600
250.0 155,127x4 17,742 6,146 32.768
317.5 238,863x4 17,742 6,154 406.400
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