Vol. 48 No. 9

ooooooooo

FPGAUOUOUOODODOOODDODOOOODDODOOODDOOOO

O o o of o o off o o o oft

FPGAOOOOOOOOOOOOOOOOOOOOOOOOOOOOODODOOOOOOODOO
goooooooooooooobOoOOOOO0OCOOCOOO0O0OOOO0OOOoOoooOoooooooo
goooooooooooooooOoOoOOOCOOOOOOO0O0OOOOOOO0OoOoOoOoooooooo
goooooooooooooOOoOOOOOO0OOOOOOOOOOOOODOOO0OO00000000
gooooooooooooooooooOoOoOOOCOCOOOOOO0OODODOOOOoOoooooooo
goo0oooooooooooOOoOOoOoOOOOO00OO0O00ooOoooOoooOOoooooOooooooo
goooooooooooooooOoOoOOOOOOOOODOO0O0O000O0O0O0ODOoOoOO0O000
goooooooooooooOOoOoOOcOOOOOO0O0O0oOoooooooooooooooooo
gooooooooooooooooOoOOOOOOCOOCOCOOOOOO0OO0OO0OoOooooooo
gooo

Design and Implementation of FPGA-based Content Protection System

HirOYUKI YOKOYAMA,t YOHEI HORI't and KENJI TODAft

‘We propose a new architecture for a content protection system that conceals confidential
data and algorithms in an FPGA as electrical circuits. This architecture is designed for
a client-server type on-line contents distribution services. The key component of this archi-
tecture is the hardware security module that is dynamically configured on the FPGA and
performs the signal processing such as certification and decryption for replaying digital con-
tents. This module is composed of two different circuits. One is the content-specific circuit
that is built from the configuration data generated by the server. This circuit is specialized
for each item of digital content. The other is the terminal built-in circuit that is uniquely
programmed and implemented for each terminal, and is not open for the others. The content-
specific circuit properly works only if it is combined with the terminal built-in circuit of the
authorized client. We prototype and demonstrate a proof-of-concept model of the FPGA-
based content protection system applicable to embedded consumer electronics such as set top
boxes and cell phones.
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Fig.2 System configuration of a client terminal: Type-1.
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Fig.3 System configuration of a client terminal: Type-2.
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Fig.4 System configuration of a client terminal: Type-3.
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Fig.5 System configuration of a client terminal: Type-4.
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Fig.6 System configuration of a client terminal: Type-5.
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Fig.7 System configuration of a client terminal: Type-6.
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Fig.8 System configuration of a client terminal: Type-7.
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Fig.10 Board configuration of the prototype system.

Display

Jo0o0oD000o00o0obOooobOooooobooo
0o0oo0ooooDOoDoooooooooTBCO
dooodoooobooooooooboooooan
000ooooooooDo ecscoooooooon
O TBCOODODOOOODOOOOOOOOOODOO
gooboooobooo
5.2 JO0O0OO0O0OODOO
01odoodoobooboooobooobooooo
0o0o00o0Oo0o0obOoDoOobOoobooooboooo
Jo0o00o0o00o0ooOoboOooDooOoboooobooo
00000ooooooooooooooooooooo
doodddboooooooobooobooooooono
O csCcoopoodpoo cscooonooooooo
goboobobooobobooooboooobooo
OCSCOOnoounoouoFrFPGA OO CSC-TBCO
gooooooooboboooboooooobooo
gooboooooobooobooobooobooooo
gooboooobooobooboobooobooo
000bO0000O0O0o0oD0DbOoOoOoboboooo
0o000o00o0ooOooDooooboobooooo
ASPO Application Service Providerd 000000
dooddoobobooooooooooooooono
JooDo0ooo0oooDoooooooo TBCOOO
gooooobobobobobbooooooooboobooobo
goobobooobobobobooboobobooo
go0obobOooo0oboooboooboooboobooo
gooboooooooooo
goo0oooO0o0o0ooooboooobobooooo
0 pO0O00O000OO00 E{D}0ODO0OO KOO
000000 E{D}x 0000
gooooooooooooooo
(1) ODODOUDDOUDOOFPGADOO TBCOODO

FPGAOOOOOOODOODOUOOODOOOOODOO 3259

ig PC (Server)
User Terminal
EDcsce ] v FPGA
| Packet Shaping Circuit l— E{Dcontlcon

|- wcont

- Generator TBC
e v

Decryptor (IAES) |

Decoder (IDCT)

[screen Controller ] {SDRAM|
x2

t

CSC Configuration
Controller

H

DVI Formatter

Cown 1 ¥
Wﬁ Display
011 0O0OODOODOOoOOooOOoobooo
Fig.11 Block diagram of the prototype system.

ooo

(2) goodooooooogooooo ¢, o000
gooooooon

gooooooooooooooooooooogono

(3) ODOoOOooOOooOUoOoUOoO c,o00oOoooo
goooooo

(4) DOOOODOOO Kesc DOOOOQOOODO
TBCOODOOOODODODODOOOODOOOOO
ogoo

(5) DODO0OOO Dseedd C300000OCSCO
000000 DecscODODOOODO

(6) 000 Kosc 0000 Desc O AESOOD
0000 E{Dosclrese 0000

(7) CSCO TBCOOOOOODDOCSC-TBCO
00000oO00000o0o0on0 Keont OO0
ogoo

(8) Kecont 00OODOODOODOOOOOODO
Jodod Decont O AES ODODOOOO
00 E{Dcont}geony 0000000000
E{Dcont} keons 0 6400000000000
goooooOo sbooooooooooooo
DDDDHQ(Cg)DDDDDDDDDDDD
H{E{Dcont}kecont} 100000

(9) E{Dcsclrege O H{E{Dcont}gcont} OO
goooooo

00000 E{Dcsc}rcse O H{E{Dcont}xcont}

gooo0Do0oDOobOOobOobOoboboooo nnooomm

(10) E{Dcsc}rese 0 SSRAMODOOO000

(11) D00 Kese OOOOOSSRAM OO
E{Dosc}rese 0 CSCOOOODODDOO0O
ooo



3260 ooooooooo

012 0O00O0O0O0O0oooooooo
Fig.12 Block diagram of the CSC-TBC interlocking part.

(12) D0OO0OO0OO Desc OOODDOOOOOOOODO

goocecscooooog
(13) CsC-TBCOOUOODOOODOOOOO Kcont

oooooocesco TBCoOoooooooo

oooooooooooOoooooooooo

000oooooooooooooooo
(14) DOOOOODOUOOUODOOOODOUOODOO

0000000Uuooog Keont OOOO

00o0o0oooooooooooon
0120 CSC-TBCOODOOOOODOOOOOOO
Jo0DOobD0o0ooopooooocscogoooon Ga
000 H, OOOOoOTBCODOOODOODOO F 0O FyO
H.0000O ITAESOAESOOOO0ODOOOODOOO
00000000000 AESOCBC moded 128-bit
block sized 128-bit keyO O OO OO0 OO0 Kcont
00000000000 FHOOoooooooood
OooooooTBCOOO csCcoooooood
ooooooooooooogd
ooDoOooooooooocsc-TBcOOooooOon
000000000000000DO00oonoooog
doooooooooooboobooooooooono
doodoobobooooooooobooooooono
dopdogooocesc-TBCOoOooooooooo
00ooo0ooooooooooooooo

Fiy =(ID+G1) <<< 64

F>, = TABLE(F1)

F3 = (ID <<< 16 + G1) <<< 32

Fy=F+ F5+ Cs

G1 = Dseed <<< 96 + C

Hy =C3s
0000000 +00000000000<<< O
0000000000 TABLE(r) DODOOOODO

Sep. 2007

01 0D0ooOoooTBCOODOODOO

Table 1 Hardware resource utilization of TBC.
Resource Utilization (%)

SLICEs 11,881 / 33,088  36%
Block RAMs 235/ 328  72%

MULT18x18s 53/ 328 16%
BUFGMUXs 7/ 16 43%
DCMs 7/ 8 88%
ICAPs 1/ 1 100%

02 000ooooooocscoooooon
Table 2 Hardware resource utilization of CSC.
Utilization (%)

311 / 33,088 1%
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Fig. 13 The result of image replay testing where CSC and
TBC failed to be interlocked.
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Fig.14 The result of image replay testing where CSC and
TBC are successfully interlocked.
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