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Proposal for the Visualizing and Quantitative Method of
Searching Characteristics of Node

HiroFUMI NAKAKOJI,t MASATO TERADAt and SEIICHI SUSAKI*

In the last few years, the trend in security threats has been shifting to botnets or phishing,
and large-scale incidents caused by network worms are on decrease. However, worm infection
is continuously taking place and we should not dismiss the threats still out there. Information
about the network worms, such as how they exploit vulnerabilities, infection symptoms, how
to remove them, is widely published, but “worm propagation characteristics” —— how they
behave on the networks to cause infection are hardly provided. Among other charac-
teristics, the way a worm looks for potential targets is especially beneficial in estimating the
infection rate and range. It would also help network managers in implementing countermea-
sures to protect their network and the Internet itself, but the information needed is not suffi-
ciently available. On the technical side, quantifying the characteristics is a key task to make a
comparison with the past worms or develop a detection technique using the target-searching
characteristics. In this paper, we present a method to visualize periodic patterns the worms
exhibit when looking for the targets, and the range and randomness of IP addresses they
target. Furthermore, we show the effectiveness of our approach through worm categorization
and comparison based on the quantified target-searching characteristics of the worms.
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Fig.1 Visualization of target IP address.
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Fig.2 Range and randomness of target IP addresses.
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Fig.3 Visualization of periodic patterns.
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Table 1 List of major worms.
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Fig.4 Data collection environment.
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Fig.5 Pattern of target IP address of major worms.
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Fig.7 Periodic pattern of major worms.
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k| 0000 (Rg) | DO (V) | DFT(sk) | Serial(pk)
1 42.58 28.04 0.00 0.00
2 60.16 51.53 0.00 0.00
3 90.23 73.55 0.05 0.00
4 91.02 73.53 0.06 0.00
0 3 SQLSlammer 00000
Table 3 Characteristics of SQLSlammer.

k| 0000 (Rg) | OO (Vi) | DFT(sg) | Serial(pg)
1 93.36 69.56 0.09 1.00
2 98.05 74.55 0.05 0.89
3 97.66 73.95 0.05 0.84
4 96.48 74.87 0.06 0.27

04 CodeRed3 00000

Table 4 Characteristics of CodeRed3.

k | 0000 (Rg) | OO (Vk) | DFT(sk) | Serial(pk)
1 17.58 23.15 0.00 0.00
2 64.84 58.84 0.01 0.00
3 82.42 73.25 0.05 0.31
4 82.42 73.04 0.06 0.13

0 5 MSBlaster 00000

Table 5 Characteristics of MSBlaster.
k oooo (Rk) oo (Vk) DFT(ék) Serial(pk)
1 0.39 0.00 0.00 0.00
2 0.39 0.00 0.01 0.00
3 1.56 1.07 0.02 0.00
4 100.00 72.58 0.02 1.00
0 6 Sasser.BOOOOO
Table 6 Characteristics of Sasser.B.
k| 0000 (Rg) | OO (Vi) | DFT(sg) | Serial(pg)
1 49.22 46.17 0.01 0.00
2 68.75 63.41 0.04 0.00
3 78.52 72.89 0.05 0.12
4 75.78 73.20 0.06 0.71
07 ZotobODOOOO
Table 7 Characteristics of Zotob.
k| 0000 (Rg) | OO (Vk) | DFT(sk) | Serial(pk)
1 0.39 0.00 0.00 0.00
2 0.78 0.48 0.00 0.00
3 3.91 121.50 0.13 0.00
4 87.50 73.56 0.03 0.03
oopoooogd
n p— —
>y (@i —T) (yi = 7)

NS

i=1
L

-2 T, -9
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Table 9 Correlation among target-searching characteristics.

SQLSlammer CodeRed3
CR cy Cs Cp 14 CR cy Cg Cp )2
Nimda.E 0.62 | 0.86 —0.44 — 0.35 | 0.86 | 0.98 0.99 — 0.94
SQLSlammer 0.86 | 0.94 —0.52 —0.22 0.26
MSBlaster Sasser.B
CR cy Cs Cp 14 CR cy Cg Cp 12
Nimda.E 0.04 0.53 0.98 - 0.51 0.86 0.99 0.68 — 0.84
SQLSlammer | 0.04 | 0.45 —0.63 —0.98 —0.28 | 0.86 | 0.91 —0.92 —0.99 —0.03
CodeRed3 0.46 | 0.46 0.98 0.07 0.49 1.00 1.00 0.77 0.23 0.75
MSBlaster 0.40 0.50 0.82 0.99 0.67
Zotob Sasser.C
CR cy Cs cp “w CR cy Cs cp o
Nimda.E 0.05 | 0.85 0.71 — 0.53 | 0.88 | 0.99 0.87 — 0.91
SQLSlammer 0.05 0.47 —0.40 —0.98 —0.21 0.88 0.92 —0.70 —0.98 0.03
CodeRed3 0.47 | 0.75 0.61 0.07 0.48 | 0.99 1.00 0.94 0.34 0.82
MSBlaster 1.00 | 0.29 0.71 1.00 0.75 | 0.35 | 0.51 0.93 0.96 0.69
Sasser.B 0.42 0.78 0.37 0.99 0.64 1.00 1.00 0.92 0.99 0.98
Zotob 0.37 | 0.78 0.42 0.96 0.63
0 8 Sasser.COOODOO 6. 00O 00O

Table 8 Characteristics of Sasser.C.

k| 0000 (Rg) | OO (Vi) | DFT(sg) | Serial(py)
1 47.66 46.06 0.00 0.00
2 66.41 63.37 0.02 0.00
3 75.39 72.41 0.03 0.10
4 71.48 73.19 0.04 0.37
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