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Internet Threat Analysis Methods Based on Spacial and
Temporal Features

MASAKI ISHIGURO," HIRONOBU SUZUKI,t ICHIRO MURASE!
and YOICHI SHINODA't

Recently, network incidents caused by Internet worms has been increasing. We propose
Internet threat analysis methods based on malicious packets observed at several IP’s over
the Internet. There exist various kinds of Internet threats with different natures and behav-
iors. Therefore it is important to analyze Internet threats based on several kinds of different
approaches. We propose two methods based on periodical behavior of worms and based on
increase of infected hosts and efficiency of worm infection. These two methods are based
on temporal and spacial features and complement traditional detection methods for Internet
threat detection. They also provide information for analyzing the nature and causes of threats
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from the new perspectives.

1. 0DO00O0

ooboooboooooooooooooooooo
gooobobooooooooooobooooooobo
gooooooboobooboooobooooDo
gooobobboooooooooboboooooobo
OIpoOOOOOOOOIPOOOOCOOOOOOO
gooooboooooooooboooooooooo
ooOoooOO0oIpO0O0O0OO0OCDOOOOOOO

t 0000000000000 0000OO0o0o0O0oooO
Information Security Research Group, Mitsubishi Re-
search Institute, Inc.

10000000000
Faculty of Science and Engineering, Waseda University
+++ 0000000000000
Japan Advanced Institute of Science and Technology

3148

000000000000000000000000
000000000000000000000000
000000000000000000000000
000000000000000000000000
000000000000000000000000
0000000000 oooY 000000000
000000000000000000000 IDSO
000000000000000000000000
000000000000000000000000
000000000000000000000

00000000000000000000000
000000000000000000000000
0000000000000000000000000
000000000000000000000000
000000000000000000000000



Vol. 48 NoOWJOODOOOOODOOOOOOOOOOOOOOOOOODOOOOODOOOOOOOO 3149

gooooooooooooooooooooooo
gobooo
gobooooooooooooooo200000
gooboooooosbooooooooooooon
goooooooooobobooobooobo40000
goo0o20000000000000D000DO000
500000000000000D0C0C0O0O60OODODO
goooobooooooooooooooooooo
oooroboooooooooooooo

2. 0000

0oooOoUoooooooOoooOoooooooo
000000000000 00ooooooooog
0000000000000 00oooooooog
ooooo

2.1 OJOoOooo

gooooooboboobooooooboooood
o0o0o0O0oO0ooooooooooooooooood
OO0ooooooOooUoooooooooooooog
00000000 0000oooOoooo0OO0O0dpas-
sive monitoringd 0 000 O0O00OO0O0OOOODOOO
O00O00O0OO0oDoDOOOOO0OO0OD0OOdactive moni-
toring0 0 00000 00O 0O OCAIDA telescope V0
Internet Storm Center 20 Internet Motion Sen-
sor "0 JPCERT/CC O ISDAS® 0 WCLSCAN®DO
DShield® 00D0DO00D0D0O0DOOOOD Princeton
ooooo® 0 O Honeynet Project O Honeypotg)
ooooogooogo

ooooooooooooooOoooooog Ip
000000000 CAIDA telescope 00O OO
O000oU00oU0oooUooooooooooodg
Internet Storm Center? 000000000000
000000000 0O00oooooooooooog
0000 IPO0O0OOOOOOOOOOOOOOOO
dooddooboboobooooooooooooono
0o0odooobooooobooooooooooono
doodoobobooooooooobooooooono
00 Johns Hopkins 00000 00000000
ooo

oooooOooooooOoooOoOoooooooo
00000000 o0oooooooo sQLuood
000000000oooOOooooooooooog
O00000ooOooooooooooooood
ooOo

2.2 JOOOOo

goooooooooobooooobooooad

000000000000000000000000
000000000000000000000000
00000000000 0000000000000
00000000000 0000000000000
00000000000 0000000000000
000000000000 00000000000D
000000000000 00000D000D0O0D
0oo0oo0oooog
00000000000000000000000
000000000000000000000000
00000000000000ZouO0O00O0D0O00
000000000000000000000000
000000000000 000000000000
00000000000 000000D0000000
000D00O00WOLakhinaDOOOOOOODOD
00000000000 000000D000D0O0D
00000000000 00O0D0OO00DO0O00o0On
000000000000000000000000
000O000oO0'Y000000000nnooon
000000000000Z00000000000
000000000000000000000000
ooooo®oooooO0oo0DO0o00O0o00oon
000000000000 000000000000
00D0000000O0ooooo™®» oooooon
00000000000 Wagner0DOODDOO0OD
00000000000 D000D000DO0O0D0O000n
0000000000000 D000D0000000D
00000000000Y ooooooooooon
000000000000000000000000
000000000000000000000000
000000000000000000000000
oooo
00000000D000000000000000
000000000000 000000000000
0000000000000 D000D0000000D
000000000000 00000D000D0O0D
00000000000 000000D000DO0D
OO0OTheriault 000000 IPODOOOOOOO0
000000000000000000000000
000000000000000000000000
00000000 00000000000000
0000000000 TCPOOOODOOOOOOO
0000000000000000O0ooooono®®
00000 IPOO0ODOOO SYNOOODOO FIN
0000000000000 SYNODOODOO FIND
00000000000 D000Do0YoooDoon



3150

/"?*A?—%Q/i\

ooooooooo

Sep. 2007

AV B—FIMBRBAW S AT L

\

Hg“%ﬁbf:
F—4

H—n

oy7—45 ||

YAG L —3 T Tk
~
!ﬁ\'
¢

BB
‘ TS IMEN T '

JTIIER

ATLERE B TiE

WRFELE

BRAMEDS 21—

N //miﬁ;auwl—»

01 000o00o0o0o0o0oooooooooo

Fig.1 Structure of the Internet threat analysis system.
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Fig.2 Process of discrete wavelet transformation.
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Fig.3 Wavelet coefficients used for the anomaly detection.
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Fig.4 Application result of the anomaly detection method based on frequency-

component analysis (135/TCP).
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Fig.5 Application result of the anomaly detection method based on frequency-

component analysis (1433/TCP).
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Fig.6 Performance evaluation method (An example incident of Windows server service).
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method.
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Fig.7 Access graph between sources and destinations.
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Fig.9 Relation between source s4 and several

destinations.
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