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Optimization of Bayes Learning Algorithm to
Spam Filter and Virus Filter

HutHUuAN WANG," NAOSHT NAakAYA,t Ryurtt Koike,r YuuJit Kourt
and M1 RANG PARKt

The spam filter that used Bayes learning algorithm was paid attention in recent years as the
countermeasure for damages of spam. In computer virus that causes a lot of damage through
the medium of mail, the existing technique is difficult to take the countermeasure against
the unknown virus. Some researches including us have studied and developed the virus filter
that use the Bayes learning algorithm. But it seems that the enough research has been not
done until now. In this paper, we compare the performance of spam filters and virus filters
that use Paul Graham method, Gary Robinson method, naive method which have previously
shown a good performance and widely have been used as spam filter. We also propose the
new Bayes method that shows best performance of both spam filter and virus filter. It has
advantage that we can detect a number of virus and spam mails at the same time in respect of
the mounting cost. As the result, it is possible that the proposed method outperforms three
original methods in exterminating both spam and virus with the same or lower false detection
rate.
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3. Bayesian Spam Filter
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Fig.1 Detection rate of spam of three kinds of methods.
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4. Bayesian Virus Filter
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Table 1 Detection rate of each BVSignature.
BVSignature Input
(ordered by | Lg.R | Ns.S| Ns.T | Ns.X | Ns.Y | Bg.W | Bg.X | So.G | Lg.W | Ex.A | Er.B | Lg.X | Nonvirus
virus appear-
ance)
Lovgate.R 100.0 | 100.0 | 100.0 0.0 | 100.0 0.0 0.0 0.0 | 100.0 0.0 32.5 | 100.0 15.0
Netsky.S 23.5 | 100.0 | 100.0 | 100.0 | 100.0 0.0 0.0 | 100.0 0.0 0.0 32.5 | 100.0 3.0
Netsky. T 23.5 | 100.0 | 100.0 | 100.0 | 100.0 0.5 0.6 | 100.0 0.0 0.0 0.0 | 100.0 2.5
Netsky. X 0.0 | 100.0 | 100.0 | 100.0 | 100.0 0.0 0.0 0.0 0.0 0.0 32.5 0.0 2.5
Netsky.Y 23.5 | 100.0 | 100.0 | 100.0 | 100.0 0.0 0.0 0.0 0.0 0.0 32.5 | 100.0 0.0
Beagle. W 15.0 0.0 0.0 0.0 0.0 | 100.0 | 100.0 0.0 0.0 0.0 0.0 | 100.0 2.5
Beagle. X 0.0 0.0 0.0 0.0 0.0 100.0 | 100.0 0.0 0.0 0.0 0.0 0.0 1.0
Sober.G 15.0 | 100.0 | 100.0 0.0 0.0 0.0 0.0 | 100.0 0.0 0.0 0.0 | 100.0 3.5
Lovgate. W 100.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 | 100.0 0.0 32.5 | 100.0 4.5
Explet. A 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 | 100.0 0.0 0.0 2.5
Erkez.B 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 | 100.0 0.0 0.0
Lovgate.X 100.0 | 100.0 | 100.0 0.0 | 100.0 | 100.0 3.1 | 100.0 | 100.0 0.0 32.5 | 100.0 13.0

Lg: Lovgateld Ns: Netsky[ Bg: Beaglel So: Sober Ex: Expletl Er: Erkez

02 3000000 ChainO00O0O0O0O0O00OO

Table 2 Comparison of Chain and maximum false positive rate of three kinds of methods.

strings 0000 Paul Graham 00O Gary Robinson 00 naive 00
Chain | 000000 | Chain | 000000 | Chain | 000000

3 8 15.0% 6 0.5% 9 0.5%

4 8 3.5% 7 2.0% 5 4.0%

5 8 3.5% 9 2.0% 5 4.0%

6 9 2.5% 6 10.5% 5 9.0%

7 9 2.0% 6 11.5% 5 10.5%

8 9 2.0% 4 18.5% 5 11.5%

9 9 2.0% 6 13.5% 5 13.0%

10 12 2.0% 6 14.5% 4 13.5%

11 12 1.5% 6 16.5% 4 14.0%

12 12 1.5% 6 15.5% 4 14.5%

13 11 0.5% 5 13.0% 5 14.5%

14 11 0.5% 5 14.5% 5 16.5%

15 11 0.5% 5 15.0% 5 19.5%

16 11 0.5% 5 16.5% 5 20.5%

17 11 0.5% 5 16.0% 5 21.5%

18 11 0.5% 6 19.0% 5 24.5%

19 10 0.5% 5 21.5% 4 27.5%

20 10 0.5% 5 23.5% 4 29.5%
ooooooo 400000000000 00000 Chainy, = {Lovgate.R, Netsky.S, Netsky.T,
0o0ooOO0bOO00bO0o0bOOoOobOoobOoobooo Netsky.X, Netsky.Y, Sober.G,
Jo0b0bOO0oDoOO0OO0oOobOOoOoboDoooOooboOo1200 Lovgate.W, Lovgate. X }
00000000000 0000U0UdBVFilter O Chaing = {Beagle.W, Beagle.X, Lovgate.X }
040000000000000 67T%000000 Chaing = {Explet. A}
gooboooboo0oooboobouoboobooo Chaing = {Erkez.B} 9)
00000b00O0O0O0000ooOddLovgate.X O 4.3 O0O0OO0OOO
Chainy 000000000 O0O0O0O0OO0O Chaing gobobooOo30doboobbooobooboboo
00000 Beagle WDOODOODOODO BVSignature 000000000000 ChainODOOOOOODOOO
000000000 Chain,0Chain, 000000 0ooDbOO0o0oDoooOoooooooooo

god

300000000000 strngs0000000O
O000OO0ChainOO0O0OOOO0O0OOO 200 30



3132 ooooooooo

Paul Graham's method —+—
Gary Robinson's method —--x-—
naive method ---%-- |

Chain
©

. . . . . . . . .
4 6 8 10 12 14 16 18 20 22
Minimum length of Strings

03 3000000000000000000

Fig.3 Detection rate of virus of three kinds of methods.
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Table 4 Influence of variable s in Gary Robinson’s method.
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Fig.5 Detection rate of spam of three kinds of methods
and improvement type.

Oooooo=15%000000000000000
O000000000Chain00OO0OO0OOODOOO
O000o000o0o0oo0oO0oOoOoooooooooo
oooQ

oooooooooooOooooooooooodg
O000000000o0o0oOooooOoooooOo
ooooooOoOoO0O0OD0DO30000000000
gboboooooboboo soobobboboon
gooboboboooboobooboobooboo
00 3000000Paul Graham 0O 0 0Gary Robin-
son 000naive 0000000000000 OOO
O000o00oo0oOo0oooooooooooo
00 Gary Robinson 0 0 0000.5%0000000
O000000o0o0oooooooooooooo
oooO000o0ooooO0O000000000 300
O0000000000O000O0OoOoOooOoOooooo
O000000000O00DO0OoOoOooOoOooooo
goon



Vol. 48 No. 9

6. U 0O O

00o0o0o0o0oooooOoOOoooOoooooooon
0000000000000 0ooooooooog
J000O0O0O0O0O0OO0DDODOGary RobinsonO OO0
doodoobobooooooooobooooooono
dofddoooooooooooooooooooo
O00000O00oooOoooOoooOgo Paul Graham
00 0Gary Robinson 0O Onaive 00O OO0ODOO
O0o00ooooooooOoooooooooooog
000o0O0o0ooO0oDoDDoOOoUoOoOoooooooooog
00o0o0o00o0oooooOoooooooooood
00000000000o0O000o0oooooooog
000000000 1.5%000000000000
0000000000000o0o0oDOooooooog
doodooboboooooooooooooooono
dooddoooooooooboobobooooooono
o0o0oobO0o0ooooooooooooogooo
o0ooO0OoUoooooobDOooooooooooog
oooo

ug o0 0 0

1) ITOO0O0O e-WordsO http://e-words.jp/w/
E382BI9E38391E383A0.html

2) Burns, E.: The Deadly Duo: Spam and Viruses
(June 2006). http://www.clickz.com/showPage.
html?page=3622936

3) GFI Software: Why Bayesian filtering is the
most effective anti-spam technology (2006).
http://www.gfi.com/whitepapers/
why-bayesian-filtering.pdf

4) Kantor, A.: Bayesian spam filters use math
that works like magic (2004). http://www.
usatoday.com/tech/columnist/andrewkantor/
2004-09-17-kantor_x.htm

5) Greg’s Bogofilter Page. http://www.bgl.nu/
bogofilter/

6) POPFile-Automatic Email Classification.
http://sourceforge.net/docman /display_doc.
php?docid=13334&group_id=63137

7) POPFile Automatic Email Sorting using
Naive Bayes. http://popfile.sourceforge.net/
old.html

8) IT Security Center: Computer virus incident
report for the 3rd quarter (July to Septem-
ber) of 2004, Online Publication, Information-
technology Promotion Agency (IPA/ISEC)
(2005).

9) IT Security Center: Computer Virus Inci-
dent Reports [Details], Online Publication,

goooooooooooo0oooooooOoOoboOoOoOooooooOboboooo 3135

Information-technology ~Promotion Agency
(IPA/ISEC) (2006). http://www.ipa.go.jp/
security /english/virus/press/200605/
virus200605-e.html

10) 000000 0oU0OooOoooUoooUoooO
gooobooobooboobboooooboobooo
000000000 Volds, No.8, pp.1908-1920
(2004).

11) McAfee: An Introduction to Computer
Viruses (and Other Destructive Programs).
http://www.mcafee.com/common/media/vil/
pdf/av_white.pdf

12) Smith, J.: My Computer Virus Paper (2001).
http://uhavax.hartford.edu/JUSMITH/paper.
htm

13) 000000000000 0oooUoooooog
gooobooooobooooooooobooo
gooooooobobooobooboboooog
00000 Vol.46, No.8, pp.1984-1996 (2005).

14) OO0 0O0O0O0O0O0O0D0OO0O0OO0O000 (1999).

15) 0000000 OoOOoooOoooooooo
00000000000 0Oooooo (1991).

16) 0 0O0D00DO0DO0OO0OO0OODOUODODODOODOOO
(1983).

17) 0000000 O0O00O00O0OoOoO (1968).

18) Pantel, P. and Lin, D.: A Spam Classifica-
tion and Organization Program, Proc. AAAI-98
Workshop on Learning for Text Categorization
95-98, AAAT Press (1998).

19) Graham, P.. A Plan For Spam (2002).
http://www.paulgraham.com/spam.html

20) Graham, P.: Better Bayesian Filtering (2003).
http://www.paulgraham.com/better.html

21) Robinson, G.: Spam Detection (2002). http://
radio.weblogs.com /0101454 /stories/2002/09/
16 /spamDetection.html

22) Robinson, G.: A Statistical Approach to the
Spam Problem (2003). http://www.
linuxjournal.com/article/6467

23) Joachims, T.: A probabilistic analysis of the
Rocchio algorithm with TFIDF for text cate-
gorization, Proc. 14th International Conference
on Machine Learning, pp.143-151 (1997).

24) Focus on Linux. http://linux.about.com/
library/cmd/blemdll _strings.htm

(00180 110 24000)
(00190 30 1000)



3136

O oo

20000000000000O00
gbooooocoooo20050000
gooooooocoooooooo
gobooobooooooooooo
gobooooooooooooo

oo 00

19940000000000000
gooenoooooooooon
ooooooboobooooglvoon
goooooooooooooooo
gooooooooooooooo
goooboboz2e0r00boobooobooooon
gooobooooooooooooboobooooooo
oboooobobooobomooooboooooog

o0 O0booooboo

20030000000000O00
gboooz2s 0000000000
gooooooooooobooooo
obooooocooboboboooo
gooooocoooooooooo
gooooooooooboobobooobbooooo

ooooooooo

Sep. 2007

o0 Oooooooo

vrooooooooooooon
gbooboooooooobooobooon
gogoz2o010o0000000ooon
gooooocoooooooooo
goobooooocoooooooo
gooooooooooooODOORF-IDOODOOOO
gbooobooobOOoOo0oIEEEDO0OO0O0OO00O00
oo0o

O ooooooon

1983 000000000000
obobooboooooobooo
19930000000000000O0
goooooooooooboooboobo
Oo0O00000O00000019%4
gobooooooobooocobooooooooboooo
gobooooooooooooboooOoooooboo
gobooooooooooooooooooooboo
gobobmoocoooooooog




