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Abstract Many organizations allow remote accesses to internal systems. These accesses
are controlled by a firewall or a gateway at the border between internal network and the
Internet. Once an access to an internal node is allowed, the employee can access all
internal systems via the node. Thus, it is hard to prevent a situation where a
compromised node attacks other internal nodes (called stepping-stone attack).

In this paper, we propose a communication state-based access control mechanism which
safely allows remote accesses and reduces risks of the stepping-stone attacks.
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