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Abstract For effective countermeasures against malwares, we need to utilize all the utilizable
information which belongs to malwares’ executable files. Machine instruction sequence is an im-
portant information which is relevant to malwares’ behavior. However, utilizing the information
is difficult because varieties of compilers and optimization levels tend to affect strongly. In this
paper, we propose a method to specify the compiler and optimization level that are adopted to
generate the executable files of malwares. Additionally, experimentations are conducted with
the datasets of malware samples. This paper also discusses how the proposed method decreases
ill effects against anti-malware technologies caused by compilers.
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