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A technology for tracing general file operations

Iifan Tyou, Junya Akiba, Takahiro Matsumura, Toshihiro Motoda T
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Abstract This paper proposes a solution which can detect leakage and trace derivational
data of any digital files. In conventional method, we use a pre-installed monitor
application for logging file operations on a PC. But we can’t expect such an application is
installed on the system of all PC environment which has the leaked file. In addition, to
trace a detail operation done to a single file of general application is difficult at the
moment. Our solution will solve this problem with the technology of taint analysis and a
type of executable file wrapping method.
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