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Abstract Security functions in embedded systems such as automotive systems are
necessary, because networking of these systems causes new threats. The extraction of
security requirements based on risk assessment is important to implement appropriate
security functions. The existing risk assessment techniques are subjective, because they
depend on evaluator's knowledge and utilize probability of threats. In this paper, we
propose an objective risk assessment technique. This technique utilizes the information
described in specification documents to compute the risk values. The risk assessment
technique makes it possible to quantify the risk of threats in the target system and to
design the security requirements.
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