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Abstract The ID federation separates authentication information from a service provider. The
attribute exchange that separates an attributes used for the authorization from service provider
or identity provider is known as the form that the ID federation developed into more. However,
the attribute is very different from credentials used for the authentication at the points such as
the diversity of information and the requirements from an application. Therefore, establishing of
novel framework including the level of assurances is an urgent problem. Gakunin is developing
the framework of attribute exchange with the universities. This paper describes the outlook of
attribute exchange framework and the considerations of Levels of Attribute Assurance.
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Level Level of Assurance [2] Credential Assurance Level [6] Identity Assurance Level [6]
None Not Assigned No confidence required No confidence required
that the client maintained control over the entrusted credential and the credential has not been compromised that the client is or is not who they claim to be.
1-Low Little or no confidence Little confidence required Little confidence required

in the claimed or asserted identity

that the client maintained control over the entrusted credential and the credential has not been compromised

that the client is or is not who they claim to be.

2 — Medium Some confidence Some confidence required Some confidence required

in the claimed or asserted identity that the client maintained control over the entrusted credential and the credential has not been compromised that the client is or is not who they claim to be.
3 — High High confidence High confidence required High confidence required

in the claimed or asserted identity that the client maintained control over the entrusted credential and the credential has not been compromised that the client is or is not who they claim to be.
4 —Very High  Very high confidence Very high confidence required Very high confidence required

in the claimed or asserted identity

that the client maintained control over the entrusted credential and the credential has not been compromised

that the client is or is not who they claim to be.
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