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Methods of Standard MIDI File Steganography Resistant
against Attacks Using Characteristics of Editing Software

TsuYOsHI TOYAMA," MASATAKA SUZUKI,tt JUNJI SHIKATA?
and TSsuTOMU MATSUMOTO!

The purpose of steganography is to make communication innocent by hiding genuine in-
formation in innocuous cover-object. Several steganographic schemes that use image, sound,
text, etc. as cover object have been developed. In particular, Inoue, et al. proposed the
SMF steganographic scheme in which SMFs (standard MIDI files) are used as cover-object,
and they evaluated this scheme in terms of the characteristics of SMFs downloaded from the
websites. In this paper, we focus on the fact that the SMF editors characterize SMFs, and
propose embedding methods by taking into account the characteristics of SMF editors. Based
on these methods, we also propose embedding methods that can achieve highest embedding
rates within applicable methods for a SMF. Furthermore, we show that our proposed meth-
ods are more resistant to the steganalysis than previous methods, while both of amount of
embedding information and the numbers of embeddable SMFs tend to be more decreased in
our methods.
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Fig.1 The structure of format 0 and 1 SMF.
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Fig.2 The model of SMF steganography.
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Fig.3 Permutation of 3-simulnote.
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Table 1 An example of 4-note stegokey.
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Table 2 Characteristics of SMFs downloaded from the
Internet.
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Table 3 Analyzed sequencers.
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Fig.4 Proposed method.
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Table 4 Characteristics of sequencers for format 0 SMF's.
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Table 5 Characteristics of sequencers for format 1 SMFs.
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Meas Ch Event note No Vel
r3:1:000 1 N_On 67(G4) 64 | (1)
3:1:000 1 N_On 60(C4) 60 | (2)
R/ — b 1 3:1:000 2 N On 79(G5) 80 | (3)
3:1:000 3 N On 72(C5) 75 | 4)
4:1:000 1 N_On 64(E4) 64 | (5)
[FIWE/ — b 11 4:1:000 1 N_On 55(G3) 64 | (6)
L | 4:1:000 1 N_On 59B3) 64 | (7)
5:1:000 1 N_Off 59(B3) 64 | (8)
5:1:000 1 N_Off 55(G3) 64 | (9)
5:1:000 1 N_Off 64(E4) 64 |(10)
5:1:000 3 N_Off 72(C5) 64 |(11)
R, — b II| |5:1:000 2 N_Off 79(G5) 64 |(12)
5:1:000 1 N_Off 60(C4) 64 |(13)
5:1:000 1 N_Off 67(G4) 64 |(14)
5:1:000 1 N_On 52(E3) 64 |(15)
5:1:000 2 N_On 71(B4) 74 |(16)

05 00 BOOOOOOOOOODO

Fig.5 An example of characteristic B.

Meas Ch Event note No Vel

5:1:000 1 N_Off 55(G3) 64 | (17)
5:1:000 1 N_Off 64(E4) 64 | (18)

_ 5:1:000 1 N_On 52(E3) 64 | (19)
=R IV Si000 2 N_Off 79(G5) 64 | (20)
5:1:000 2 N On 71(B4) 74 | (21)

5:1:000 3 N_Off 72(C5) 60 | (22)

06 00O COUOOOoooooooo
Fig.6 An example of characteristic C.
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Meas Ch Event noteNo Vel Meas Ch Event note No Vel

3:1:000 1 N_On 67(G4) 64 3:1:000 1 N_On 67(G4) 64
3:1:000 3 N_On 72(C5) 75 3:1:000 1 N_On 60(C4) 60
3:1:000 2 N_On 79(GS) 80 3:1:000 2 N_On 79(GS) 80
3:1:000 1 N_On 60(C4) 60 3:1:000 3 N_On 72(C5) 75
4:1:000 1 N_On 55(G3) 64 4:1:000 1 N_On 64(E4) 64
4:1:000 1 N_On 64(E4) 64 4:1:000 1 N_On 55(G3) 64
4:1:000 1 N_On 59(B3) 64 4:1:000 1 N_On 59(B3) 64
5:1:000 1 N_Off 59(B3) 64 5:1:000 1 N_Off 59(B3) 64
5:1:000 1 N_Off 60(C4) 64 5:1:000 1 N_Off 55(G3) 64
5:1:000 1 N_On 52(E3) 64 5:1:000 1 N_Off 64(E4) 64
5:1:000 3 N_Off 72(C5) 64 5:1:000 3 N_Off 72(C5) 64
5:1:000 1 N_Off 67(G4) 64 5:1:000 2 N_Off 79(GS) 64
5:1:000 2 N_Off 79(G5) 64 5:1:000 1 N_Off 60(C4) 64
5:1:000 2 N_On 71(B4) 74 5:1:000 1 N_Off 67(G4) 64
5:1:000 1 N_Off 55(G3) 64 5:1:000 1 N_On 52(E3) 64
5:1:000 1 N_Off 64(E4) 64 5:1:000 2 N_On 71(B4) 74
(a) (b)
Meas Ch Event note No Vel Meas Ch Event note No Vel
3:1:000 1 N_On 60(C4) 60 3:1:000 1 N_On 60(C4) 60
3:1:000 1 N_On 67(G4) 64 3:1:000 1 N_On 67(G4) 64
3:1:000 2 N_On 79(G5) 80 3:1:000 2 N_On 79%(GS) 80
3:1:000 3 N_On 72(C5) 75 3:1:000 3 N_On 72(C5) 75
4:1:000 1 N_On 59(B3) 64 4:1:000 1 N_On 59(B3) 64
4:1:000 1 N_On 64(E4) 64 4:1:000 1 N_On 64(E4) 64
4:1:000 1 N_On 55(G3) 64 4:1:000 1 N_On 55(G3) 64
5:1:000 1 N_Off 59(B3) 64 5:1:000 1 N_Off 55(G3) 64
5:1:000 1 N_Off 55(G3) 64 5:1:000 1 N_Off G4(E4) 64
5:1:000 1 N_Off 64(E4) 64 5:1:000 1 N_Off 59(B3) 64
5:1:000 3 N_Off 72(C5) 64 5:1:000 3 N_Off 72(C5) 64
5:1:000 2 N_Off 79(G5) 64 5:1:000 2 N_Off 79(G5) 64
5:1:000 1 N_Off 60(C4) 64 5:1:000 1 N_Off 67(G4) 64
5:1:000 1 N_Off 67(G4) 64 5:1:000 1 N_Off 60(C4) 64
5:1:000 1 N_On 52(E3) 64 5:1:000 1 N_On 52(E3) 64
5:1:000 2 N_On 71(B4) 74 5:1:000 2 N_On 71(B4) 74
(o) (d)

07 M-BOOOOODOOOODOO
Fig.7 Embedding procedure of M-B.
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Table 6 Average embedding rate of format 0 SMFs.

FRHIAL %] | 48 | FHEALATREA EIbit] | AL FTREASMF[E] | ARHT 1 | AREHT 2

M-042 173 0923 6,236 3,626 (99.5 %) X X

BEOFR | M-1HR 1.60 | 0.905 5,649 3270 (89.8%)| O X

M-257 141 | 0502 4,977 3,553 (97.5 %) O X

M-AHH 069 | 0238 1,128 806 (22.1 %) X O

M-BHR 037 0.09 1,290 2467 67.7%)| O @)

| M-cHR 037 | 0.082 1,333 2,697 (140%) | O @)
HRRFHX

M-DF 037 0.09 1,290 2467 67.7%)| O o

M- %153 037 | 0.087 1,338 2,787 (165%) | O O

M- %1153 051 0.142 1,561 2,816 (77.3 %) X @)

AEIND 133,643 8 DEIE)
(OWfitES v, X LT L)
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Table 7 Average embedding rate of format 1 SMFs.

EHHALR%] | Al | FHEIAL AT REZ E(bit] | #IAZ ATREZRSMF[H#I] | ARHT 1 | ARHT 2

M-045 1.004 | 0.404 3,222 14,525 (96.5 %) X X

BEFEOFR | M-1HR 0.854 | 0.358 2,926 12,142 (80.6 %) (@) X
M-25 0.998 [ 0.395 3,206 14,524 (96.5 %) (@) X

M-AFH 0.484 [ 0.104 1,642 11,376 (75.6 %) O O

M-BF = 0.471 [ 0.095 1,615 11,769 (78.2 %) (@) O

| M-CHFK 0.471 | 0.095 1,610 11,633 (77.3 %) O O

= -

M-DF= 0.471 [ 0.095 1,610 11,633 (77.3 %) O O

M-* = 0485 0.104 1,667 11,817 (78.5 %) (@) O

M-k T 0485 0.104 1,667 11,817 (78.5 %) O O

FEIM D H1E15,056 8 DO EIE)
(OiittEdD v, XX L)
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number of music and the horizontal axis means
embedding rates.
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Fig.9 Distribution of embedding rate of format 0 SMFs
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number of music and the horizontal axis means
embedding rates.
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axis means embedding rates.
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number of music and the horizontal axis means
embedding rates.
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in method M-0, where the vertical axis means the
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embedding rates.
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Fig. 18 Distribution of embedding rate of format 1 SMFs
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embedding rates.
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Fig.20 Distribution of embedding rate of format 1 SMFs
in method M-B, where the vertical axis means the

number of music and the horizontal axis means

embedding rates.
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Fig.21 Distribution of embedding rate of format 1 SMFs

in method M-C or method M-D, where the vertical
axis means the number of music and the horizontal

axis means embedding rates.
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