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Abstract Web Workers is a specification which defines an API that allows Web application developers
to spawn background workers running scripts in parallel. The W3C have announced a candidate recom-
mendation of Web Workers in 2012. Rainbow signature scheme is a one of the multivariate public key
cryptosystems proposed by Ding and Schmidt in 2005. In this paper, we implement Rainbow signature
schemes in JavaScript with Web Workers on some multi-core CPU devices. We propose a parallel imple-
mentation applying to the signature verification processes of Rainbow. We report the speedup factor of

parallel implementation by using Web Workers.
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PC Windows 7 64 £ b AMD Phenom II X6 1090T 3.20 GHz 6 4.0 GB
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F 4 £V T T I 0HITHEIT S Rainbow BL OB AR 1 BIOETRE (I UR)

T Internet Explorer Google Chrome Opera Firefox
PC 11.19 3.83 3.78 8.56
Nexus 7 N/A 20.21 20.58 31.30

£ 5 8775 UYIZBI) % Rainbow BHDBLIRGE 1 BlOEFHRM (V)

ES iZ[% P | Internet Explorer | Google Chrome Opera | Firefox
1 12.90 1.39 4.88 6.63
2 6.49 2.23 2.47 3.36
3 147 157 T.74 2.35
1 3.43 1.20 1.32 .77
5 321 7.00 T.20 T.62
6 3.08 1.08 1.20 T.61
7 3.37 T.20 T.05 T.50
° 8 3.19 1.18 131 1.75
9 317 T.09 T.43 T.90
10 259 0.89 T.05 1.37
11 3.21 1.34 1.37 1.94
12 3.24 1.05 T17 T.48
13 2.47 0.88 0.96 1.26
14 3.88 T.44 1.65 2.02
15 371 T.18 T.37 .80
1 N/A 21.40 22.77 35.31
2 N/A 10.77 T1.39 17.87
3 N/A 7.48 7.95 11.97
1 N/A 5.64 5.83 8.91
5 N/A 5.78 6.57 9.35
N 6 N/A 6.37 6.30 10.71
® 7 N/A 6.54 6.61 9.78
g g N/A 6.72 7.06 10.28
Zz 9 N/A 7.76 816 11.73
10 N/A 6.18 6.41 9.17
11 N/A 7.88 8.56 9.51
12 N/A 6.76 713 9.95
13 N/A 5.69 5.91 10.88
14 N/A 8.65 9.11 11.53
15 N/A 7.87 8.22 11.85
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DEEAEHRIZ3.96 TH D, ZhiFEELERD LRT
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CPU DTN T 2R L IR 7x.
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& Chakra i%, JavaScript 23— K% /N4 b2 — KA
BWLA VR T)REANTETTS. 10X TIXR
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#6: £V 27777 HIZET S Rainbow B DELMGED mdbE S ROFETHHEE
o y Internet Explorer Google Chrome Opera Firefox
WK | S P 3 o 3 E 5 ) = =

2 1.99 0.332 1.97 0.328 1.98 | 0.330 1.97 | 0.328
3 2.89 0.482 2.80 0.467 2.80 | 0.467 | 2.82 | 0.470
4 3.76 0.627 3.66 0.610 3.70 | 0.617 | 3.75 | 0.625
5 4.02 0.670 4.03 0.672 4.07 | 0.678 | 4.09 | 0.682
6 4.19 0.698 4.06 0.677 4.07 ] 0.678 [ 4.12 | 0.687
7 3.83 0.638 3.66 0.610 4.65 | 0.775 | 4.42 | 0.737
O 8 4.04 0.673 3.72 0.620 3.73 | 0.622 | 3.79 | 0.632
~ 9 4.07 0.678 4.03 0.672 3.41 0.568 | 3.49 | 0.582
10 4.98 0.830 4.93 0.822 4.65 | 0.775 | 4.84 | 0.807
11 4.02 0.670 3.28 0.547 3.56 0.593 3.42 0.570
12 3.98 0.663 4.18 0.697 4.17 1 0.695 | 4.48 | 0.747
13 5.22 0.870 4.99 0.832 5.08 | 0.847 | 5.26 | 0.877
14 3.32 0.553 3.05 0.508 2.96 | 0.493 | 3.28 | 0.547
15 3.48 0.580 3.72 0.620 3.56 | 0.593 | 3.68 | 0.613
2 N/A N/A 1.99 0.498 2.00 0.500 1.98 0.495
3 N/A N/A 2.86 0.715 2.86 | 0.715 | 2.95 | 0.738
4 N/A N/A 3.79 0.948 3.91 0.978 | 3.96 | 0.990
5 N/A N/A 3.70 0.925 3.47 | 0.868 | 3.78 | 0.945
6 N/A N/A 3.36 0.840 3.61 0.903 [ 3.30 | 0.825
= 7 N/A N/A 3.27 0.818 3.44 | 0.860 | 3.61 0.903
3 8 N/A N/A 3.18 0.795 3.23 | 0.808 | 3.43 | 0.858
8 9 N/A N/A 2.76 0.690 2.79 | 0.698 | 3.01 0.753
z 10 N/A N/A 3.46 0.865 3.55 0.888 3.85 0.963
11 N/A N/A 2.72 0.680 2.66 | 0.665 | 3.71 0.928
12 N/A N/A 3.17 0.793 3.19 | 0.798 | 3.55 | 0.888
13 N/A N/A 3.76 0.940 3.85 | 0.963 | 3.25 | 0.813
14 N/A N/A 2.47 0.618 2.50 | 0.625 | 3.06 | 0.765
15 N/A N/A 2.72 0.680 277 | 0.693 | 2.98 | 0.745
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HTML5, http://wuw.w3.org/TR/html5/.
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Web Workers, http://www.w3.org/TR/workers/.

w

Indexed Database API, http://www.w3.org/TR/IndexedDB/.
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File API, http://www.w3.org/TR/file-upload/.
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The WebSocket API, http://www.w3.org/TR/websockets/.
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