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Abstract Remote Administration Tool or Remote Access Trojan (RAT) is often used in
targeted attacks. RAT generally consists of a server that runs on the targeted host and a
client that remotely controls the server. Recent RAT client provides GUI so that attacker
can intuitively control the server. In this study, we propose a method to observe behavior
of RAT server controlled by an attacker through its client GUI. First, assuming that an
active RAT server has been detected and identified in a network, we extract credential
information from the server for connecting its client. The credential information is then
applied to our monitor client. Next, we place a proxy between the RAT server and the
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attacker to monitor the traffic between them. The proxy sends all traffic from the server

to the monitor client, where all activity is observed through its GUI.
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