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Proposal on Combinatorial Optimization Method for

Countermeasures to Digitally Signed Document against Public

Key

Cipher Compromise and Its Application

HasmE FusiMoTo,! Yusuke Uepaf? and Ryorcnr Sasakiih-3

The popularization of the Internet increases the usage of a digital signature. The safety of
a digital signature depends on the strength of a public key cipher. Therefore, it is necessary to
examine the influence on compromise of public key cipher, because digital signature is some-
times used for long time. Especially, the impact analysis on compromise of public key cipher
to the digitally signed documents is essential to obtain the solution for countermeasure. We
propose the method to obtain the optimal combination of countermeasures considering the
cost and the effects to decrease the risk, when it is discovered that the compromise of public
key cipher occurs in near future. In addition, we report the obtained optimal combination of

measures after setting the parameters to the proposed method on cost and risk.

1. O0O0Oad

00000000000000000000000
00000000000000D000D0000000
0000000000000 D00000000000
00000000000 D0000000000D0O0D
00000000000 D000D00D000DO0n
0000000000000 00DODooooo™
000000000000000000000000
000000000000000000000000
0000000 0o00ooon

1000000
Tokyo Denki University
f2 0000000
AMANO
t3JSTOOO0ODOO0ODOOODOOODO
JST The Research Institute of Science and Technology
for Society Researcher

1105

goboboooooooooooooooooooo
oooobooooooooooooboooooooo
oooooboooooooooboooooooooo
ooooooooooooooobobobooboDo
oooobooooooobooooooooooooo
gooobooobooooooooboobooooooo
ooooog

goooooboobooboooboooboooOmo
O00000000000Y00000SHA-100O
goooooobooooooobooooooobobooooon
0000000000000000000000090
oboocooboooboobooobooooooooboooo
oooooboooooooooboooooooooo
goooobooooooobooooboooooooooo
oooooooo
gooodoooboooooooooooogoo
gooooDoOO0O00000000ooDb 2048000



1106 ooooooooo

0ORSAODODOOODOOOOODOODOSHA-2560
000000000000000000000000
00000000000 00000000000 8)
00MO000000000000oDoooooon
0000000000000 00000000000
000000000000 D00D0OOoOoooogYY®g
00000000000 D000D00DO0DOOn
000000000000000000000000
0000000000000000000000000
000000000000000000000000
000000000000000000000000
0000000000000 20000000000
oon
010000000000000000000000
O0DO0OMMAOOD 10000000000000
0000000000000 D0000D0O000
0200000000000000000000000
ooo
000005000000000000000000
000000000000000000000000
0o0ooo0oog
00000000000000000000000
0000000000D00000000000000
000000000000000000000000
0000000000000 D00000000000
0000000000000 D0000000D0O0D
oog
00000000000000000000000
000000000000000000000000
000000000000000000000000
000000000000000000000000
0000000001 00000000000000
0000000000000 00000000000
0000
00000000000 000000000000
00000000000 D000D00D000DO0n
00000000 o0o0o0D0000000000
000000000000000000000000
0o0o000ooooo
00000000000000000000000
000000000000000000000000
000000000000000000000000
0000000000000 D00000000000
00000000000 000D0000000000
00000000000 D0000000000000
00000000000 00000000000000

Mar. 2008

goooooooooooooooooooooooo
goboooooooooooboooocooooobooo
gooooboooooooooooooooobonoo
goboooooooooo10b0bObo0oOonooobo
gooooooooobooboooboboooooboooo
goboooooooooobooboboooooobooboboo
goooobooooo

2. 000000000000

gobooboooooooobooooooooooo
gobooooooooobooocboOoooooobooo
gbooooboooobooboobo1000

giioooboooooboooooo

goooooooooooooooooooboooo
gobooooooooboooooooobooobooOnoo
goooooooooo

g20000000000bO0O0boobo0ooon

gioooooooooooooooooooooo
gobooodooooooobooobooooooboooa
gbooooboooooboooooobooooooo

(1) REROWTE & Tt

\ 4

A4

» @AY VY=L D Y A7 534

y

(3) fgidif Ll e L CoEAqk

A\ 4

A\ 4

\ 4

(4) 737 A—=ZffiDWRTE

v

(5) Hcilif oD R A

v

6) R s3r

<‘.%&%M’.»

01 0D000O0oO0b0OOoO0obOOoOooOoOooOooo0on
Fig.1 Flow chart for procedure to obtain the optimized

measures.



Vol. 49 No. 3

g3gooboooboooobooo
gobooooooooooooobooooooo
goboooooooooooobooooooooo
go-100000o00O00000o0bOo0oOonoooon
goboooooooo
g40000000000
g3oooboooooooooooobobooooo
goboobobooooooooooooooboooooo
gobooobobooooooboooooo
gso00ooooa
goboboooooooobooobooooooooo
gooboooooooooooocooboooooro
goooobooooooooooooboooooooon
ooooooboooooooooooooo
ge0oOo0O0OO
gsooooobo0obo0ooooobooboooooboo
gooooooooooooooboooooooo
gooobooooooobooooobooboOooooo
goooboboooooooboboooooboooobo
gooobobooooooooooooooooooo
goboooooboooobobooooooooooon
gboooooooooooobolizenooOO
goooboooooooooooboooboooboooo

ooo0oooooooooooooooooooooo

3. DOOoooooboooo

3.1 0000000000
3.1.1 000000000000
gbooocoooboob 20000000000

2000000000000000000000 O

goooooooooooooboooooooboooo
gooooboooooooooooboooooooo
00000000 @O0000000000000
gooooboooooooooooobooboonoooo
gooobooboooooooboooboboooooobo
000000000000 @OOOOO0o0o
3.1.2 JO000O0O0OO0OOOOODOOODOOOOO
goooooooo
goboooooooooo
@U0DO0O000O00000 300000000000
goooboooooooboooobooooooooo
goooboooooooooboobooooooboooobo
gooooboooooobooooooooooooon
gooobooooooooboboooooboooo
gobooooooooooooobooooooobo
goooooooooooooboooooooboobo

oo0ooooooooooooooooooOooooOooooooooOobobooooo 1107

fafbiLieR k. BISEEY D
TOANERAXE

fERLRER % £tz
TOANERXE

\

=2 | =22
Spvle \ 4

v

02 000000O0DOO0DOOoOOooOOobooooo
Fig.2 Kind of measures when digital signature is

compromised.

Rt
I >> >> 1
« —b) #
|
P HAgnEn BB TRRILRR | TAIHRE |
! EYIOBE | o
! Tn | TRAILRE |
T

03 ODoooooooo

Fig.3 Discovery patterns against compromise.
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Fig.6 Example of event tree.
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Table 2 Optimization result of when diffusion rate has been changed.
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Table 3 Optimization result of when constrained condition value is changed.

sEs® B ERr—R r—2D =22
(-DEREBELXID (@]
1. SRR ERORER (1-2)CRYPTREC (2 &2 E#R(X12) O
(1-3)CRYPTREC (2 3 %R DHAL(X13) O
@ DEEFRELX2) O (@) O
(2-2)REERI= & BIREX22)
2 WS RRLMROEEEEE)
(2-34E AP & BIE(X23)
(2-OREEREEERMI & BIEEX24)
G-DiEEFBEL(2T) O O
(-DREERIC & BEEX22)
3. ISR NRO ERRIED)
(3-INREHBIIC & HIEE(X23) O
(-0 REEREAE LRI & BIEEX24)
@-DRBFRACBERIEAY S —1L(X31)
4 BRMEXBICBREERHD
(-2 T BN S —5BY(X32) O (@) O
(5-1R%EALXE1)
5. EFEOEE FEXHIHT HBENE G-2)XE~DEFH(X42)
(5-3)88 S E B & HBMBA(X43) O O O
r=2Lazpk 1,804,774,226 '] 22,888,560,376 '] 23,850,621,160 [
#EFIR 1,283,829,826 '] 22,759,116,376 23,741,177,160 1
ooo @ 0o0o00o0bOO00obOooboboooboooooo

000000000000040000002,000
0000000500000000 2000000000
000000000000000000000000
o0
ooo @

000000000000010000001,000
0000D0001000000000100000000
000000000000000000000000
000

000000000000000000000000
0000 0.0000100.0001 000000 (5-3) 000
000000000000000000000000
00000000 0.001000000000(5-3)0
000000000000 (1-2)0(3-3)0(4-2) 000
0000000000000000000000 0.3
000000000000(1-3)0(2-1)0(3-3)0(4-2)0
(5-3)00000000000000

00000000000000000000000
0000000000000000000000000
000000000000000000000000
00000000000000000000000

000000000000000000 o000
goboooooobooooooooooooooooo
O0OO0OCRYPTRECOOODOOOOOOOODOOODO
0000000 @OOOCRYPTRECODOOOOD
O0ooO0ooU0ooUooOoooOooooos-3)o
000000000000000000000 @O
00(3-1)00o0oo0oooooooooooo
00000 @OO0000000000000000
oooooooooooooobooooooooon
oobooooooo

0000000 @O0000000(1-1)0000
0000000o000oooooooo @oooo @
gbooobooooboobooobooboloobooboon
ooboooooobooo

goboboooooooooocoooboooboooo
goooboooooooobooboobooooooooo
goooooooooooooobooooooooo
ooooboooooooooooooboooboooooo
oooooooooooooobooooobobobbooo
gobooooboooooobbooooo

ddddddooooooooooooogoo



Vol. 49 No. 3

gooooboooooooooooboooooooo
goooooooooooooobooooooooo
goooboooooooooooboobooooooo
goooboooooooobobooobooooooo
gooobooooooooooobooobooooooo
OO0O0O0O0OCOOOCRYPTRECODOOOODOOOO
goobooooobooboooooobooooooo
goo

5. Jboooaobood

00000000000000000000000
000000000000000000000000
00000000000000D000D0000000
000000000000001000000000
0000000000000000000000000
000000000000 0000D000D00O0D
0000000 D0DoO0n
200000000000000000000000
000000000000000000000000
000000000000000000000000
000000000000000000000000
000000000000000000000000
00000000000 00000D000000000
(1) CRYPTRECOOODOOOOOOODOOD
oooo
(2) 0DOODODOOOOOOO0O0OOOOOO0OOOO0
00000000000 D0O0DOO0O0DOOn
ooooo
(3) 00D0O00OO0OO0ODODOOODOO00000000
000000000000000000000
000000000000
(4) 0D0OOO0OOOOOOOOOOOOOOOOO
oooooooooog
00000D000D000000000000000
00000000D00D0000000DO00O000D
00000000000 D000000000DO0D
ooDoooooo
000000000000000000000000
000000000000000000000000
000000000000000000000000
000000000000000000000000
O0DO0DOMRCOY DO0DOODOODOOO0OOO0OO0OO
0000000000000 0000000000
ooDoooooo
00 0000D0000O000D00O000D000
0000000000000000000000000

oo0ooooooooooooooooooOooooOooooooooOobobooooo 1117

gooooooooooooboobbooooooooo
goboooboooooooooboooooooboooo
goooooOooooooooboooooooooboo
goooooooooboooboooOooooDbonoo
oboog

g o o o

1) 0ooO0o0o0U00 OOooooooooood
goooobobbboooooobboooo
Jo0O0o0O0doO Computer Security Sympo-
sium2003 (CSS2003) (2003-5).

2) DODO00ooOooUoOooUOooOoOooUOooOooo
0000000O0o0ODoOoOOoa The 2004 Sym-
posium Cryptography and Information Security
(SCIS2004), pp.527-532 (2004-1).

3y boooOoOoU0UoOoUoUoUoUoOoOoOoOoOoOoOn
0000000000 (2002-3). http://www2.
ecom.jp/report/pdf/H13/h13_cert3.pdf

4) 0000000000 OO0OUODOUOOOOooOOo
goooooboooobooboobooobo
0000000000000 0OSITED (2004-1).

5 00000000000 00O00O0O0OOOO
pooooboobooobbooboobooo
00 Vol.22, No. OO O 1 (2003-6).
http://www.imes.boj.or.jp/japanese/kinyu/
2003 /yoyaku/kk22-b1-2. html

6) Wang, X., Yin, Y. and Yu, H.: Collision Search
Attacks on SHA1 (Feb. 13, 2005).
http://www.infosec.sdu.edu.cn/sha-1/
shanote.pdf

7) 00000000000 0000 Q&AO
http://www.ipa.go.jp/security/enc/ CRYPTREC/
fy13/cryptrec20010921 _koboqa.html

8) O0UUU0U0OLUUOOUOLLObOUOLODLOOO
000 (2005-4). http://www.ipa.go.jp/security/
fy16/reports/crypt_compromize/documents/
crypt_compromize.pdf

9) 0O00LOO0OOOOOOOoOooO oooo
Joobooooooooooooooooooo
0 Ohttp://www.imes.boj.or.jp/japanese/kinyu/
2005/kk24-b1-3.pdf

10) 0000000 o0ooUooUUOooooUOoOo
g0 le0b0obO0o0obOobDOoOoboobOobooO
http://www.stat.go.jp/data/sav/2004np/pdf/
gk21.pdf

11) 0000000000000 UOooooooo
gooooooboooooooboooooooo
00000000000 00000OVol.46, No.8,
pp.2120-2129 (2005).

12) 00000000000 0ooOoUoOoooOn
000000ooOooooo 1pPSAODOOOO
0 O Ohttp://www4.jnes.go.jp/katsudou/seika/
2003/04 kaibu-0052/04 kaibu_0052.htm



1118 ooooooooo

13) CRYPTRECO Cryptography Research and
Evaluation Committees[T]
http://www.cryptrec.jp

14) 00000000 0000 Oooooooo
0O0oo0obobOoooooooooogdp.e6, O
000 (2000).

(00190 6 0 11000)
(00190 120 4 000)

oo gooood

200/ 000000000000

. goooooocooocoooooo
b gooooooooooooooon

‘ h goooooooobooobz2oe07C0O
-~ gooooooooooooooo

gobooooboooooo

oo oo

2003000000000O0000
goooooboobooooz2eos000on
gooooooocoooooooo
gooooocooocooooooo
oooooooooooooooon

RS

gooooooooooooooobooonoooo
0000000000000 D00O000 SC27/WG2

gbobobo

Mar. 2008

gbooooboooooo

19710 30000000000
4000000000000000O0
gooooooooooooobooo
gobooooooboooboooooo
ooooobooooooozo0010
400000000000000020070 4000
gboboooboooooooooboooOod19es Od
goboooobooz2e020b000obooooooogo
200vr0o0000000O20070000C000O0CDODOO
gobooooooOoOooobOmoooooooooo
gobooomoboogooooooooooboo
goooooOooooobooooooobooOoooo
gobooooooooooooooobooooooDooboo
gooobooOooooooobooboooooooooboo
gooooobooooobooooobooobbooobooon




