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SFPSS-based Video Watermarking Scheme
for Real-time Detection on Camera Phones

TAKAO NAKAMURA, ! SusuMu Yamamoro, 2
Ryo KiTAHARA,™ ATsusar KATAYAMA, !
TAKAYUKI YASUNO, 3 Hipek1 KOIKE'!
and NOBORU SONEHARAT*

Digital watermarking technology can be applied to mobile phone; the appli-
cation system provides information related to pictures taken by camera phone.
Conventional video watermarking technique for mobile phones has a problem
of the dependency on video capture rate of each terminal. We propose a fast
and robust video watermarking scheme based on the SFPSS method. In our
scheme, the SFPSS method is improved to pixel-domain processing for high-
speed processing. We also introduce a quantitative evaluation method to de-
termine reliability of the detection results. Finally, we evaluate the scheme’s

implementation on a mobile phone, and we confirm that the scheme can solve
the dependency problem and also realize high robustness.
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Related service
DB

4. Use related service

-Program info.
-Online shopping

1. Capture video
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Fig.1 Mobile watermarking for video.
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Fig.2 Watermark embedding in the conventional scheme.

Difference image

]
JL
Screen region  Normalization > I I I

extraction
- | |

T1

l

Watermark
demodulation

t Captured frames

03 0O0ooooooooooobooo
Fig.3 Watermark detection in the conventional scheme.

gooobooooooooboocoooooboboooooobooooooooooobooboOobo
gboboobooodboooodooooboooobooooobobooboOobooobooOoDa
goooobooooooooboooooobooboOooooboOooooobooobooOobOoOoooooboo
gobooooboodo nnoooooboooooooooooobooooooooooo
oo 20

3.2 ODO0OoOOoOoooboooooooon

000oo0oo000o0o0ooooooooooooooo TvoooooOooOoooOooobooboDboo
g3boboooooooobooboooboobooboobobooobOoobbooDo
goooooboooooboooooboooooo

0000o0oo0o0g  Vol. 49 No. 6 1885-1895 (June 2008)

32,1 000D
0000000000000000000000000000000000000000
00000000000000000000000000000000000000000
00000000000 000000000000000000000000O0O0O0OO0
0D0000000000000000Y 0000000000000000000000
0000000000 0000000000000000000000000000000
0000000000000000000 30

3.2.2 0000000000O0O000O0
0000000000000000000000000000000000000000
0000000000000 30000000 MNOOOOOOOOOOOOOO0o0
0000000000000 MNOOOOOOODOOOD 100000000000000
zM™Wooooooo y™Wo00000000000000000 2™ 0000

sn=7"™.- 7™ (n=1...N) (2)

oobb0s, 0000000000000 C00O0O0DOOO0OO0OO0O0O0OOOO0OO0OO
oo0oo0ooo/OooooUoooOooooooooooooo

ooo 32100 32200000000000000000000000000

3.3 00000000
oooooz200000000000000O0O0O0OO0O0ODOOOOODOOOOOOOOO
coobooooooobooboooboOoooobooooobobooOobOOoOoboOoooboooDoooo
gooobooooooodboooooooboOoooobobOooooooOobOoOoooobooDn
gooobobooooboodooooooooooboboOoobooooooobOoooooon
gooobobooodoooooooooooooodooboooooooooooooon
goboooobooooo

gobooooooob 20bc000oooooobooboooooobooocooooooboon
goooboboooooooboooobobooooooboboOooooooDobooooooDoDn
00o00oU0o0oU0oooooooOoooUoOos/NOoOoUOoOooULOOooUoUOooUoo
gobooboooo3moooooooooooooooboooo nOOOoOOOOODOO
uobootouobnO0OO0OO0O0OOCOOO0OOOOOOOObOOOODOOO

oo O oooooboooooboooooobboobooooooooo 200
gooooooooooooooobooooooboooooooooooobooooooDoon

(© 2008 Information Processing Society of Japan



1888 SFPSSOO000OO0DO0DOOOOODOOODOOOOODOOOODDOOO

v : spatial (y-axis) frequency

-
T~

7 : fz; u: spatial (x-axis) frequency

W : temporal frequency \‘

04 SFPSSOO0DD0DOOODOOOOOODOODOO?Y

Fig.4 Single frequency plane spread spectrum 9,

gooooooocooooooooooobooooooobooon ooooobobDOboOo
gooooooooboooooobooooooiboooooobooooooobooooobono
gooooooooooooooooooooooooobooooooboooooDooboo
goboooooooobooooooobooooobobooooo

4. SFPSSOO0O00OOOOOOO

00 SFPSSOO0O00000OO0O00O00Y00000000O0SFPSSO0O0O0000
000000 = (&6 --€,)eCt000400000000000000000000
00000000000000 POOOOOOOOOOO f=(fife...fr)000000

g=Ff+¢ (3)
0000000000 At 000000000 DFTOOD0OU0OO0OODODDLOUOOUOODODD
gooooooooobooobooooobooooo A9:27rAt/T[ITDDDDDDD[IEI

00000000000000¢ =g/ 0000000000000
00000 ¢ 0 f00000Hermite 00000000

A=g €= (f -+ (4)
00000 LO00000000 f£-£00000 000
Ar g2 (5)

EIDI]DDDDDDDADDDD[IEIDI]DDDDDgDDDDDDDDDDDDDDDD

0000o0oo0o0g  Vol. 49 No. 6 1885-1895 (June 2008)

AN OOOODOO0OO0 At0D00000000000OosSFpPSSO00OO0OOOOOOOoOO
000000000000000000000000000ooooY ooooooooon
oboodoboooobooooboobooooboooooOoobobOoobooOoooboboOoobboOoooDo

oooooboooooooooobobOOoOoboOooooboboooOObOOb0OOO0OnO 200 DETO
cooobooooooooOobOOOoOoboOoooobooOoODOOOOO0O0 300 DFTODOOOOO
umoooooooodoooodooolobooooo100bo0oboo0ooboboOoooDo
gooobooooooooooooooooooobooboboboOooooooOooOooooooDooboo
U0D00D0D000 16000000000000 2% =65536000000000000
gobbootomoooooobooooboooooooooobooOobooOoOooooOooOoobooo
oobooobooooo

5. 0 000

ooooooO0O00o0oOoOoOoooooooooOOno SFPSSOOOOOOODOOOOOO
gobooooobooooobooooboooobbooooOooooooobooobooboooon

SFpSSOO0OCCOOO00000O0OOODOODOOOO0O0O0OO0OODOOOODOOOOO
oooo0oO0oO0ODOO0O0000000oooooooOoO SskpSSOOOOOODOOOOOO
gooooooooo 200 brFrTOOO00000O0DODOOOOOOOOOOODDO
gooooboooooooooooooobooooooboooooobooooDoo
gobooobooobooobooooobooooooo

5.1 000ooobobOobobobon

OU00k00000O0O0ODO0O0OOOO/O0O00O NOOOOOOOo 5:{—1,1}ND

DoooooNDDOOoooD €7 = (e .. . ¢M)ecMnnoooozoooo
DOO0ODDDDD00000000000ooon ¢ =™, ¢ oooo
() ()
M= €" (n=1...N) (6)

000000000 MNOOOOOOOODOOOOO0O00000000 T(sec.) 000
00000000 »Y 00000¢y’ 0000000 «0000000000

—=(n)

M = 5™ 4 T (n=1...N) @

00000000000000000000000 arg (000 o/¢|000 TODO
0000000000 200000000000000000¢000000000000

(© 2008 Information Processing Society of Japan



1889 SFPSSOO000OO0DO0ODOOOOOOODOOOOOODOOOODDOOO

Tempo-spatial
watermark pattern

05 O0O0ODOO0OODO SFPSSOOOOOOOODO
Fig.5 SFPSS watermark embedding using pixel domain.
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Fig.6 Bit value detection from complex correlation.
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Fig.7 False positive rate Py (upper) and message error rate P,, (lower) for detection reliability
index k.
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01 000ooOooOoooobooooo
Table 1 Specifications of mobile phone used in the experiments.

Processor
Platform
Camera

32bit RISC (ARMY9) 220 MHz
Symbian OS v8.0a Series 60 (C++)
1.23mega-pixels CMOS

176 x 144 pixels (4 : 2 : 0 format)

Video Capture
14.98 frames/sec.

Fig.8 Experimental set up (left) and screenshot of test program (right).
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Table 2 Detection results of the poposed scheme (14.98 FPS capturing).

MPEG-2 Video Success rate
Compression sequence 1sec. 2 sec. 3 sec.
Streetcar 100%  100%  100%

Uncompressed  Harbor Scene  100% 100% 100%

(120 Mbps) Whale Show 100% 100% 100%
Streetcar 100% 100% 100%

6 Mbps Harbor Scene 97% 100%  100%
Whale Show 93% 100% 100%

Streetcar 90% 100% 100%

3 Mbps Harbor Scene 43% 87% 100%

Whale Show 50% 93% 100%
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Table 3 Detection results of the conventional scheme (14.98 FPS capturing).

MPEG-2 Video Success rate
Compression sequence 1 sec. 2 sec. 3sec.
Streetcar 70% 96% 100%

Uncompressed  Harbor Scene 63% 93% 100%

(120 Mbps) Whale Show 60% 93% 100%
Streetcar 37% 70% 90%

6 Mbps Harbor Scene 30% 63% 7%
Whale Show 30% 50% 70%

Streetcar 20% 37% 53%

3 Mbps Harbor Scene 7% 20% 27%
Whale Show 7% 27% 30%

04 DO0O0ODOODOODOODOOOO499FPSOOO0OOOODO
Table 4 Detection results of the proposed scheme (4.99 FPS capturing).

MPEG-2 Video Success rate
Compression sequence 1sec. 2 sec. 3 sec.
Streetcar 100% 100% 100%

Uncompressed  Harbor Scene  100%  100%  100%

(120 Mbps) Whale Show 100% 100% 100%
Streetcar 100% 100% 100%

6 Mbps Harbor Scene 80% 100% 100%
‘Whale Show 70% 97% 100%

Streetcar 7% 97% 100%

3 Mbps Harbor Scene 10% 67% 93%

Whale Show 17% 73% 97%
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Table 5 Detection results of the conventional scheme (4.99 FPS capturing).

MPEG-2 Video Success rate
Compression sequence 1 sec. 2 sec. 3 sec.
Streetcar 7% 20% 37%
Uncompressed  Harbor Scene 7% 13% 20%
(120 Mbps) Whale Show 3% 17% 33%
Streetcar 3% 10% 20%
6 Mbps Harbor Scene 0% 7% 10%
Whale Show 0% 0% 3%
Streetcar 3% 3% 10%
3 Mbps Harbor Scene 0% 3% 3%
Whale Show 0% 3% 3%
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