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Abstract: Recently, with the widespread of the web, malware has been spreading via malicious websites.
In many cases, the malicious websites are constructed by compromised websites. A user, who accesses the
compromised website, is redirected to an attacker’s website and is forced to download malware. Additionally,
the attacker steals the user’s credentials such as FTP account information stored on the victim computer
infected by the malware. Furthermore, the attacker tries to compromise the user’s website as a website ad-
ministrator using the stolen FTP account information. To detect and prevent such an attack, it is necessary
to reveal its characteristics, especially the method to compromise websites. In this research, we proposed
an observation procedure to analyze the activity of account-stealer on our monitored website management
system using decoy FTP account information.
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Fig. 1 Typical attack model.
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Fig. 3 Malware dynamic analysis system.
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Table 2 Number and family name of information-leaking malware.

ESET-NOD32 Forefront Kaspersky

36, Win32/Kryptik 16, PWS:Win32/Fareit 7, Trojan-Fake AV

6, Win32/Spy/Zbot 11, TrojanDownloader/Waledac 7, Trojan.Win32.Jorik
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4, Trojan-Spy/Win32.Zbot
5, £ OO
10, RHAIRAE

x®1 WBEIV-T
Table 1 Adversary groups.
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Fig. 9 Observed malware distribution network.
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Table 3 Obtained malicious website information.
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K4 AHTT V7 ALOHE
Table 4 Comparison with public blacklist.
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