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We developed a software named wormhole device (WD) which supports re-
mote connection of DLNA equipment between two home networks. WD has
interoperability with existing DLNA products and household UPnP broadband
routers. It utilizes a SIP server to establish remote connection with assisting
NAT-Traversal for popular home network environments. It also supports access
control functions to share remote DLNA equipments and their contents based
on rules which are specified by users. We constructed experiments simulating
home networks that are connected to the internet through commercial network
providers and using different DLNA-enable device for each home. The exper-
iments examined both remote connection and contents sharing. We show the
results that WD realizes safe and easy remote contents sharing as well as access
control with acceptable latency.
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Fig.1 Architecture of wormhole device and its scenarios.
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Fig.2 Connection between two home networks.
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Fig.3 Transmission of DLNA device information.

<root xmlns="urn:wormhole-device:RootDeviceSummary-1-0">
<rootDeviceList>
<rootDevice>
<UDN>635526b4-ff94-4ceb-b855-06654098b0e6</UDN>
<friendlyName> Media Serverl </friendlyName>
<deviceType>urn:schemas-upnp-org:device:MediaServer:1
</rootDevice>
<rootDevice>
<UDN>635526b4-ff94-4ceb-b855-6846874657ef4</UDN>
<friendlyName> Media Server2 </friendlyName>
<deviceType>urn:schemas-upnp-org:device:MediaServer:1
</rootDevice>
</rootDeviceList>
</root>
0 4 RootDeviceSummary.xml 00

Fig.4 An example of RootDeviceSummary.xml.
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Fig.5 Outline of a UPnP Proxy operation.
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Fig.6 A diagram for contents buffering.
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Fig.7 An example of rule-based access control.
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<resources>
<rule user="">accept</rule>

<deviceType id=
"urn:schemas-upnp-org:device:MediaServer:1">
<rule user="">accept</rule>
<device id=
"uuid:000000000000-0000-0000-000000-000002">
<rule user="">deny</rule>
<rule user="user2@sipserver.uec.ac.jp">
accept</rule>
</device>
<container id ="0">
<rule user="">deny</rule>
<container id ="000003">
<rule user="">accept</rule>
</container>
</container>
</deviceType>

<deviceType id=
"urn:schemas-upnp-org:device:Printer:1">
<rule user="">deny</rule>
</deviceType>

</resources>

08 D0OO0O0O0OO0 XML OO
Fig.8 An XML example for access control.
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Fig.9 Identification and authentication of UPnP communication.
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Fig. 11 Contents list limitation by Deny-Based rules.
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Table 1 Execution environment and implementation of the WD program.

Item Environment

CPU | PentiumD 3 GHz
PC RAM 1GB

NIC 1000BaseT

CPU PowerPC 266 MHz
NAS | RAM 128 MB

NIC 1000BaseT

(O} FedraCore 6 Linux
Language C
Portable UPnP Library 1.4.6
Library The GNU oSIP Library 2.2.2

The eXtend oSIP Library 2.2.3
Approximately 12,100 lines

Source code
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Fig.12 Experimental home networks.

02 DMP-DMSOOOOOOOO
Table 2 Experimental environment for communication between DMP and DMS.

DMP | WD on PC

side goooo cooooo

Internet: KDDI O One

DMS WD on PC or NAS

side DiXiM2 Ver.2.4.10 on Windows PC
Internet: NTT BOOOO
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Fig. 13 Response time to get a directory of contents, when we execute WD on a PC for DMS side.
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Fig.14 Response time to get a directory of contents, when we execute WD on a NAS for DMS side.
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Table 3 Comparison of throughput with and without relay by WD (Kbps).

DMS side DMP side
FTTH1 FTTH2 ADSL CATV
direct transfer | 54,250.3 | 8,934.8 | 19,716.3
via WD 58,313.8 | 8,096.4 | 19,163.8
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Fig.15 Contents relay without relay buffer.
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Fig.16 Contents relay with buffering.
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