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Evaluation of sensor network simulation on shared key.

RYO KANEKO'™' KEIICHI IWAMURA?

Often contain privacy information of the information flowing through the sensor network. Therefore, it is necessary to encrypt
the data, it is important key sharing method therefor. Efficient key sharing scheme has been proposed by Ooami in SCIS2010.
However, as the number of nodes that participate in the network will be more, this approach must kick from the news to the
adjacent nodes at the time of the key elements of many key sharing. In this paper, we evaluate by simulation the impact of key
sharing time with the number of key elements in the process of Ooami. In particular, using a network simulator called QualNet,
carried out large-scale simulation of a sensor network security.
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Figure2 How to store the random key.
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Figure3  Evaluation of resistance to theft.
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Table 4 The time to complete the key sharing. [s]
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7 — 2 A R[Byte] (ZHHEDE[E])
) 32(8) 100(25) 1000(250)
L 50 0.1890 0.3158 15993
25( 100 0.1933 0.3089 2.4593
El 1000 0.2372 0.3585 2.4617
#5 KEENOHE 1 Wh]
Table 5  Comparison of the transmission power. [uWh]
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) 32(8) 100(25) 1000(250)
]L‘ 50 0.439 0.492 1.391
. 100 0.438 0.489 1.805
EI 1000 0.437 0.877 2.997
#6 ZEENOHE u Wh]
Table 6  Comparison of the received power. [pWh]
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, 32(8) 100(25) 1000(250)
]L 50 2.014 2.102 5.919
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ﬂél 1000 2.217 4.658 15.21
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