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Improvement and Evaluation of Mutable S-box

TAKEAKI NAKABAYASHIT RYO SAITO" TOMOYUKI NAGASE'

This report examines the security strength of a mutable S-box which is based on modified AES S-box. The structure of the
AES S-box has been expanded and modified to improving the complexity of the S-Box’s structure and to obtain appropriate
non-linearity results. The mutable S-box is evaluated looking for vulnerability to differential cryptanalysis and especially to the
linear cryptanalysis. The outcomes of the mutable S-box are also analyzed based on a statistical test for randomness to measure
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the unpredictability level of the output values.
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Figure 2 The structure of the proposed M_S-box
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Figure 5 The structure of the proposed S-box
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Figure 6 Generating of 8-bit sub-key from 128-bit round key
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Table 4 Comparison of the processing time of the S-box
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9 HROVDVWOBLLT T L— |
10 Maurer @ = =/ S— Y )L E
11 P~ u E—RE
12 v MMRFERRE
13 flix DT 2 MMRZERE
14 RINGE
15 BRIGAEMEEE R E

#3 L0, WEEHEIL AES O S-box £V B 2.5 FIKT
LTW5. LavL, fEk M S-box &HETHE, £ 105
REAVEEFEAS[H] B LCUv5 . AES S-box & b, ALEEIEES
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SEMRETIE, 0 & 1 OEESNE KR, BREEIC L
ST, p-value EWHIENRHE END. ZOfEE AW HE
FEE[11]% LR IR

(1) p-value 7% 0.01 LA B2/ DEIE (P)
(2) p-value D—#kME (U)

(1) 1%, SIS OEEE m & Uiz & &, p-value 2% 0.01 UL E
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2 _
2 T
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AES LR M_S-box IOV TITELEMEAFHER SN T
50T, AEIE AES-MS IZOWTEHMREEITS. AES
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Table 6 Tests of the random number from M_S-box

U P
1 o o
2 o o
3 o o
4 o o
5 o o
6 o o
7 o o
8 o o
9 o o
10 o o
11 o o
12 o o
13 o o
14 o o
15 o o

U: p-value O —#4EME P: p-value 78 0.01 LL_EI2 722 581G
or Bk x: REH

AJIE 128-bit IZET 0 OF —#, #E128-bit [T & A
WZARR L, 100 J7 bit & 1000 ADFEt 10 (& bit Z £ L7z,
FEREE6ITRT.
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