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The new LEACH protocol balancing low power consumption and
high security

SOMA SAITO™!  KEIICHI INAMURAT!

Sensor nodes costructing wireless sensor network have small electrical power and low resource so we need to use them
efficiently in terms of energy consumption. LEACH(Low Energy Adaptive Clustering Hierarchy), the protocol that changes
cluster head periodically leads to average each nodes' power consumption. At this time, some researchers have suggested security
systems of LEACH but they induce high energy consumption and have a possibility that some nodes don't connect with others in
the network. In this paper, we propose the new LEACH protocol that improves these problems using hierarchical-structured
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preshared key scheme. And we estimate its necessary energy and so on.
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Setup phase

1. H =G :idy, adv

2. A > H :ida, idy, join_req

3. H =G idp, (..., <id., t4>,...), sched
Stead-state phase

4. A — H wida, idy, da,

5. H — BS sidy, idgs, F(..., d4, ...)

R DRk
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AT 2 —)v
adv,
Jjoin_req, AyE—UBIHa— R
sched
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1 LEACH protocol
2.2 SLEACH
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setup phase IZf % . [ 4 12425 )73.0> LEACH protocol % /1%
9. EHE O LEACH & [RERIZEK /) — R T A Z~y NIT
RDEMEIDEHET D, JTAX~y RiZipoTe/—F
ZA Y= adv & EBICASD ) — K ID idy, / VA
nonce, MAC %%/ 9 5. SecLEACH &I/ D adv 21X
B ID IIEENTELT, HIZHIAA vy E—v Lo T
WS, FDOAvE—VEREE - NBRRETLHEITRE
~y R 1ID idy% —WHRAFT 5. — 7 EHFRIL MAC ORREE
ATV, BN FAZ~y ROY A NEAERT D, &7
TALNy RN A=V T o —RE vy A M5B L, K
HF 723 p TESLA 2 HWTCIEN 27 T A X~y ROY R |
ZiEE /) — Rz b, TOY A Mo CTEE / — Nk
EY7%, MOy TAZ~y RERIRTLH., 2L TI 7
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LELE A B9 5. Elgiiznilsib iz gLy v
7 B link_k, % FAVTMAC 24 LT T A X~y R~&E(F
TEHETDITAEALANL A=V 2FITS &
B &Nzl link k,, THE L, Hiceilikzinz
7= U 78 link k, 7EY . MAC OWGEZITH. £TD7
T AL AN ODWTEIDEI Y BT L MAC DRRFED K
TT25&, IDMA A7 P a—VEEY 7T AZ X RNTT
oa—R¥ ¥ X T 5.

% L T steady-state phase {2722 L@/ — RIZBUHIT —
H DEEEEBT D, ZOMT—X X link k, THEL L,
MAC b Z D% > TAEKT S, 7ed, 4 LEACH T
steady-state phase Z AV KL TEHT 2 Z & 2 8E
LTEY MAC DANEIC, BAEOM YK LERR | 721 2
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L TG LieT — % Z[EH TR Bk, R~ im%3 5.

D7 = A A& 2D L steady-state phase F721E setup
phase (2477 5%.

Setup phase

1.1 H=G :idy,nonce, MACky(idy|culadv), adv
A; :store(idy)
BS 1 if MACky(idplcpladv) is valid,
add(idy, V)
1.2 BS = G ¥, MACK™ (V)
1.3 BS = G &
A; A (AR = K ) and (idy € V)

H is authentic.

idA;, idy, rand, join_req,

2. A= H ) .
MAClink_k,(idA|idy|rand|nonce)
3. H =G ddy, (..., <idg, t4>,...), sched
Stead-state phase
4. A — H :id i, idp, dg, MAClink_k,(idAjlidyldA;\nonce + [)
5. H — BS idy, idgs, F(..., dai, ...), MACky(F(..., dA;, ...)|cn)
e O
ky X OEAH
nonce : J VA

oy 0 FEMURE - RXEETLIHTH

MAC,(msg) #tk &> THER L 72 MAC
store(idy) BAAT D BAED T2 id,, % 5ok
add(idy, V) VIC id, %580
Koo JERDNy vl
0 - —mEREEK
Voo EYRid,V AR
. n7 vy FEDY 7 gE(FEE ke 5 O ELIL
link_k, )
TEBUED 1= OEIL % link k, THESAL LT= b
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