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A Safe Sandbox Analysis Method for Malware that Attempt
Man-in-the-Browser Attacks

TATSUYA SEGAWA™  MASAKI KAMIZONO™ ™ YUJI HOSHIZAWA ™
KATSUNARI YOSHIOKA™  TSUTOMU MATSUMOTO'!

There has been reported a class of malware that conduct Man-in-the-Browser (MITB) attacks, in which
transactions between online banking system and an infected client host are manipulated. When conducting
dynamic analysis of such malware, it is necessary to connect the malware sandbox with the online banking
systems, which may cause a problem to the systems. In this paper, we propose a new method of malware sandbox
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analysis with dummy servers which imitate the online banking systems.
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655 if (s_code) document write(s_code),
656 //-->
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659

660

661

662

663

664 </CENTER>
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671 <(1-- MYFAGES JAVASCRIPT -->
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673 </BODY>
674 </HTML>
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647 </HTML>
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1T801% 675 4T, MITB K% O html Y — A 2K 965 47T
HoT-.

43 ER

ASEOEBRTIIEHT 577 7% & LT Google Chrome,
FireFox, Internet Explorer ™ 3 FEJE % 7223, 1D IFHUH
MITB K #212 L % html Y — ZA~DR S DS HEFR TE 720X
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Internet Explorer & [Nz & & DA TH o772, 7272 L MITB

BERFEH Lotz 2 5D 7 T wHiE, N—Ta 0k

WIZE > THBORDAI RN ER DL EZ DN D.

F£7- MITB B2 & % htm]l Y — 2D & AT EFEO 3 4

TiThhTWwizn,a A VRE VTEEOT 7 a e

BEEEROA 7 U7 NBME Wo ZEEN R E S AT

TiEe <, BEEICET 22— ~0EEBE O R % 4l

B3 2 &\ o 7z MITB BURIZEHIIBR O 2 W IC ik &
ADFTOI TS Z L B LTz,

5. tRAEEER 2

5.1 RERFE

MRAEER 1 OFEFEN S, FEBRTHWIZREICH L T4t
FEBS A D Z I —H— "% AT ID %EHA MITB %5 % 15
B TEHZ LNMRTE. T THIEER 2 TIXZ oM
R EFIREEE A AN B R A BT 20 ERET 5. L
TICEBR k& RT.

1. EWNOF T A RS 29 1TICOWT, MREEFESR 1
L RBICA SRR I W T ENEN Y — NGEHE A
HITT 5

2. HFI—V—NICE&mEEOn 7 A o X— FLEHE,
P GERAE A AT 5

3. #Z2KO0OSWTMITB vV =7 27T 5 (il
MREEFERR 1 THEALZ b O & R

4. TI7UFICKEEMEROr 7 A ~X—Y URL % A7
TH5ZETHTANOS AL ARAR OS EOXI—4

—RNET I RAELTD

5. 77UV kicERRENEZR S A =V D html Y —
2% GT 2

6. JLOhtml Y — R LT 2 Z L TMITBEEIZL D%
SOFEEMHET D

7. BXBE 2.~6. % KRB OV TIT O

BB 3BV, AEIHWD T 7T Internet
Explorer ver§ & L7z. FA@REMAOR 7 X—=U K
OVURLIFFEARAIICIZ 201344 ASHEEDO L D% AV -,

52 RB#HER-E®

FEBRIZHAWZ 29170 1 7' A = O T MITB B (1
IR EANBHLNEZOE 29T THY, TDHH 14T
BEEER 1 T T =TI L DU S AP T & 12 etk
BMATHD. IABNTONEZL D 1 iTOLREER % 46l
B LT5.

FP e A I2oVWTIE, 2013 4E 4 H 5 HEI/ED URL
TT 7 A LTHA1E MITB BUE A EE ST, BREEHEER
1 THW/ZIHURL T 72 A LIEBAICOLMRGEER 1 &
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MLk EAMToN. [HURL TV 7 A LEHEITa
TUYBRHLWBATHLWEAMTDNIZZD, Z Ok
XA AR A DV A =D URL & SR D
FAEHRE LTRIHLTWD EE BN D.

SRR B ~0O MITB WRICB L Clidn 74 AR ¥ Ui

BORELE Y —ARKB~DAZ YT NOBMB TN,

LITICmERE B ~D A7 V) 7 MBMOKRF 2R~ 7.

164 | <div cl
165
166
167 </div.
168 | </div>

169
170
171
172
173 ¢
174
175 !

T (C)

X 12 e AHIO html Y — A

164
165
166
167
168
169
170
171
172
173

174
175
176
177
178
179
180

Hiragino Kaku Gothic Fro", “"qMmpS Fro W3", "lr oSVDN":

B 13 MITB MBI L 2 S A% D html Y — A

12,13 ZHled 5 &, WMAFER | TR TE -k
BMA~DRA7 Y 7 MEALFERROKIAEZ L TWNDL I ERN
DD BEROITETRS L WS ARIO html Y — A% 176
17, MITB BB 1% 520 1T HM L Tz

PUkXv, ZoMITB v L7 =7 HiikidD7n< &b EN
D2ODEFEE O 7 L _R—=DIZH LT, ul AR
VEEARAZ VT FOFEA L W o7 MITB 85179 &
WO DR TE .

6. BIEWE

AWFGHLL OWFGELE LT, T4 Y OIERY—E R
FEAT LI Y =7 OBMEET FIESBEICHRIC[11] T
RENTWD. Z O TIIMITREINICAED A T A
VY —EREEET AL IV NEREL, AT T
MAZFITLEBYERA MO OEL TS o= A~D
WEEF I —P— "~ Lk LB 21T > T 5. %
DI =Y —=RE~ vy = TRENLDIEEE T — 4
R ZEHELTRBY, vV Uo7 hbOERBPEMD L
D THIUIKRHE LIS 2 IR URMOER CTHIVXEY —
ERICEE L TES—EANLDRE R T 52 LT
T =T PO DOBERICHT DA EFET L. ZOFER
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HWER 2 N~ )L = 7708 BRI L & 8 5 KB O
Frasdgel LTEY, ST AT L~ 0r 74 0%
SR ORERIC— R T T I oF~DT 723 i
st UTHAET 5 MITB KB OfifHT 2 %t 5 & 95 U TR
TR HS>TN S,

7. BHYIC

FrIA VAR AT AL a—F LDy g v
DOFNCRIERBAEZ A E HEAE RO 2 WG| A
KOKS A% 5D MITB KRIZBE LT, SRR Y 2T A
ERELTCH I — DY — NG BRENITHEE L MITB W8 41T
IVNT 2T N AT DM EE 5252 LR EE
WCENNRNT 21T 9 VAT A EREL, REEFERE LT ID
BEI D MITB BB IZDOWT, FFESM T T2 OB
ETDHZLum X I—P— N REREL AW THERE L7z,
SBFI—FOT I arERFESE, LY LE7 MITB
Y T RN D 2 & TIRETIRORSEE R L.

B APRO—ITIE, BEAERERE BRI B
ZEBRAEZRE  E B IC X D VA S =B O T OFF
ZEBRYE A N RIER L < LT = T ERDIEE ST
i, FELLHE I BT BB RIS L 0 ATz,

BEXH

) BYMYVa—valXERexaVT7 470
http://securityblog.jp/words/790.html

2) ITmedia => ¥ —7F A X
http://www.itmedia.co.jp/enterprise/articles/0909/29/news049.html

3) Symantec Connect
http://www.symantec.com/connect/ja/blogs/zeus

4) TrendLabs SECURITY BLOG,
http://blog.trendmicro.co.jp/archives/6702

5) gk HEE, Hil R EE O, A v F =Ry b F
> ZIZ%F9 A Man-in-the-Browser WEE~DOXfK [HGIFRFE) D%
BHERHE” W5 L #REX =Y 7 4 R YT A 2013,2013.

6) Simple Repeater stone

http://www.gcd.org/sengoku/stone/ Welcome.ja.html

7) OpenSSL

http://www.openssl.org/

8)  SeleniumHQ Browser Automation

http://docs.seleniumhgq.org/

9) Apache

http://httpd.apache.org/

10) SCRAPBOOK :: Firefox Extension
http://amb.vis.ne.jp/mozilla/scrapbook/?lang=ja

1) Ak e, &k sk, Ak @, A 74 oY — e X &
TN =TT DRI FEORE © ETHREEER
BHFFFEH S ICSS, EWIBES AT L% =2 U 7 1,2010.
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& A1 ERICAWE< LT = 7 HRikiEH

Ny v o2 fd
(SHA256)

0f011ce5e582cdaa620f2da93cb52bec19a30fef8642daab
1b81e0955cefddda

Ny v afi(SHAL)

967d5689ba091eed2933eb9406ddb5107957f5¢8

Ny ¥ 2 fl(MDS)

€3797¢a82090ed385d3ec8fc73cdac96

Ty ANY AR 385.0 KB
Ty ANIAT Win32 EXE
UL 2012/10/30
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