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Towards debugging framework for exhaustive testing of distributed

systems

Hitosar MITAKE!'® KAZUTAKA MORITA!P)

Abstract: Although distributed systems are becoming more important technologies because of the today’s
trend of cloud computing, effective testing and debugging targeting on them are still difficult. The main
reason is a difficulty of controlling processes spread on multiple computers to make their execution determin-
istic. This leads to a lack of a method for checking that distributed systems implementations satisfy their
specifications which implementers intended. This research is focusing on solving this problem. We propose a
mechanism for monitoring global state transitions of distributed processes executed by multiple computers.
With this mechanism, we are planning to establish an implementation level model checker which monitors
actual global state of distributed systems.

Keywords: Distributed systems, Framework for debugging support

He B2
1. 8=

WAL R EIRE R A IR L SRy N —2 D
BEAALIc L D, 79U Farva—T 47 0EZFIT
KOS Y—e AR ERLL, ZIFANDLND LT
7o, FORER, FNHLOH—C RO L R LS AT

T RS
IPSJ, Chiyoda, Tokyo 101-0062, Japan
OBE, NTT Y7 hv=7 A/ RX—varkr¥
Presently with NTT Software Innovation Center
) mitake.hitoshi@lab.ntt.co.jp
b)  morita.kazutaka@lab.ntt.co.jp

© 2013 Information Processing Society of Japan

LOEERINIETETEEEAHE L TND. £o0nolk
FRICBE D ST, D AT LADT A RRTF ANy JE, B
— VAT ADOTNE B LTRIAE LTES TIERY. F
FELT, BLHAAENTWE T 27— AR, Dk
BTHDLNEMY AT LD LY KB EE LR Z
L, 2=V —BRELZRNLND &V FEEITHREEICHE
20 [3], [4].

By AT LAEHIB L THBY AT ADOT Ny ZRHE
REECTHDIHEBE LT, D AT AL IIEEOFHFET
SEBLTIEITEND BB RATHERIND &V ) PEE -
HEOEITIZZ OIFREMEEZEATND L) HONREE



BFRLEZHRIRE
IPSJ SIG Technical Report

FTond. EOD, NTEFBIELZHO TR NRK
< o TLED.

ek, ETNRED L 5 BRI TIER, 20X 5 IRk
ERREIT 2 S AT AORKGECFIA S T& 7z, Lx
LEFARELFIH LT Fe—F1F, Y—Za— L
NOFEEL FNETT L LTZBRERICE 2 572
TV E ORNCTEEEN D Z & MR 2 & 2SR
ThaHD, El7m ha)b~LoT Ay ZICHfF SR
LHZENRZV. BIEMATRHHINDG WML AT LD Y —
A a— FIZERMICEETDHY, TOET L E TR THER
T2 81, TETMETHRBTHDLEELZRMLTWVD
TarI=llto ThbmD THEERIEETHD. £, V
T U= TIEREBI NS T 7 AD T EEETHE
BEND2bDOTHDHID, BEOEHHIEGLETET VE
FHT DT FEICBEN TR,

AR TIX, DB AT LAOREEFGIIREETTH 2
EERBEIE LT, FEELVETIVREICHFE I DB
ERETDH. BEL-VLETIURAE LIL, EBRICFEITESN
TWAH7Fav Z20W{EE FL—A LTENSDIRTEABEER
L, FEREPEZ G5 2 & CHRBHZMRAEZ TTREICT 5
Hiichsd., 20, EROBHEMLET VIR L
LT, BTNV EEREOMICTRBEORKA LT T LD HiEE
RS2 Z LK D LSRR AR, AN RET
LHAE, EROFEHE L ~NVETABRAE LKL T, Ve
7T < PIRE LI % IR A B 2Rk 3 A T4 &
iz 5.

2. BEHEME

2.1 B—IRTLEWRRE LI

AT NZRST, BT AT AOT Ny I HIKER
ELTHEGTIEARW., & 2T 2 BEEAFIRIE, BH—2 A
T LE KGR LIZRRED AR ORI TH 5.

Klein 1%, FEEFEHEZRZFIH LT 0S ORIk
FEAITo 72 [16]. Lo URRGEE S iz OS I3HERERIIC IR 1S
2L OHIREFST-bOTH Y, EHFFAZEEEFIHL
TBENRY 7 T =T ORGEIRTEWNETH 5 2 & 2R
LT3,

B AT LAOWNVF ALy ROT 0l T ML, iy
AT AL UL EREEEFFSTZOT Ny VBINEETH
5. FDEIRZNTF ALY ROT 0TI hOT Ny T %
YT A0, WEH~LTF AL v F 1 v 7 OO
Zeb A TEY, Kendo & Aikido 23Z DIFEH & L T2
Fong 23], [24]. ZNSOHENE, vATFALYy RO
17T MIRERRETEZREIL, 7/35y 7 O E &
HZEINAREETHDL EEZ LN TVNA.

H—y 27 AR E LT RE 21T 5 Hilfof
LT, FiSC AT bN5 [19. oL, 7741
VAT ADEEEFELE L TETAREEZITY 2 L A AR

© 2013 Information Processing Society of Japan

Vol.2013-ARC-205 No.11

Vol.2013-0S-125 No.11

2013/4/26

IZT5HDTHD. extd, JFS, ReiserFS &V o 72k < F|

AENTWET 7 ALY ATLAERAEL, A T34 ON
TEBE L &V ) E e Fo.

2.2 DA TLERRE LI
2.2.1 ERIZERASNTWESRATLETARNT S8
DA

TETEHERICY— 2 Z2RMUT 22DICT T rA SN
TWVWBHBY AT LET A MNT L0 OEM BB IR
TW5%. Netflix #Li%, Amazon Web Service @ IaaS T&
HEC2 ETEITENTWDL VM 2T U X LK T SIS
ZET, HASNTWAY AT AOMEL IR, &
ET 272 OEAii & LT Chaos Monkey % B L7= [11].
Gunawi 51, EBEOV—E 2D 7=DIEH SN TV HERE
TO, WO T =NV AP T T alE{TH72DD
TL—ALU—7 BRELTND 4. ZOT7L—LT—7
I, Chaos Monkey & (33EVY, VM O TIZIR G720 R
ND—=IRT 4 AT DT —5F/BTAHZENAREET
L. IO OEMIELE L ~LETRAE L ILEY, M
M7 7 A M &AT 5 T EITHRZR WA, /N RE A N 2
BICFAE ST D 2 & TREMREARREL RIS E Vo 3
REB/BONDEZZLNTND.

Liu 1%, 77 0A SN0 AT 5O KRB 7R
OLRICEREINT, 22—V —NEXRFEEFTMET 5729
DEMZRELTND 9], Z 0oL, EiThon#s =
T AN —FOER LI Z 72 LTV ST A
THZENABEICL, B AT ADT Ny T BT 5.
2.2.2 ETIREEM

ETVREREFA LEERIED 7 7' e —F T,
WHNCEET 2 EH DTt 2524 —r~ b & LTE
TUEL, TNOLOEBOA— < b LTUVRAT LS
FKERITD. TO4— b~ b rOFREIZOWT2—H
DEZTMEBA D SLOMNE D I EFRDH T & T, M
BREEEET S, ZOFKEITey Y A——72ED
N R 2 T EET D CIIERABEA TS A [17),
V7 v =TS EEEE < . Bl E LT
i, BRI ET VREOTIEL, RO EHGEN g
X7 7e—FLRUL, ER LT ABNFEEOEE
EFELIRMLTWD Z EE2RTIZODFEEEZRNTND
EWVWIILONRETFEND. FDED, BENSEEO Y 7
MO =TT S EIXREICNEETH D, EED VA
TLADY—Aa— KPLETAEHMBTAEMbIEE SN
TWHH (18], IKKHA SN DITITE S TV,

ZOl, MENROT 07T AEERICEBESE, £
DIRBEIER 2B 5 2 & T, MRNRE LS BT A H
MHI|EINTND. TNHITEEL~ILET VR L
s, Eiko FiSC 2 D—2>THh 2 [19]. FiSC 23
H—Y AT LATHDLT 7 ANV AT LERNRE L TNDHD



FERVEBEZSHERSE
IPSJ SIG Technical Report

BREFNE IO R
RAE: s
!

BEDA N FEBH
DynamoRI0O ¥ 547 Mk B
Qiﬁiu

RENR IO R2
IRAE: s2
1
_ A _______ y
RERNZ IO RN
REE: SN
REZEIOLRIZLS

HEITOEFA

]

WKL, DT AT bExtg s LizFE L~ e T VA
OflE LTiE, MODIST &9 #4035 Hivs (1], [10].
Ziuu¥, Windows ECTEIET %7 22D Win32 API @
FEOMH L2220 & L COIRIEER 2 L, MRt s
284 %. MODIST 17 v & 2 Dk fe & ST S L
TNETIREER AR T 5700, 7 /L& EEOTHE
EWIOREEMILTWS. $£7, FEHD Yang HIX, &
B AT LORELT A NBRHELWERTE LTHA LT U
N OMBEEICHFICER L, RO EEMICT A MY
DD BHIETOFEEZBREL TS, ZOFEIE
gettimeofday () 72 & DWFZ 2 BA59 % B OO L 71
DWTORBRANZFIH LI FIETH D720, MfEE S VD
BLEDBITRE SNTR LOFF R0, A4 L7 7 b
QVERER S5 DOFRER 2 B BEICAT O T L R ATREIC LT,
MODIST [ZAMIE L bW T 7o —F A LT
%. L2, MODIST i Win32 API OFFONM L D24k
REEBOHAM L LT D720, EEOT a2 NEOIREE
EEGLR T D 2 ERHRT, Yy hT—2 D 1/0 OERE
MENLHESNDILERSH L. TR LT, AHFZED
BAT 2 TR, ATY EOREER B R E RAE SR
THZEEREE LTS, ZOFEICLY, mEsdgs
BV AT LAOEELR LTSIl oL, &
D AR CIRRE AR5 Z E RN ATREIC 2 5.

3. REFE

3.1 LRTLERE

AR TIRET DV AT LI, BRARET ALY —A
= FTERL, EBIC 0S ETEfET 57t XA 2 ik
HEETDH. RYAT AZ, BEROT 02 OREES
ZHST 572 ®1Z, pointer barrierization [15] [ZFAELIF %

B 1 v AT LG

© 2013 Information Processing Society of Japan

Vol.2013-ARC-205 No.11
Vol.2013-0S-125 No.11
2013/4/26

REMEOTOY S LA aA—YoEidli->F UL

FeAriAd

7 RLREDURILDORIEER AVRAIEHRST A

2 VF VA AL T EREREMGOFIN G

Heftr &, BB ER Y — /L@ DynamoRIO [5], [6]*F %7
T5.

K1, YAT7LEEERT. A€ EORBOELHO
MHIC KB 72 # 2 DynamoRIO 7 74 7> FANEERL,
MEIR R CEHT S, AT OREOFHH KL,
BROFETHRE L, FL &) &R =& X 2@Emd
%. DynamoRIO 7 7 A 7 > MZ, @ L7cHHIIHKT 5
AR D OREFEZMHFD, BEONEIZH W TR 4 i
195, MG RE, EoRTEREOER L,
I—FNBEI BNV T VA %I, SRV AT AR
DEITEERT 5.

e DTV FIE, BxoNDHREBERLTOMAED
HOFO 1 S>OEHFEZRIT L. 2—FIIRASRIZL
WIRTEBB AR DU A& LTERR L, ThENEm
EEIG 2 TEBICT X M &21TH 2 & C, IREBZEM AR
BWREITH.

3.2 VFUADHRERE

X212, ¥FVAOREFEOMEL Y. LERE
R, REMEOT 0 ST 2D S a— " VEHROT KL
AL, ZORL VRN DOEREF o721 F Y 7 7
ANVERERT D 2 ZHIRFEITATHET 7 A VCHBET 5
DWARF Off#iz cicithbng. ©£Y, Blxtfeins

*1 DynamoRIO &%, ot AD@EEL ETHHIAT 572007
L—LU—7 Th5b. BT AT 5a—/LONOH LORTEIC
AN Z T2 Y, FATHREO 20— REZ X 21T D HREZ 125 5.
Z Ly OB, KT, Y7 FLOREREE 7y 7 $52 L
LA THD. AE I AT OMEY —/LTh % Dr.Memory [7]
DAL LTHHENTWS. DynamoRIO #FIf L7z, =—
POERK LB H 7' 2 7' F 5%, DynamoRIO 7 A 7 k
LI5S,

2 HEME C TRk ENET e ST A1, void BIA A &, HH
i, HEERORBRORES 0 Oy, BIl7 ot A Mo
E— L7z CHHBEREMRT L e LVWT — 25 4< &
o, ZRHIZOWTIE, TOT — & ORI LB R DO HS
BoONDILEILDR, BENLT 7 EAEINDIEDET D



BFRLEZHRIRE
IPSJ SIG Technical Report

7'r 77 L%, DWARF [E#EZFF2 L5 BV RENL D43
Bdb.

2—PE, RoSECTERENEY UL EAEL
FVF TN, TTHRAF U T 7 A VWS D MR
»Hb.

LED2OoONAF VT A NE, BEET 7R LERE
125252 LT, ST vt AL —FRIEE LI kE
B ERENROSE AT MM 5.

4. EE

4.1 A EY LORKREORE
KU AT LTI, BEXNZOT v ADAEY EOIRE

DOHUE AT 9 72912, pointer barrierization [15] (ZFE{LLT

5 FiEERAT 5. mprotect(2) #FIH LT, REE TS

TOLERDH D AT OEZALHEREHIRT 5. R,

REBOEEEIT 9 AE Y ~DOEFEZAHLNIE LIS, OS

128V SIGSEGV 2 #fT&N 5. SIGSEGV N> RZ O

T, UTFDO LS %475 .

(1)if REZWETL24LDAEY T FLATE RN
then

(2) MREXRNROT B AT, #&T.

(3) endif

(4) BBESNT=T T TN T ZDT RLRITH AT
BT a—R

(5) 72— RENziEWz s, FBEXIAENTMEE A B
Boa G

(6) ZNOLOFEREMRER 702K L TEEL, BE
RO, RIS CTAEETT ).

(7)) 7 FINEFHLTETOAL Yy ROFETEEILL,
mprotect(2) THYT D57 RLRAEZFLN—YDEX
AT Fe —WERICEF A, HEIABEITH .

(8) IBMEINT=T B VI hI U U DR, Ta—REh
Tom B ORI T NAET 5.

4.2 AEYEDKEBEMBT HL-HICBRELGMOIRY
kDB

BEm7at AL, Lo X 57 AT ) OREOEHO

WHZSZITWDICHIZY, REMNEO T 0 A HIZELTO

L REREBEG L TBMLERDHD. ZNHDA X b

%, DynamoRIO 7 74 7 > F BB L, EOHEHRAELR

T RHEETD.

o TubAYMLIFOT —L 7 a & BSSkZ Ve
NERZIE L9

o ALy ROMEREMKT

e malloc(), free() FDIEHEC T4 7T VIZLDAEY
Dl & Bk

© 2013 Information Processing Society of Japan

Vol.2013-ARC-205 No.11
Vo0l.2013-0S-125 No.11
2013/4/26
4.3 FUAREEEE
=PI FORRRERE 3 Ty T U ARk T 5. F
ROEBICEY, EANRTmE2ADAE ) EOREL,
WA p e T — 2 KRBT D Z L AREIC R D,
(A1) —
(AT w7 )+
(AT 7)) —
‘O ‘step’ ( ARIDIREE ) (T 7 v a v )*¥ ¢y
( BB DIREE ) —
(7 aeADIRKE)
‘¢ ‘and’ ( HRYDIRAE ) ( HRYDIRKE ) ©)°
‘O for’ ( ERJDIRRE ) ( HRYDIREE ) ¢)°
c(3 ‘not’ < EE@@%};‘E> c)a
(7avADRE) —
‘C ‘proc’ ( FrE R ID) ( AL v ROIRKE )+ ¢)°
(7utXID) —
(B
(AL y ROIkEE) —
‘(’ ‘thread’ ( A L v R ID) ( ZHOIRKRE) <)
(AL v NID) —
()
(ZEBDIRE ) —
‘0 ‘and’ (ZEORKEE ) (EEOIKEE ) )
O for? (EBOIRER ) ( AFOIREE ) ¢)
‘O leq’ (EBDIREE ) (LBORKE) ¢)
c(a ‘not’ <Z§§&@%ﬁ?> c)a
{( tadd? (H) (JF ) 9
‘(° ‘deref’ ( BHDIRRE) <)’

9

(JiF)
(JF+) —

(VT Tv)

(84 )

(77varv)—
c(’<:7:/r;<73;§._> c)a
C(Fy RT=rIT— )
‘(’<7GH'EX@%}4§T> ‘)’

4.4 BEBRTIOELROHE
BER 7 2B AT TO LS N —T 52 FITT DA X
NEREN 7 0 5 A TH D,

B ZORSTICE T B T ut X ID” LIk, MRS E Y IR R
SBOTav ZATTHND ID ThDH. BIR, K27 LTI
B G & 95 7 r e AL, REROBBRHI /T XA —F
LLTHZDEWDI H#ERA LTS, FATRICEIICIREY
DIRBUCHLE B Z LidHskAw., —F, AL » RID X OS A
BRI —F VALY RO ID ThbH.



BFRLEZHRIRE
IPSJ SIG Technical Report

® 2 NI yTETOGAEDORMAIT A DR

TR L R Y

BRI 3.925 F | 104.946

= — LT OTH EEH 1.027 # 2.936 B
T — VSR T O EIRER] | 2.912 F 20.889 7

(1) Z% i 20Xk ETD. BESNTHORENGD
7'a g AN D £ TR,

(2) RERMROT o 205 A X2 hORZERFO.
(3) {5 LIzA > MIE U TRIFL TH D IRIER F .
(4) if BHIX 1 FHOBHMORIEIZ~ »F T 5 then
(5) BRIOEMEZET. 1< 1i+1
(6) endif

(7)if i HFHDOAT v FIIAF/E L2\ then #£7T.
(8) goto (2)

5. REDaAE—IZ&KEA—/\—~y FOFEE

5.1 FHEOME

BIRF R CIEIAR Y AT AFEEON T ZE Y BRIZIEE-
TRV, "N Ty LEmBDTmIal—ya kY
TR T TITI) ZEDF— "=~y F L, AE U DIRKE
ZRAOTav AT Ry Y=V REATat—35220
A==y R&, v 7 axXrF<w—7 OFERENGRT.
ZORUF = TlE, MEXNROTvEA 1 DLk
WTaER 1%, HlxOFEH ETIEITL, RExigT
2 A CHERE L2 A RT B EIFATL, DA MR
a7 B ERIRXy N —7RETEMT S, FEH LG
FRgD 7 vt > P13 Intel Core2 Quad Q6600 (BIERENEL
2.4 GHz), WHAEY) OFREIZ2GB TH 5. FHHRMMO
F v b —21%1 Gbps DA —H%3 v FTHERINTNS.
FEMIXLL T O 3 D ORRETIT 9 .

o NI vyTHL Ry NU—IREATOREDEXELITD

AR
o FNTVAITHIN, Fv bU—IREATOIREDERE
T2,

o NI vTHL Ry NI RHTOREOIRESIT .
1 BREOBRETIHE, A MTaa%E 10ERITY. 2FH,
3FEHORETIE, A M7MadIX 100 FEITS. 1 FHIX
F—N—~y FRELS, 1EIORX T aHaa0a A k& flE
T BT 100 HEIO R KT 54T 5 720 Tl +43 72 e A3
BB L7202, 10{EROA T Z1TIMERDH 5.

5.2 FHMEHER

F 1L, A FTHES1LEOI R MNIND, WER R
Boa A FaERLTWA. £, £201%, F7 vy 7 %97-
7B ED200ORyFw—7 BT, N Fv—JILE
U7 EE 7 0 5 B, o— 2R THE SR &
T —FIVIEH THE SRR OARNREZ R LTS,

© 2013 Information Processing Society of Japan

Vol.2013-ARC-205 No.11

Vol.2013-08-125 No.11

2013/4/26

BO7RBER 2 B 2 — 22/ & o — RV ZE OB OV 2 &

BIWZHFRENE, Xy FU =27 O AN HIE DI &
5.

53 &%

R1I0E, BN vy 7275720 TH 1 EIOA N
DA A 1000 fELL IG5 Z EngiAlinsd. £
72, NI o7k y NUY—ZRBEATOEED X M3 lb
DL, 25 EO IR NN, OFEY, —FEDAEY
DREESE Ry T — 7 RETHIO T vt ATHRET D
L, K125000 (DT A RS TLES.

—F, #20DIL, REEREOIREDO 3 X h DKL
VAT A= VDOETER Y MU =T DA ORFH R
WEDBITND Z ERFREIND. ZDOZ b, RIE
BEROEROEE AT 5 2 L3 2Ro 2 & k&2 HIRE
52 LICEBRT S REMEN S, SRR & L TR
g 5.

6. FHRRHE

6.1 BREXRETHREOMEMZME LI D-DDOHI

BUR, R AT ATIEV TV AOMEEEZ R LSS
O DOXEEREEFF > TRV, ZO7), MM eR
BRaAT 5 72D —Y R U AT EENIC TR T
HMLENRD D, HEREARRBRE X0 RNITIT D oI,
PROMELA [2] @ X 9 7 iREEEB M A TR T 57200 F
FEEED, TNEMIRL ERO VT VA EERKT D200
A TEHABTORERDD.

6.2 BREMRETHREDILKEAF—/N\—~y FOHIH
B, K RATF HMIFT—F gy, BSS®r 3,
b — R L U CHERR ST A U OIRKED I & BEHL R 42
LTS, L, MESRETIHB AT LORH
FTEHTNTY XL E > TORERERIERN, A4 v 7 BT
RIFSNTND T —R IR0, 2D L5 s A
TLAERBIER L TRENSRETHDIKE, A% v 7 ED
BEWEDFMCREGT HLERH 5.

F7-, BEMRHLOa— 2%y 7 OREER, BRID
RREL LCRERATRRICT 5 2 g T Ny Z ORI
LEZILND. BT, a—NAX v OREZTERERT
< FTH I ENFREIZRIUE, KV RIEOHIIREED
FEENFIRRIZ /R 5.

£z, b3 WTHRARI@EY, REEELESLETH IR K
DREFIERy NT—T DA EHEHD BN TS, 0D
e, BEDOREBADREDOH]FE % DynamoRIO 7 74 7
v FRERTITY, BEFHCORAE SR AT T, B
AN E T L R 2 40 R D TR ME DS .



BFRLEZHRIRE
IPSJ SIG Technical Report

Vol.2013-ARC-205 No.11
Vol.2013-0S-125 No.11
2013/4/26

£ 1 AFT a5 1 ENCH»5WEE R O =2 2 K

N7 w7, REEL

NI YTREY, EREL | FT T, BHEAY

A KT 4 1RO 3 A 335 /8

3.925 v A 7 af 104.95 <A 7 v

6.3 YXFLVMM#ZHALL7+—ILb42PYy
ay

AHFIEDOFFHRFEED 1 212, Xen [20] ° KVM [21] 72 &
DYATALAVMM ZFH L7+ — VbV = v
VDA ARLDEENRFFTOND. I NHLDOVAT A
VMM IZFRO 7 4=V b ¥ =7 v a R O
ERERBTDHAD=ALE, RERPOBRIET LA F—
T oA AREETDH LT, X 0IRFEEORRE FEH K
LEBxBND.

631 TA4RY, XY LT—UDIS—DEELER

AR O Y, FERDELE L ~LET VAL, Wind2
API R A1 &9 Java 2% API OO L& 7 4 —/b
MYl varZTHORME LTV (1. LaL, &
DEHIBRFETHE, TAAIRFRY M= DT —D]
ERFENNETH D, FIZIE, T4 A7 OWELHHRT
BIDICHEDT OV ADT 7 ANT 4 AT VT EDH%
I —AF5Z LIE TR, e 70X H LA
Tt AL o TUTbNTWEgGE, =7 —0%A%EZ T
07 EXT A AZICEIHTZ EBRHEKRY, LRI
EREIELZENHKVNLTHD.

FTo, WM AT ABINT R EEELRMEIL, x> b
T— 7 OFMRET NS, 27U v b7 LA &2 &
VI8 — RO AL » F0oN—X ORI, flxo7mE
ADI Yy NDT 7 ANT 4 A7 Y FRITHT LA %
EEL7ZTTIERAT D ENE L.

VAT 5 VMM 2 HWT, ART A 2 KT A 30K
AL 9 FDOLYLTT =V b P =7V a®iT2
X, LVBRENN—FU =T OMEEZHEHT D L&A AHE
LR, WM AT LOMEEHOFMEE LTEVELE
AR EBLHRD.

6.3.2 A L7 MEOTX L

D AT DBV, £d/— NeDBE%IT
o TWBEE, XA LT T MPRAE LRI EZ LB T 57
OOA—RETARNT 5T ERFICHEETH D [1]. Yang
5Hix, gettimeofday() 72 & OREAI & BifS 9% API OO
LER—R L LEERBANCE W BHETICEY, £
DEITpa—ROTARDOH ALy PEAESEETEE
BELTND.

UL, 2089 RFETERBRANCE> TS &0
I b, MRHCEAEBHNIRES N TLES. MXT,
setsockopt() TH A L7 U MAfREL, FHIRZRHAEE
BT TCWDEY Ty vDT 7 ANT 4 A7 YT HITON
T, A L7 7 FEHESESD 2 EEHkZ2V. poll()
R epoll() DZ A LT U FOWREZFIH L TWDH AT

© 2013 Information Processing Society of Japan

DOWNTHFRRIZHHA AR TH D.

VAT A VMM 2FHTHIE, 4 ~F0IAROREE
MabHZ LT, VM Lo %~ OS ORI Z NS5 2
EMTFEEIZ /2D [22]. 2T LY, X VRN ,»oIRFER
A LT ML ORBRNFET RS .

7. fEEm

AT, EELSVET VREICSEINLLH LN
SR AT DERRE LTGRO L 22 o A =X
AERELZ. ZOXA A= LEFRATIE, fEkozk
LAULE T URERIN E 13R e D, RERLE DT otk
ADEBORRED FICER SN HRFEZ LR T2 Z &2 H
KLHETNVREREFERH KL EEXOND. DL
EF VAL, MAEDO I X MRS L, FOEMMEZM
LEHDZEEFREETS.

JT Uy RarCa—7 47 EBEND Y —E A B
THREILE ST, BEERIHGBM AT LONRTITED
EHEEE &L > TERAMZRRMBE LRV ED. ZhboonNT
BRI, BRETDIEOIZ, EELLETURE
AN E 72D LI STV 5.

SE XM

[1] Junfeng Yang, Tisheng Chen, Ming Wu, Zhilei Xu,
Xuezheng Liu, Haoxiang Lin, Mao Yang, Fan Long,
Lintao Zhang, and Lidong Zhou. MODIST: transparent
model checking of unmodified distributed systems. In pro-
ceedings of the 6th USENIX symposium on Networked
Systems Design and Implementation (NSDI), 2009.

[2] Gerard J. Holzmann. The Model Checker SPIN. In jour-
nal of IEEE transaction on Software Engineering, Vol. 23,
No. 5, May 1997.

[3] Summary of the Amazon EC2 and Amazon
RDS Service Disruption in the US East Region.
http://aws.amazon.com/jp/message/65648/

[4] Summary of the December 24, 2012
ELB Service Event in the US-East
https://aws.amazon.com/jp/message /680587 /

[5) Derek  Bruening, Qin Zhao, and Saman Amarasinghe.
Transparent dynamic instrumentation. In proceedings of
the 8th ACM SIGPLAN/SIGOPS conference on Virtual
Execution Environments (VEE), 2012.

[6) DynamoRIO: Dynamic Instrumentation Tool Platform.
http://www.dynamorio.org/

[7] Dr.Memory. http://www.drmemory.org/

[8] Ranjit Jhala, and Rupak Majumdar. Software model
checking. In journal of ACM Computing Survey, 2009 Oc-
tober.

[9] Xuezheng Liu, Zhenyu Guo, Xi Wang, Feibo Chen, Xi-
aochen Lian, Jian Tang, Ming Wu, M. Frans Kaashoek,
and Zheng Zhang. D3S: debugging deployed distributed
systems. In proceedings of the 5th USENIX Sympo-
sium on Networked Systems Design and Implementation

Amazon
Region.



BFRLEZHRIRE
IPSJ SIG Technical Report

(10]

(1]

(12]

(13]

(14]

(15]

(16]

23]

(NSDI), 2008.

Huayang Guo, Ming Wu, Lidong Zhou, Gang Hu, Jun-
feng Yang, and Lintao Zhang. Practical software model
checking via dynamic interface reduction. In proceedings
of the 23rd ACM Symposium on Operating Systems Prin-
ciples (SOSP), 2011.

The Netflix Tech Blog: Chaos Monkey Released Into
The Wild. http://techblog.netflix.com/2012/07/chaos-
monkey-released-into-wild.html

Pallavi Joshi, Haryadi S. Gunawi, and Koushik Sen.
PREFAIL: a programmable tool for multiple-failure injec-
tion. In proceedings of the 2011 ACM international con-
ference on Object Oriented Programming Systems Lan-
guages and Applications (OOPSLA).

Haryadi S. Gunawi, Thanh Do, Pallavi Joshi, Peter Al-
varo, Joseph M. Hellerstein, Andrea C. Arpaci-Dusseau,
Remzi H. Arpaci-Dusseau, Koushik Sen, and Dhruba
Borthakur. FATE and DESTINI: a framework for cloud
recovery testing. In proceedings of the 8th USENIX con-
ference on Networked Systems Design and Implementa-
tion (NSDI), 2011.

Haryadi S. Gunawi, Thanh Do, Joseph M. Hellerstein,
Ion Stoica, Dhruba Borthakur, and Jesse Robbins. Fail-
ure as a Service (FaaS): A Cloud Service for Large-Scale,
Online Failure Drills. The University of Chicago, Techni-
cal Report, 2011.

Rei Odaira and Toshio Nakatani. Continuous object ac-
cess profiling and optimizations to overcome the memory
wall and bloat. In proceedings of the international con-
ference on Architectural Support for Programming Lan-
guages and Operating Systems (ASPLOS), 2012.

Gerwin Klein, Kevin Elphinstone, Gernot Heiser, June
Andronick, David Cock, Philip Derrin, Dhammika Elka-
duwe, Kai Engelhardt, Rafal Kolanski, Michael Norrish,
Thomas Sewell, Harvey Tuch, and Simon Winwood. sel.4:
formal verification of an OS kernel. In proceedings of the
ACM SIGOPS 22nd Symposium on Operating Systems
Principles (SOSP), 2009.

Geoff Barrett. Model checking in practice: the T9000 vir-
tual channel processor. In journal of IEEE Transactions
on Software Engineering, Vol. 21, No. 2, February 1995.

Gerard J. Holzmann. From Code to Models. In proceed-
ings of the 2nd international conference on Applications
of Concurrency to System Design (ACSD), 2001.

Junfeng Yang, Paul Twohey, Dawson Engler, and
Madanlal Musuvathi. Using Model Checking to Find Seri-
ous File System Errors. In proceedings of Operating Sys-
tem Design and Implementation (OSDI) 2004.

Paul Barham, Boris Dragovic, Keir Fraser, Steven Hand,
Tim Harris, Alex Ho, Rolf Neugebauer, Ian Pratt, and
Andrew Warfield. Xen and the art of virtualization. In
proceedings of the 19th ACM Symposium on Operating
Systems Principles (SOSP), 2003.

Avi Kivity, Yaniv Kamay, Dor Laor, Uri Lublin, and An-
thony Liguori. kvim: the Linux Virtual Machine Monitor.
In proceedings of the Ottawa Linux Symposium (OLS),
2007.

Diwaker Gupta, Kashi Venkatesh Vishwanath, Marvin
McNett, Amin Vahdat, Ken Yocum, Alex Snoeren, and
Geoffrey Voelker. M. DieCast: Testing Distributed Sys-
tems with an Accurate Scale Model. In journal of ACM
Transaction on Computer Systems (TOCS), Volume 29,
Number 2, May, 2011.

Marek Olszewski, Jason Ansel, and Saman Amarasinghe.
Kendo: efficient deterministic multithreading in software.

© 2013 Information Processing Society of Japan

[24]

Vol.2013-ARC-205 No.11
Vol.2013-0S-125 No.11
2013/4/26

In proceedings of the 14th international conference on Ar-
chitectural Support for Programming Languages and Op-
erating Systems (ASPLOS), 2009.

Marek Olszewski, Qin Zhao, David Koh, Jason Ansel,
and Saman Amarasinghe. Aikido: accelerating shared
data dynamic analyses. In proceedings of the 17th interna-
tional conference on Architectural Support for Program-
ming Languages and Operating Systems (ASPLOS), 2012.



