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Development of evaluation tool based on the event tree analysis
and its application to the cyber attacks

NORIYUKI KANEKO'!

Recently, target attacks aiming at the countries and companies have become a major threat. The target attack has behaviors that
invade the Internet or computer systems and bring fraud, corruption of data or system down. Although the necessity of the
measures against such attack is increased, it is very difficult to determine optimal measures, because not only the effectiveness of
the measures but the cost and the derivation risk. Therefore we developed the method and the related tool to obtain the optimal
combination of measures considering the cost and the derivation risk are necessary. This paper deals with the support tool based
on the Event Tree Analysis and the application to the target attack to the House of Representatives in 2011.
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(827 &—) | 20094 (9) |20104-(41) | 20114
(198)

KIE 33%(3) 5%(2) 41%(81)
TRALE— | 33%@3) 44%(18) 16%(31)
BEHM 22%(2) 15%(8) 25%(49)
VAN 11%(1) 2%(1) NA

¥ JB\T | NA 12%(5) 5%(10)
B NA 7%(3) 5%(9)
BUMHBE NA 5%(2) 6%(11)
EHE AT | NA 5%(2) 1%(1)
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Z DA NA NA 5%(5)
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Table 2 List of first infection events
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S AN R B
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DZFW DT S

5 F—n V—BBEICET S 0.999
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Figure 1 Event tree of first infection
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Table 6 List of cost measures
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Table 9 Optimal solution of third infection
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