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Abstract: We have proposed a dynamic OS server replacement mechanism in AnT operating system based

on microkernel architecture, and evaluated basic performance and the influence for services. However, the

previously proposed mechanism can not replace a driver process that includes an interrupt processing. In

this paper, we discuss the design and the implementation of a dynamic driver replacement mechanism for

AnT . In particular, we show the existing dynamic OS server replacement processing flow, the problems and

the solutions to realize the dynamic driver process replacement, and the processing flow of it. In addition,

we evaluate the overhead and the influence for communication processing and I/O processing of the dynamic

driver process replacement mechanism.

1.

OS

OS

OS[1]–[3] OS

OS

OS OS

OS OS

1

Graduate School of Natural Science and Technology,
Okayama University

OS

OS

OS OS
[4], [5]

OS

OS

OS

AnT

[6] An operating system with adaptability

and toughness AnT OS

[7] OS

「マルチメディア通信と分散処理ワークショップ」 平成24年10月

ⓒ2012 Information Processing Society of Japan 202



���

����

��	
�

�
	
�

���
�"#

���
�"#

$%���

���
�"#

������������

������������ ������������

��	
�

�
	
�

���
�"#

���
�"#

���

����

&�'
�
��
&�'
����

&�'
����

&�'
�
��

1

[8] Linux

70%

AnT

2. OS [7]

2.1

AnT ICA Inter-core Com-

munication Area

ICA

ICA

1

( 1 ) OS

ICA

OS ICA

( 2 ) OS

ICA

( 3 ) OS

ICA

ICA

( 4 )

ICA

2.2

OS

OS OS

OS

OS OS

OS ICA

OS ICA

OS

OS 2

OS OS

changeserver

OS

OS 3

1 changeserver

changeserver

OS

2 OS / get

get

A OS

OS OS OS

registserver

B

ICA

OS

OS

3 OS OS

registserver

registserver

OS OS

get

OS

registserver get

OS

「マルチメディア通信と分散処理ワークショップ」 平成24年10月

ⓒ2012 Information Processing Society of Japan 203



�����
���	

���
��
����

���������

��������� 

���!"#$%&

'()*+,-,./,.0	123�4

56789:;

<=9>?

���	@A B�C4@A

.,+D-E-,./,.0	123�4

���FGH�I

JKLMNOPQ

JKLMRST�UVW
JKLM�GXHY

JKLMRSTNZ[\
JKLMRSTN]^

_,-

`a

GbF��cRST

Rd�%&

efgh

���
��
�F��

ijdefUV%&

������cRST 

_,-

`a

_,-

`a

k�����N
�����]^%&


�LM\JKLMNlm

���	#$

��������	���

k��������

���
��
��n�op

GH�I�
����

k�����Nq�

k�����N�I

ijdefUV

_,-

`a

������

+,E0	123�4

.,+D-E-,./,.0	123�4

GH�I�
�F��

_,-

`a

���������

���!"#$%&

����GH�I ����kr�I 

���FGH�I

JKLMNOPQ

+,E0	123�4

JKLMRST�UVW
JKLM�GXHY

JKLMRSTNZ[\
JKLMRSTN]^

_,-

`a

GH�I�
��n�op �����\Ws
t3uv]^

k�����

2 OS

3.

3.1

3

registserver

OS

ICA

setintr

get

registserver����	�


��
�ICA������
�ICA���

��
�����

get����	�


��������

setintr����	�


3

「マルチメディア通信と分散処理ワークショップ」 平成24年10月

ⓒ2012 Information Processing Society of Japan 204



3.2

OS

1

registserver

ICA

2

3

OS

OS OS

3.3

4

1 changeserver

changeserver

2 get

get

A

registserver

B

C

3 OS

registserver

registserver

setintr

setintr

get

4 2 OS

OS

4.

4.1

3

1 OS

2 NIC

3

「マルチメディア通信と分散処理ワークショップ」 平成24年10月

ⓒ2012 Information Processing Society of Japan 205



��������	
��
������

���������	���� 
������������!"�#$

%&'(�)*+,�-.

/0123454674689:;<=>

?@A9BC

643D5E54674689:;<=>

FGHIJKLM

NOPQRSTU

NOPQVWXYZ[\
NOPQYJ]K^

NOPQVWXR_`a
NOPQVWXRbc

d45

ef

34E89:;<=>

54ED2E689:;<=>

ghijk
?@A9

lmnop
?@A9

q=r>BC

ghiNOY
?@A9stuvwx

lmnop?@A9YLy

FGHzghit{|

ghi}~����

J�Ijk�VWX

V����

����

ghiNOIPQ��u

�����Z[��

FGHzjk�VWX|

d45

ef

d45

ef

�mnop?@A9R
���=pbc��

��PQaNOPQR��

?@A9��

ghijk?@A9YLy

ghiNOY�A��

JKLM�n�Ywx �����Z[

d45

ef

�mnop?@A9Rst

ghiNOY
PQ��uvwx

�mnop?@A9YLy

�mnop?@A9RLM

�mnop?@A9R
JKLM�n�wx��

ghijk?@A9YLy

�G��PQR��I��

�mnop?@A9YLy

d45

ef

�G��PQbc��

�������

��� ¡

643D5E54674689:;<=>

FGHIJKLM

NOPQRSTU

34E89:;<=>

NOPQVWXYZ[\
NOPQYJ]K^

NOPQVWXR_`a
NOPQVWXRbc

d45

ef

54ED2E689:;<=>

�mnop
?@A9

JKLM�n�Iwx

d45

ef

lmnop?@A9YLy

PQ������

FGHzJKLM| FGHz�¢LM|

JKLM�n�Y�A�� ���=pa\£
¤<¥vbc

�G��:=¦>v
�G��PQYbc

ghi}~v§¨©ª«\

lmnop?@A9YLy

ghi}~����

FGHz�G��:=¦>R��¬�|

d45

ef

4

「マルチメディア通信と分散処理ワークショップ」 平成24年10月

ⓒ2012 Information Processing Society of Japan 206



1 OS

2 NIC

3

Celeron (2.0GHz)

NIC Realtek 8139 PCI Ethernet

Card Disk Maxtor 6Y080L0

4.2 OS

OS

OS

10 1

41.66ms 42.72ms

1.06(42.72 - 41.66)ms

OS

2.5% OS

OS

4.3 NIC

4.3.1

NIC

NIC

5

AP 1

FreeBSD 4.3-RELEASE

NIC

AP

���

����
NIC	
���
����

�NIC�
��
����

���(�)

�����

����

����������

AP����
���( ) NIC

!"#$

��%&

'��

���(()

)*+%&

����

���(,�)

)*+-.

��

)*+-.

���� �

�

� ������������������������

� �	
���	
���	
���	
����������

)*+-.

/NIC�
��
����

���(�)

5 NIC

��

��

��

��

��

��

��

��

��

��

� ���

�
�
�

�
�
�

�	


�

�


�
�
�

�
�
�	



�

	
��
�

�������

������

6

1 UDP/IP

1024 AP

NIC NIC

2 NIC NIC

NIC

3 AP

AP

100

1

100

AP

100 NIC

1 1

100

4.3.2

15.30ms 15.46ms 16.40ms

AP

NIC

NIC

10 1

「マルチメディア通信と分散処理ワークショップ」 平成24年10月

ⓒ2012 Information Processing Society of Japan 207



27.57ms 27.75ms 28.52ms

NIC

6 6

1

2

28.04ms 28.46ms

29.56ms AP

NIC

NIC

41.53ms 42.02ms

44.32ms NIC

15.46ms

26.07(41.53 - 15.46)ms 28.86(44.32

- 15.46)ms

1 NIC

NIC NIC

2 NIC NIC

4.4

4.4.1

7

AP 1

AP

�������

	
��


�����

����

����

���(�)

I/O
����

	 !"#

AP����
���($%)

&'()

����*#

���(%)

+����

����

����

���(�)

	 !,-

����

���($�)

�

� �������������������������	�	�	�	
�
�
�
�

� ��
�	��
�	��
�	��
�	
�
�
�
�

DK
.�/�*#

���(0)

�
.�/����

	
��


&'()

	 !"#

1234

	 !"#

�


.�/����

	
�

.�/����

	
��


7

��

��

��

��

��

��

��

��

��

��

��

��

��

��

� ���

�
�
�
�
�

�
�

	

�

�


�
�
�
�

�
�
	


�
�


�	
��


�������

����������

8

1 4096

AP

2

I/O

3 AP

AP

10

1

100

AP

10

1 1

100

4.4.2

18.96ms 19.15ms

19.27ms AP

「マルチメディア通信と分散処理ワークショップ」 平成24年10月

ⓒ2012 Information Processing Society of Japan 208



10

12.03ms 12.50ms

13.09ms

8 8

1

2

12.03ms 16.14ms

23.37ms 12ms

16ms

I/O

I/O

20ms

I/O

I/O

12ms

20ms

18.96ms

24.37ms 33.78ms

19.15ms

14.63(33.78 - 19.15)ms

5.

AnT OS

OS

UDP/IP

B

24300008

[1] D. L. Black, D. B. Golub, D. P. Julin, R. F. Rashid, P. P.
Draves, R. W. Dean, A. Forin, J. Barrera, H. Tokuda, G.
Malan, and D. Bohman, “Microkernel Operating System
Architecture and Mach,” Journal of Information Process-
ing, Vol.14, No.4, pp.442-453, 1992.

[2] J. Liedtke, “Toward Real Microkernels,” Commnuica-
tions of The ACM, Vol.39, Issue 9, pp.70-77, 1996.

[3] A. S. Tanenbaum, J. N. Herder, and H. Bos, “Can
we make operating systems reliable and secure?,” IEEE
Computer Magazine, Vol.39, No.5, pp.44-51, 2006.

[4] , , , “
,”

(D-I), Vol.J78-D-I, No.5, pp.492-499, 1995.

[5] Linux Journal Staff, “Kernel Korner: Dynamic Kernels
- Modularized Device Drivers,” Linux Journal, Vol.1996,
Issue 23, No.7, 1996.

[6] , , “AnT

,” , Vol.J93-D, No.10,
pp.1977-1989, 2010.

[7] , , , , ,
, “AnT
,” 18

, Vol.2010, No.11, pp.101-106, 2010.

[8] A. Chou, J. Yang, B. Chelf, S. Hallem and D. Engler “An
Empirical Study of Operating Systems Errors,” Proc. of
18th ACM Symposium on Operating Systems Principles,
pp.73-88, 2001.

「マルチメディア通信と分散処理ワークショップ」 平成24年10月

ⓒ2012 Information Processing Society of Japan 209




