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The Proposal and Implementation of Protocol Anomaly Defence System
by Session Tracking
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IPS is one of the conventional method to defend from threats to a network. IPS has the ability to shut
off traffic when determined as an attack. However, IPS may block unmalicious traffic by false positive.
Therefore, to use signatures as a method to detect the variety of an attack, while keeping the false positive
low is difficult. In this paper, we propose a method to detect an attack by checking the behaviour of the
attacked host through the generated response traffic. The system prevents the expansion of the intrusion
by detecting exploited hosts and shutting them off. Through evaluation of the implemented system, the

effectiveness of our proposal was proved.
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