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Generating PIN by a hash function at authentication systems
utilizing widely-used smartcards
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Recently, not a few organizations have introduced authentication systems based on smartcards in use of various information
sygems. However, when introducing a smartcard-based system, administrative works as well as initial cost of it become a serious
issue. We have been considering an authentication system utilizing various types of widely-used smartcards that are used in daily
life, according to the level of required security. Authentication systems in medium levels of security commonly utilize
combination of PIN code and readable information in smartcards. It is difficult to register PIN codes in widely-used smart cards,
and hence they are usually stored in the authentication server. In contrast, in our proposed method “PIN code generation”, a user
can be authenticated ant can get access to the systems by just getting issued with a PIN code at registration of his smart-card,
without storing either the card ID or the PIN code at the authentication server. In the method PIN codes are generated
automatically by a one-way hash function from the readable information in the card, and it is not needed to manage information
on smart-cards and PIN codes. Deployment of the proposed method will reduce the cost of registration and management of

systems utilizing widely-used smartcards.
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ERELRWEEZD.
34 AR TEAT HFiE
NE—1ORNEE LT, PIN2Z— ROATHIREE ST
LTl &, = REBILBO -1 55h Y A M EVER LT
BE, KPOEIZBMTEL L)L TBLERH S.
BN A MOBST 2 IEHIT PIN = — RAERICHTE 2 —
FREHRO—ETHY, h— R LICBR D EREEATR
BET 5. NFZ—r20%5E LT, EPMICPINa—FK
DEHEATOMBERH DN, LEDI B AD ALY M
—BLZVEERIATOONRNEE XD, PINaI— FOHE
FiE, SALT 2 H 452 LICL V7272 PIN = — R&%
179 %. PIN 22— NOFHRFICIE 2 8 R o 5 H Fii &
WM ZREL, OBk 5 — KR A F 1L #
ik U FREEITY, HILWPIN 2 — REZHET 5.
PIN =t — REH T & HIHIC L 2 RELEZBET D720, FH
FhixHIMTOR, SFTHEALTWZPINZ—REHL
WPINZ— ROMEBRFATEDLHICHETDH. £z,
PIN == — RECHRHCIZ R DR b — 8 L, REMLBE L
TWe—RH PINa— RREITHRIEZ LET Z LT, #Hil
WPIN 22— R2SFIHCT& 5. AIEFIAIX PIN =2— KO FEH
WRE ) A SOEHRH L TIUE I nWEE XD
RE = ZIZBNTIE, KRVWEEZITOEE, HIROHRE
REARUS, 71— RD B RENLERIZ B2 1 i A SR 23,

&, WEOEM = A RIS, FEAMSEET D
BT < RN TAT
. RINDIREROAE
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ARlE, PIN2— FOFHIITbOARITLn—vXT
bHZ LI, BYT— RRFELRWEES, %P — K
DRUENREEIZ 2D, TS ERHRICERLZWIEA
i%, PIN = — RRITRRIC = — FEHRCD — RIERE B L,
FEHIIER . 2L, HROERERICIIZEO = X
%A T D, I— K EPINa— NOWEFZ2—EITHEK -
BHINDZ LWL, BECRELZVWE D EEZDZ L L,
AR T HIRETITEAE O =2 A MIRKRIZLE
W2 LY, RY—v20FHIE, EX2 )T 4 LU
FRED Web¥ 1 FOBIBERE L L, ¥ —2 31Tk 5%t
I TNz LT 5.

4, PINad— FERAFRDEE

AW TIRET S PIN 2— FAERKFREITIZ, PIN 2—
RFATL AT AL PIN 22— FRREES AT AR L2, W
VAT AZIEIPINa— FAERKHS LIIHRFEHO 7 7 7 5
LT2F TR, SALT &% X M &KMT 5. PIN =
— FEATV AT AFFEHE N, PIN 23— NREEY AT A%
FIHZED, Web 7 7 v ¥kl CHIMAT 5.

41 PINO—FRTYATA

PIN = — RFITHE, EFEHEH PCH O Web 7 7 7 ik
TPIN 22— REITY AT AN PIN =2 — K317 URL (%%
) IZT 72 AL, PIN 22— REITHOBHZERT 5.
PIWERNA R RIND EH— R —FIZ— i — KEnE
L, B—FRHBIEITH. B— UL TE, 71— R
WA 5 PIN 22— RAERICHEREREHKH L, 58 AT
AZHED. BV AT AMUTEHEGNTE2ERIC SALT

ZAML, PIN 23— R&EAERL, PIN 22— RN{E#H, %, 38

RERF ISR G a3 (1K 3).
EWEPC

PINO—FRiY—/N

T~

ICHh—F

=

Cuoxzr ] >
: Commmxmn )

A — FNEER i
; | PND—rER |

‘

X 3 PINa—R®EfT7a—

Figure 3  Flow of PIN code issuing
42 PINaA—FRELRT L
PIN = — RRREES 27 AR, FIHZZEA PC 226
Web 75 7R CTHEES A7 A URL IZT 7 &AL, #
Wl A2 R 2. PIMIEG CRRIND A vE—VIZiE
(= RV —=FIZ—f— FENILTLIEEW) LFER
L, AvE—UIEW, I—REnIL, — FHBIZET
9. = FHBNCEZTE, PIN 2—RKAAZEITH. A
HAENTZPIN 22— F&H— RFANS PIN 2— KORFEIC
BRAERAERH L, BRAES AT AICED. BiEY AT A
EONTEIERIC SALT Z2HMLTPIN=— REARKL,
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ANSHTZPIN 2— R EHERT S, PIN 2 — RREGETH
W, RS ROMEREZIT ). EH LR —H L
4zh ) A MEROBEZIT, £%) X MEREAH LA
WIEAIE, ARk E 7D, PIN 22— REEAED B L7220
BA, ATHIRERE T, PIN2— ROATNTE B0,
ASHIRE A B Z BRI NG B2 HRR L, B— FAND
RENLBRZ LB A ki L, BEYCRE Y 2 MBI
T2 (X 4). ¥ 4 DA O FHEFTEA IR O S IR,
MR ULHEZT2HBETHY, PIN 22— FEFHMIX
SALT % 2 ofj/=t, 2 OO PIN 2 — R TRIETE 5.

Ich—k PINT— R BT —/ ¢

Cozzzr J———> =
Cuzzzt ) T

;5:Fﬁi%f-
iz27n0-k];
ll A— FAHE

s

T

(Eamrmn] -
4 PINaZ— RFEFET7r—

Figure 4  Flow of PIN code authentication

43 BELEVRTFLOFEHE

AR THEE L2 PIN 2 — RFIT T AT A8 L UMRGE Y
AT AE, 2—PHEHRSH — FEHR, PIN =— FERZET
A9, PIN a2— RERKICEDHIT 7 07T AL EE
Tu T T AOIREINT D, L, KB EIT 5T —
ROKNUHEIT T 0 77 A EELR THHRSGITAET
ELL9, MOT7r7ANT 7 ALE LTHMNT L. £,
SALT EHOLAELRTEHDOTHD, Jl7 711k
L AT 5.

K AT AT, EREBRICB T D2 MIBEA BT Z
E XY, PIN 22— FERITTIUE, E4—E2ABFAT
XDHVATATHD. 23 HOHA)DOV—E 2 EFHT S
B, MM R Yy P U — 2 & IP T R L ARHE AR T — R
X772 AHBLTHD DR, Mgt ry vT—2
NoIE—I— F& PINa— RogiEETchHNIEEET 7
TAEHFTLOMERERD. 2%V, M AI—FE PIN
A= ROPFRED I HBZDOANE ZOANZFIZREZY, &
WO XS RFIHEIRIZL TWARWZD, H— RREHRSP
PIN =— RiEH%Z, FIAEMNBMESNS Z LI08s L TF
40BN EE XD, —ERITLE PIN 22— R,
RN ZATORORY , BRVIRNIZFIHFTRETH 5.
ZTDFH, BXa VT 40 LAV RHREN ED 2.3 8 0E
@)D X o 72— AR AEL, PIN 2— RRFEZITo72dH
LT, AL VOFFEE LT ID EXAT—RANEITS.
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PIN =2 — REBFEIC LD, ID &/3A T — NIZ &L H38GEM T E
THEECX AR, ID L 8A T — RERKICERT L2 L
XY, BX =2 VT 4 2R TE 5. 72721, 2.3 DIHE(I)
DFBED X HIZ, BHTLICAEEERL, NBEERE
EEBIRTNIERDRNVV AT AR, SHICEVEFX
UT 4 LULISRO DD AL, BEREFCE~ OF R %
BT o0END L. 72720, ERHEHIZBNTELL Do
A MBBEIC D, REEFAUL, ERAFHEICBIT 52X
NEIRE B L ZRWIEES, PIN 22— RBEITORRIC 2 —F
WEEEETDIZLET, &6EHEVEF2Y T 4 LULD
PF—ERATHRIHAREE 22 5.
ARETIE A — FHNOFERICIESE, PIN = — N4
RIS L VRITT D728, 2—F R HBICHEETE R0,
a—FREMEFIA L2WEE%E, SRS 57
W, EHFEORNBLEL 2D, £, REETIE, X
M EN - — R, PIN =— RO FEFHI/E THAT
9, Fimeh— RICPIN=2— K257 L CRIA+ 5 %38
N5, @S TIC I — RRFEEL TV HEL T
BEDOH— RERFLTOWDANEL, ZoEMAFTETK
WEBZ DN, I— RPFEL TRV T, K
HEOPENICB O THRF D LE L DAL H 5.
4.4 RRRIBOME

ARG ORBRBE & LT, 23 HDEA)QR)DY —E 2%
RBRRBEOMBREZTo 72, HA)DOEX 2 U T 4 LoULpf
DYAT KNI — RV —=FnEgERINEA PC 56—
A—FREPINZ—RICEDIRFEE TS, HRQDOEX =V T
4 LV EDOT AT A, FUL A PC S —iA
— F& PIN 22— FIZX DREFEAEAT 9 2%, PIN 22— RREFEIC
K%, Web 77 7% ETO ID & X2 U — RBIEZHEH
T 5. RBREREIL, EIBERTEO—& 7 A MTTRER
B LTV D ENRED Web ¥ b & ERNREDR—4
N AT KR LT, BEFEV AT DMIFEMAT, FhhD
LT 7 EAREZY —AfFEEAR PCHIC 71— & PIN
a— REESRBAET AT LA LTz,
o] GRRE S ATAN b

A D51PIRCL.

PIVr—2ay
U—JYDURL

B 5 FABRERELOHERK
Figure 5 Overview of the prototype
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BLSKHELEZBDIE, VA—RFaxd—_"Ths
N, UNR—=27 Xy T, 428 O PIN 22— FFEGEH®
Tur Tk, KHY AL, SALT #F%EL T, PIN 2—F
WAEAEATH (XM 5). FHEIL, VA=A mXh—F
DIETH URLICT Z7EAT2HZ & T, PIN 22— REEFEHE
ARSI, PIN 22— REEFEICAREIT 5 & 2HRE D
WebH A RRLFENIBEDR—Z NI AT DI T A ri—
UNFIREND. 2B, PIN a— FEFTI AT AZR T L
Y R—=27 0= ETB#T 5.

KL AT KOS ESEICIE, SDK for NFC Adobe AIR
Flash Basic 1.3,0 Perl 5.16% > 7=.

45 REBIEICETS PIN O— FOHRITHZE

REBBEICEB T 5 PIN 2 — NORITHIER, MENOE
P E T, ENENOHENEINCFHAE ZHIRETE 5 &
), VAT AT ELIZENENIR/ D PIN 22— RE2FRITT D
AL LTz, —E AT L2825 SALT 2% ET 5 2
ETCRAED PIN=— RERITT 5. KVAT AL, ZhE
NOEWE TEBNZFIAE ZHIR L GERT 25481, 4H
DFETI VD, F—ERAORMIE N R > THHM D
PIN 2— FZ& =22 — LW X 9 RBAE, hREH
VAT AT, PIN 2— KRBTV AT LEH B, BITO
BT 7t AT R L W EE XD, BEIIRAZE D 20
729, PIN 22— ROFRITITEHRENERNATZ 55, FIH
BN 2 T BA, B2 PIN 21— REIT HIEDO RS S%E
5.

4.6 RBREROEE & FFE

20124F 11 A L 0 AMEERFEO 1B 7 A MZBWT
R TR L7y AT L2 BA Uz B7E 15 A TREN
FALTHD2, RERMBITFREAEL TOHRY. RIBRBE
W), PINZ— RiX647E LTWER, Bx O THNE
SR A RET ARSI, BHEIZ AN TERL T
. PINa— ORI 14EE L, PIN2—RKDOAN
EIEOMIRIL 15E & LTWD, Ny v = BT SHA-L %
LTS, FAFIE, Windows## o /— k PCY =
—HUIEE IC H — R U — ¥ (RC-S360/SH) % #5950, U
—Fft& ) —FPCOBEH LTV, OSi Windows7d
LT XP 2HLTEY, 77 WX IE, Firefox,
GoogleChrome> W TEH L TWAD, K& T T
JUTRAEL T2, FIEIFIAKEO S, ICH— R —F%
MHT PCILERT 2856, BEICRIAN—2F 1
— RT2EENHDI0, Ty MU= BREERREIC
BWTIE, RIAN—RF Y r—RTET, I— FHR
MTERNIERBDLOITHD. ZhIOVTE, v =
2T NVEERT 2% L GEMTHNS—CTE L8 THD.
47 AEJFAIZMEITT

BUE, BRMERT T, FAERITIZIE IC 71— RN
AZNTOBH, HEE T LICﬁ~ﬂ\iﬁﬂé%VCwﬁ
W, Lo L, FNRED Web VA PR —HF LT AT LD
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FHANSEDT 7B ARKmLENRLL, ID LAY —RIZL DR
ARV TR EMENHER TE RV AEEN L5 2 8 LY,

S bR HRREDO L KD TV, o X 9 ki
BOTHE, ZMENEEAMAT 2 A —F2/fHL, &
MIETRREST DV AT LERMTHI LT, 62500

OEERER S, 4%, FIAY—E2A0IERBHFES R
2.

5. ¥&&

AEFFRNL, ICH— REGATLHEE, H— RRITax bR
HAER o X N EBRBT 5720, IC— RERTES, %
BRHT B~k — RE-T, & iR LICENE
NOVAT LAEFATED X IICT 272D DOMMAE R
LCWiz, 22T, %207 4 LV HRREL v
T AT LT, I— FOMERLHBIEDO K EZZEL, PIN
a— REBAZHHT DL LICEY, PIN 2— F2ff-7-38
AR A BE L TV,

AHME T, PIN =2— ROFITIZOWNWT, I— NIZHER
AEY AT BT H B — FIEHRSL PIN 22— REHROKMT 5 =
e, = FAEHRN S — R E# > TPIN2— R
AT D PIN 23— RARFREH LSRR Lz, RBEEY
27 AMANZ PIN 2 — FAERRZ AT 27217 L <, PIN=
— FAERFRIE, PIN = — RE2HITT 57200 CRMRGEY
A7 LFATE S, ZOREHFAL, 1R TH]
HA#HEZLIZPIN 2 — ROFHOBREIEENATE L 2D, K
VAT BIEVOHEANaR NRFEAET DR, FCh—F
FATa A K — FEILD 2 2 MIHIET %720, 5
WIHERa A SR TFR5 & X0, EHOGFRIC RN
L. ARMETE, 71— FRITOREEHEO = 2 MR & B
Fx, EX2 VT4 LR FRED S AT AL PLCE
Wx2AT o720y, PIN 23— REITOEIZA— R PIN 22— |
BFMELRIEY AT MINCREE L, BETHET, &5
WEWEX 2T 4 LAY —EATHLAIHFREL 22 5.
T2 AT 2OEXF 2V T 4 LYLIZL - TIEL
ISHTEAL AT LA THDLEERD.

AR AT LORE, ICH— FEEEMIEALTND
D—EEFAEITIEIIT L TOARWERR, IC— Faffis7z
RREZATW WA IR 22 R 1 124 T o 7. AR
1%, "W TR LY —EARZBNTY, EFXF2UT 4L
SAPEBTNERATE L%, WEASFHATELZY AT
LATHD.

F 72, RGBT 5 EEIL, FeliCaTIiTo 7278, 41%,
oY A 7OH—RTHHMATELLIcT2Z 2Ly,
AP R ZEIZ R D IC I — R TH Y — A NBFIH ATHE
LD, Ak, KREMEEEO 7O ORI —E 212
R R O ENB R FEOZRAFETHLRATED LD
RYATAE LTCRATEZ L 2MEHTS.

(©2012 Information Processing Society of Japan

10TS2012
2012/12/13

BE R TRERAEEERAT « 7o 7 — B
BhEC IR TR T E 2. £, AWFFEOR
BRI 7] CRURCHETE R AR UL o &7 — DI Bk
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