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ICHIGAN Security —
A Security Architecture that Enables
Situation-Based Policy Switching

HIROSHI MARUYAMA™ KIYOSHI WATABE 2
SACHIKO YOSHIHAMA™ NAOHIKO URAMOTO™ YOICHIRO TAKEHORA™

Project ICHIGAN is a voluntary-based attempt to build a reference IT architecture for local governments that can withstand
large-scale natural disasters. This architecture is unique in that 1) it has the concept of mode depending on the phases of the
situation, and 2) the functionalities and services provided by the IT systems in the suffered area will be taken over by those of the
“coupled” local government. These features pose specific challenges on the information security policy, especially because
different policies need to be applied for the different modes. This paper describes two key elements to enable the policy; policy
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templates and deferred authentication.

1. [FL®IZ

7a Y= 7 b ICHIGAN[AIT K F IRV BIRAED IT 7 —
XTI FxwERIEROT R 2 N THY, ICHIGAN
RA (Reference Architecture) &%, TDOZRT —*%7 7 F ¥
TH%5. AFETIE, ICHIGANRA O—#TH 5, ICHIGAN
X2 VT4 T—FT I F v IZONTIER5B,

41, ICHIGAN EX =2 U7 ¢ - F—2 L LT, fHlxiE
WD XS 7TV AEBELE.

202X 4E, FHHHE - FIHFRE O HBE A, AFFFaICH S
A 716,000 A D F JEEN BT Tl 775 DB E 357 TH 76 1K
BEBEDITIFIILICHE & 7o o /2. W DIEAL D6 3 HFRTE,
A WD HIEABEDB LDE =B~ BHEICH> TS
HIERD 6 HBREDP D Y, BEEPFERLRMXIZ 17 B R Y
X PO FRD R B T 2 () FEDHE

/if/_fo& VUK B EMES X T A PEEIZE) D TS DT

, PHEERED LS B LCIZITT 2 X FERP . L
L, FEa]ditd ok < @SR RT, HIREDOIEHm 7%
BN E R0 TNE0EFHE. B L/tE 5 THITL D
S0 2

T1 5« v AT LFTERERE HCET B JEHT, Research Organization of
Information and Systems, The Institute of Statistical Mathematics

12 Microsoft Services

13 IBM Research

4 B 1BM HUR AR FERT, 1BM Research — Tokyo

+5 Keynote Systems, Inc.

(©2012 Information Processing Society of Japan

ICHIGAN RA %, Concept of Operations (ConOps)[2] D%
RDICHESE, BEH, LM, BAMW, e SKED
IS U, 2B 7 a v ARIT VAT AOBEFIC R D
BERNEN A 5 2 H[3]. 240 B U CEEIAA AL T
SNDEMOFITIE, WEME - TR - Btk s, —#iK
BIZEREX 2T 4 - FU—THESNDIRE LD L
LTEZONDHObEEND. HlxiE, BAFFICIT IC
11— R7p EORROFEIEFENMEZ oW IZ 00 5T,
AN DT D7 EICV AT DT VB AT HHLERD 5
MNH L., Zokd, X207 4 - RV —4 [l
IR T R AMERDD.
IS CleeF =2 U 7 0 B0 Bz 2Bk Lz
X2 VT - T—FT I F i, FxrDHMDHIRY I
BRI, T, BxlIReEXF2 T4 - T —%T 7
FXYREICHTZY, FHReX=2 )T 2 IZHETHLUFD 3D
DEABERZFICEHRT 2 L oL iFiz
1. RIVAT 4w - T7a—F: FREx=2)T 01X
FWITNLIELND. LR T, BEOBETY
T EIZEWNEXR 2 VT 0 2ROBRNE S, BLET
D.

2. RS ADRHZLNROERY U—F5FDH 2 ENT

RV, LEN-T, KU —IIMBE £ Tlofizik
T 5.
3. FRE . EHIZIE, HONLDEETLIZLEOT



T ML T2
IPSJ SIG Technical Report

ERVWEENSERAETIEEZDOND. Lizno
T, K7 —%F 7 F v, MESNOFEEICHLTED
U FRERARERANTED LD, BEETS.

2. Ra—7

BIRMRIE, 1SO27001[4], MBED T A K A L [5]72 & D
RRA P« FFTI0F 4 AESWEEREX 2T 1 o R
VKR ENR=ARY =L LT TR ITIER B 2
V. Z®OET, ICHIGAN RA S AZHES L Hiiz/gAa—F
ZEHTD. ICHIGAN RA DH7-ICEATIEE 0
A2 AT VAT AU TOLORH 5.

1. HEREEE
BERIFETS 1L, B AR BIRBR GRS, Bk
RRE, KEFICHLDUOHBTEHLDE, K
DFEFARLIRDNC K - T K ZR D THREIHHAT S
EBLEDRDD.

2. WEEFIT > AT 4
BRI IT v A7 A%, #EORRIIE LT, 77
A MEEE LB END L0, HEEROFIH %K
DHELD, BRERHY DB,

3. HhyTVrT.
WR LT BIBERO¥(BERITT 272D, (B ntX
FLIT VAT AERITEOHEFITHONWT, FDOE
B D WITEN K BIREN D XRBIRE~BE
THZ L.

ICHIGAN & X =2U7 4 - T—F T 7 F ¥ BE

a—7%X 1 IRT.

AWMOBRE(RAL
BYTELLE)

#IDHA

o o — ——— —

E%){ﬁ ICHIGANYE SR BE~ o B |

1

" (F—FHIA. YR, JEGE) l

| =% [Paligy

" |

1
' 14 ICHIGAN
| Protection '| Protection Protection tHa)T4m

1 w. __v ————— 1 Aa—7

1 1
1 I
| | ICHIGAN#E3R |
TR AT L 4+ |PvTULT ]
| KL RATLE) !
: |
1 1

1 ICHIGAN ¥ =Y TF7 s DAa—>
Figure 1 Scope of ICHIGAN Security
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