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Abstract This paper presents a compact H/W implementation of a 64-bit lightweight block
cipher TWINE which has an improved Type-2 generalized Feistel structure. In order to shrink
circuit size, we have incorporated not only a standard serialize approach but also a new rotator-
based block shuffling method. We don’t use any backend design technique nor special cell such
as gated clock and scan FF. The achieved gate count is almost the same with those of the other
lightweight ciphers such as PRESENT. Yet the total chip area size, involving not only gate
region but wiring region, becomes smaller because of elimination of multiplexers.
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Function TWINE.Enc(PT(g4), RK (32x36), CT(64))
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— RK(32x36)

for i < 1 to 35 do begin
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for j «— O to7do ) _

X — F(Xéj,RK;) ® X541

where F(a,b) = S(a ® b)

— RK232)

i
2j+1

for h — 0 to 15 do
X;J[;}] — X} // Apply P-func
end
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(A) Standard 1round/clk architecture
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- Fixed correspondence between data
position and physical register :

(B) Standard serialized architecture

i Cannot serialize because this is a 64-bit /O function }
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- P func is implemented by rotation

L Rotator #0
2:1

- Dynamic change of correspondence
————— between data and physical register
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Implementation of P func by two rotators (every data is assigned to either rotator #0 or #1 )
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clockO of | X9 | X10] X13] X8 [ X7 | X4 | X3

Rotator #1 Rotator #0

R8 R9 R10 R11 R12 R13 R14 R15 RO Rl R2 R3 R4 R5 R6 R7

1round > >
clock0 [ x6 | x9 [x10[x13] x8 | x7 [ x4 | x3 | [ x1 | x2 [x11[x14]x15]x12]| x5 | x0 |
clockl | x3 | x6 | x9 [x10]x13] x8 | x7 | x4 | [X0 [ x [ x2 [x11]x14[x15]x12} X5 ;
clock2 [ x4 [ x3 | x6 | x9 [x10[x13]| x8 | x7 | [ x5 [ x0 | x1 [ x2 [x11]x14[x15][x12]
clock3 [ x7 [ x4 | x3 [ x6 | x9 [x10]x13] x8 | [X12] X5 [ x0 [ xt [ x2 [x11[xi4fxi5:
clockd | x8 | x7 | x4 | x3 | x6 | x9 [ x10[x13] [x15]x12] x5 [ x0 | x1 | x2 [x11][x14]
clock5 [x13] x8 [ x7 [ x4 | x3 | x6 | x9 |x10] [X14]X15[X12[ X5 [ X0 [ x1 [ x2 §xii:
clocké [x10[x13[ x8 [ x7 [ x4 [ x3 [ x6 | x9 | [X11[x14][x15]x12] x5 [ X0 [ x1 | x2 |

clock?7 [ x9 [x10[x13| x8 | x7 | x4 [ x3 | x6 | [ X2 [X11]x14[Xx15|x12] X5 | X0 E xl
clock8 [ x6 [ x9 [x10[x13] x8 [ x7 | x4 § X3 i [ X1 [ X2 Ix11]x14[x15]x12] X5 | X0 |
clock9 [ X3 ] x6 [ x9 [x10[x13] x8 [ x7 | x4 | [ X0 | X1 [ x2 [x11[x14]x15][x12] X5 |
clock10 [ x4 [ x3 [x6 ] x9 [x10[x13] x8 ¥ x7 } [ x5 [ xo [ x1[x2[x11]x14[x15[x12]
clockll [ X7 [ X4 [ X3 ] x6 | x9 [x10[x13] x8 | [X12] X5 [ X0 | X1 | X2 [X11[X14]Xx15]
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Load at clock cycle 0
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1+ K4 9 KO Kig —
K14
2 K16 10+ K KI ——>| 1 , Toinput of F-func
3 K16 11 Ko Eg » MUX in data path
4 KO 12 K15 K15 ———
5 = K14 13 KO K13 —
6 KO 14% K13 KO -
7w K1
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Algorithm Function | Block Key | Cycles/ Throughput Area Gates / Type
(bit) | (bit) block | (Kbps@100KHz) (GE) | Memory bit
TWINE OOOO0O00O Enc 64 80 540 11.8 14461 6.75 serial
TWINE Enc 64 80 36 178 1809% 6.75 | round
PRESENT [10] Enc 64 80 547 114 | 1075% n/a | serial
PRESENT [1,10] Enc 64 80 32 200 | 1650% round
AES [13] Enc 128 128 226 57 2400 serial
mCRYPTON [g] Enc 64 64 13 492.3 2420 round
SEA [9] Enc+Dec 96 96 93 103 3758 n/a | round
HIGHT [4] Enc+Dec 64 128 34 188.25 3048 n/a | round
KLEIN [6] Enc 64 80 17 376.4 2629 n/a | round
KLEIN (6] Enc 64 80 271 23.6 1478 n/a | serial
DES [7] Enc 64 56 144 44.4 2309 12.19 | serial
DESL [7] Enc 64 56 144 44.4 1848 12.19 serial
KATAN [2] Enc 64 80 254 25.1 1054 6.25 serial
Piccolo [11] Enc 64 80 27 237 | 14969 6.25 | round
Piccolo [11] Enc+Dec 64 80 27 237 | 16349 6.25 | round
Piccolo [11] Enc 64 80 432 14.8 | 10439 6.25 serial
Piccolo [11] Enc+Dec 64 80 432 14.8 | 11039 6.25 | serial
LED [3] Enc 64 80 1872 34 1040 6/4.67c | serial
PRINTcipher [5] Enc 48 80 48 12.5 503 n/a | round

f000 UMC0.18um 0000000 OPRESENT O Gated clock, ScanFF D0 DO0OOOTWINEOOOODOOOODO
9 Includes a key register that costs 360 GEs; Piccolo can be implemented without a key register if key signal holds

while encryption.
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* Hardwired key.
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