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Abstract Information security incidents such as the information leakage occur by internal
illicits in organizations. However, it is rare that information of internal illicits are disclosed
because the organizations are afraid of damages such as bad reputation. Information sharing for
countermeasures of internal illicits is difficult between organizations. Thus, internal illicit is one
of the serious problems in the information security. One of the characteristics of the internal
illicit is illicit of user with regular access right. Prevention of internal illicit is difficult only by
the measures of technical aspect and management aspect, and measures of psychological aspect
are necessary. In the paper, We report results that analysis and consideration about insiders’
attitudes and countermeasures about internal illicit from case studies and a questionnaire survey.
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