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Abstract A SDK of Android applications is freely available on the Internet. Although this
greatly helps us to develop Android applications, security of an Android application is
serious problem. And a user wants to confirm if an application manages important
information properly before installs it. So far several techniques for checking security of
an android application have been proposed. But they may falsely judge a good
application created in a secure manner (e.g., encrypts important information
appropriately before the information is outputted from the application, and manages the
key for the encryption/decryption safely), as an application may have risk of information
leakage, since they just check the types of permissions the application uses or whether
1mportant information flows out of the application. So we propose a concept of evaluation
scheme that checks whether important information is outputted with appropriate
encryption process, using static program analysis.
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