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Abstract Android applications commonly assume GUI, requiring user-generated events such
as taps for stimulating execution during dynamic analysis. However, under circumstances of
analyzing unknown applications, e.g., inspecting for malware, it is difficult to prepare in ad-
vance the exact set of required events because their specifications are not known, and random
generation is inefficient. Thus, in this paper we discuss a method that analyzes the GUI struc-
ture information stored in the OS to construct a transition model, which efficiently guides the
dynamic event generation. Our aim is to improve code coverage of dynamic analysis.
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