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Abstract: “ZeroBio” has been proposed for a secure biometric authentication over the network by conduct-
ing cryptographic protocol between prover and verifier. This paper proposes another type of ZeroBio protocol
in which the feature value function of biometric information is coded as a “fuzzy” polynomial. The fuzzy
polynomial becomes a polynomial only when the enrolled and the presented biometric information are close
enough, and thus the evaluation of the authenticity of biometric information can be conducted easily with
cryptographic protocol. This paper proves that the proposed ZeroBio protocol is computationally secure.
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Fig. 1 Enrollment data decoding problem.
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Fig. 2 Authentication data decoding problem.
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Fig. 3 Multiple authentication data decoding problem.
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Lf:fﬁ, (b171 7é b172, b271 7A b272) @i%/f}%) ]EH‘«%L:%E%T%
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723 DDWEITN T ARITHENLENEERT 2 LA TE 2.

5.4 (EHMEHRNTSMICETIHE
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HAETIZL ) BRI LEM LT RT I LN TED. RBE
FROFFET = — AT, 43HDAT v 7 B2T, §XC
D LTH—OfE s VW TWBD, Thz, #h
ENO i\ L TR DA s; ZESLIIEET S, 2
OFEF, B s; #AS B WARIEL—FIZE 5T, =
PHELNTL BEHRITEHIKIC L PR L R5, =N
ficix, BBkt y v a YO, s 2 —HICRETS L9
2L, A7 v 7 B5 DERICE D; I LTENREND s;
DHFTLEREFTHI LI > T s ICXBIEIELEZITCIRET
ZENTED.

6. TEHESERDEE
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ELTHBAL L, BEREE L BRER O RGOS WA O
HEME AL HR & 7 5 X ) IS E R E BT 5
TEILEoT, MEOEHICH L CHEEET AT VT
L — MEEREARGEEE (ZeroBio) 7’0 2V EIRE L 72,
Bk D ZeroBio 70+ T AVE SRR & FRIERE O AR IEH O
&) #8570 PaVilko THETFHL TV DI
L, REFRE, ERERIECEEORRAL T 5% IH
K LD Lagrange il # FIH L, #ilED [—3] 28557
O NIVl THET L. REFRZ, EREHROT >
FOERTGREVEVI)FHREO T T, Z—FA5EE - BT
I REERIAETH 5 ZeroBio 70 M2V EFEH L T
W3, F72, ¢-DHIRE, ¢-CAREEZH VS LT, &k
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o Thsb I Lamifts LTw5.

Lk, REFROERLITV, LR @ U TRk
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