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Offloading IDSes Considering the Filesystem Cache

TsucHIDA KENTARO! Koural KENicHI}2

Abstract: To execute intrusion detection systems (IDSes) securely, offloading IDSes with virtual machines
(VMs) has been proposed. This technique runs a monitored system on one VM and executes only IDSes on
another VM. However, offloaded IDSes cannot consider the filesystem cache such as the page cache because
they directly monitor the virtual disks of the monitored system. This paper proposes the CacheShadow
filesystem, which integrates the filesystem cache with the virtual disks. The CacheShadow filesystem obtains
the filesystem cache in the memory of a monitored system using VM introspection. It returns the latest data
on the filesystem cache if the cached data is found; otherwise, it returns the data in the virtual disks. We
have implemented the CacheShadow filesystem in Xen and confirmed that IDSes could access the data on
the page cache.

Keywords: Virtual Machine, Disk Monitoring, filesystem, page cache
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