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Application of Calculating Similarity Between Texts of a Security
Evaluation Platform Based on I nter national Sandards

YUJI TAKAHASHIT SHINICHI IKEDA'
YOSHIMI TESHIGAWARA'

It becomes more important for the corporations to be attested by the external certification organizations to demonstrate the
corporate security against the many threats including emerging cyber attacks. In order to obtain acquisition of security attestation,
the target organization is evaluated based on the international standards. In the organizations, the security evaluation systems that
confirm standards achievement for the attestation have been used; however, they have to use specific security evaluation systems
to correspond to changes of the standards. Therefore, we have been studying a platform that realizes evaluation corresponding to
changes of the standards contents and evaluation targets only by focusing changes of the standards used as evaluation criteria.
Since al the items should be covered for every field of the standard, there is a problem of the comprehensibility that the
reference relation from the structure and each item of the field must be grasped very precisely. When the standards changes or
updated, the data conversion method, for example convert form ISO/IEC 27001 into ISMS, was proposed to the problem that it
must reevaluate from the beginning, and the validity has been shown. However, in order to use data conversion method, the
information of relationship between the standards is needed. In this paper, the method of calculating similarity between texts
currently used in the field of natural language processing is applied, and gets information of relationship by calculating similarity
between standards. In addition validity of the proposed method is also confirmed by the experiment using an actual standard.
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Figurel Reference-related example of ISO/IEC 27001.
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Figure2 General procedure of calculating similarity.
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Figure 3 Structure of proposed platform
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#z1 BEN’H D HEEE (KHEAB)
Tablel Number of itemswith relation

A B
10 10 8
%2 HENbLARAK (THEH)
Table2  Number of items with relation
A B
39 36 31

#*3 BEN’H L HEEE (NEEB)
Table3 Number of items with relation

A B
133 127 108
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FNEI THIH SN -THE 2 HEUEA & B OBEE R & Ll
AT oA B K 4K 5K 6 TRT L HITRY, KIEH,
HIEE, NEBOETTIT%EBA 5 HRRERL, )

HLSFWTID 90%E B2 omMEL RT R E RoT.

#4 HEXRHLIHEOTHRLENS LS (RHEA)
Table4 Recall and probability of an item with relation

OK | FN [ FP | NG
10 8 8 2 0 0 80.00%

100.00%

%5 BEPHLHAOBERLMENSG LS (FIHA)
Table5 Recall and probability of an item with relation

OK | FN | FP | NG
36 31 28 5 2 1 77.78% | 90.32%

*6 BEFPHLLIHAOMERLMENSG LS (NEA)
Table6 Recall and probability of an item with relation

OK | FN | FP | NG
127 108 106 | 19 0 2 83.46% | 98.15%

(5) 5

FN 26 {:, FP2 1, NG 3z Fh D EH Iz o> T
T —RAEDORRZ AT 5~ EHEAB O 76 L%
HE~OFPE, £HEAOXFEFMICHR L. Z0R
BT —ZHLTWBEADIFE A ENMEWELEZ R L
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KIEH, F5HA, MMEHOZNRENERD L XEEOD
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WERHW ET 2208 TENE, FN ©5 5 1 DB EL
WA B DETELS ZENTE, $9—FHD FN 72571
HIZOW T HHBEEZ E L < HBIICE TWVALTTE LWEA
BB THS ZENRTELI ENb) -7, FHIEE T FP,
NG & L TR &M7e 32D ET TV 4L b FIEUE A 0.5
ZTFEDFERE > TEVEWVEEZERS> TS, £, NG
Lo THEBIZEBAT T THOIVTEME 1 L2 we—
FH LW A BREMGR Oy 2 AW D 2 & THEEENMK
TLTWDEWIFERICR 72, FN L7225 TV HHAYE
IZOWTIE NG OO X D ICHB AR —EE 7213 m W FE R
EERLTNDT—ALHDN, EEA BOELLMND
RTHRRELEMES AL REORERTHLIAE D
—HINBRD ERRRW A HOMETRY A THRETEZR
Moo —RA L REMICELEMES TXTOMEE T
05 Z FE>TWHE VST —RIZHETH I ENTE
7=, INERIZOWTIE FP &R 5 MATITHN o 7=,
2, NG OFEENR 2 2BV ZOM G NN E R b 5
KOMEREEZRLE ) —F0b R EENENRE, ki
SEOBELEZR>TWALDThH-o7-. FN LR LAY
X 19 H & Z < B S A oM AT 2RI
FIHB DK LFEL 2507 —R BT LN TE

LEDOGHRRLOVUTOMRAEZSESL Z &N TE .

O  HEEEORKMEA 05 % FES L 5 2 EVME % /Rd
HEEEEST2HANRZNZ EABZN

@ EREANEHEASL LR E STV DEEIE
HEA DT OBEPER LY EELR>TL 5

@ ML OFELERRNPFECEE 2 S STHE#EEZ R
FTIEE 2 e &I S B A S B OTER &
EHTHRFTT 2 LBE T 2IHE 2 RHTE 255084
<d5D

55
AENTHEBNAE OIFWEER L& H W=, 7% 2 b
HREZ AW CHEEOH 2HE AT 5 Z L TRWVWEE
EEBDLZENTELZ ENRbholz. b En
TFHEB O D L SIEIEFICEWVMEEZ R T Z &N bhoT.
Fio, =7 — ORI ICE ORI # Y) 722 §EPH C HEEH
REIHATNRNE NI EONBH 720, i HES 25
AL TV SICEB CHERLRFE UEREZREL TS
CHETEPTICHBEN TR > TLEVHIHTE oz
D, EWoltbOnboT-. AEFEPEOCRIZHIZY v
YN TR A TCEMECR R E T b b 5
ERZBLCEHOEHBE, 0L LIEZRT I ENTEE.
TOZEXYAREBEBLBEOSBHTHEDNL TS T XX K
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