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A Study on the Scope of Error Propagation in Linux

TAKESHI YOSHIMURA, ! HirosHI YAMADAT12
and KenJ1 Kono 112

Operating systems are crucial for achieving high availability of computer sys-
tems. Even if applications running on an operating system are highly available,
a bug inside the kernel may result in a failure of the entire software stack. The
objective of this study is to gain some insight into the development of the Linux
kernel more resilient against software faults. In this paper, we show two types
of scope of error propagation, process-local and kernel-global. The propagation
scope is process-local if the error is confined in the process context that acti-
vated it. The scope is kernel-global if the error propagates to other processes’
contexts or global data structures. We believe that most errors are process-
local and even if errors are kernel-global, most process contexts crashes in the
middle of critical sections. Therefore, only if we revoke an erroneous context,
most contexts can run correctly otherwise fail-stop with high probability even

after the kernel crashes. To investigate kernel reaction against process-local and
kernel-global error, we perform a kernel-level fault-injection campaign on Linux
2.6.38. In our experiment, we confirm all of the errors which caused 49 crashes
are process-local. We also examine 445 errors caused after killing erroneous
process and the result show that 66.7% errors are not manifested and 24.0 %
errors cause dead-locks.
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static int tty_-set_ldisc(struct tty_struct xtty, int ldisc)

if (ltest_bit (TTY.LDISC, &tty—>flags)) {
spin_unlock_irqrestore(&tty-ldisc-lock , flags);
tty-ldisc_put (ldisc);
Id = tty-ldisc_ref_wait (tty);
tty_-ldisc_deref (1ld);

void tty-ldisc_deref(struct tty_ldisc =xld)

{

0 unsigned long flags;
BUG.ON(1d != NULL); //FAULT&CRASH
spin_lock_irgsave(&tty_-ldisc_-lock , flags);
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/ /JFAULT

spin_lock(&vfsmount_lock);
while (!list-empty(&tmp-list)) {
child = list_entry (tmp-_list.next,
struct vfsmount, mnt_hash); //CRASH
list_del_init(&child —>mnt_hash);
umount_tree(child , 0, &umount_list);

}
spin_unlock(&vfsmount_lock);
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