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Proposal of flow digest approach
on Hash-based IP traceback against actual attacks
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In this paper, we define flow digest approach on hash-based IP traceback to
detect three actual DDoS attacks, application based attack, protocol based at-
tack and flood based attack. Flow digest approach uses such values of a packet
as hash inputs that can be collected by sFlow, NetFlow and full- capturing
device respectively. By defining a flow of DDoS attack with using values of IP
packet header, it can achieve higher traceability without raising sampling rate
of collecting packets. We define flow digest values and validate our flow digest
approach by emulation experiments in a tree-topology.
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