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Preventing Information Leakage from Screens
via Management VMs in IaaS
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and KENICHI KOURATT!12

In TaaS clouds, the users manage their virtual machines (user VMs) remotely.
Even at failures on user VMs, they can perform remote management if they
access their VMs via privileged VMs called management VMs. However, since
management VMs are not always trustworthy in IaaS, screen information of user
VMs may leak. To solve this problem, this paper proposes FBCrypt-V, which
prevents information leakage from screens of the user VMs via the management
VMs. FBCrypt-V replicates and encrypts the virtual frame buffers of the user
VMs in the VMM and decrypts them in the client sides. We have implemented
FBCrypt-V in Xen and Tight VNC and confirmed that screen information does
not leak.
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