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Proposal of a secure contents
distribution system on P2P
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In recent years, with the improvement of the high speed communication in-
frastructure, P2P contents distribution system attracts attention. In P2P con-
tents distribution system, nonexistence of a central management server brings
the system its robustness. However, it also leads to the problem of contents
reliability and accessibility. We propose a secure contents distribution system
which improves its accessibility by introducing a secret sharing scheme.
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Table 1 Updating of a reputation value.
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Fig.1 Updating process of the reliance vector.
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Table 2 Reliance vector table.
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Fig.2 Reputation value acquisition process.
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Fig.3 Contents certification issue process.

T&ED. 2O LICEk-T, ar7T U YitHEDEEEZ ST ENTRTH S, £z, 22
TaVTUVICRIET B YT ABBALTHRNDE T 4 VAR & W o 2B 2 A
THRAEETTS. 2 b ZOORMENRRITIIE (5) B EITY, C1 =< Cy, S1(Co) > %
B L, OLS IZR#HENTWARD ) —R2~arT7 Y m & C) 25T 5. BE%,
BATETOEMA vE—VhkA—F A~EEL, B4 LICGEHEDO Y X M2 HH LIARR L
TBL. b L, MIEDORR, MERH-THBITZEBLOT 0B RE2KT L, A—FHIZ
SLUTEREKTOA v E—U2EETDH. U LEOEEZ OLS ICREH STV D ERED /) —
FETHRVELITY. 2%V, BLLarTUYEZITIR-//—Ril%, 2T Yo
AER, BENRRITNIEES C =< Gz, Si(Cicr) > 4K L, OLS IZREINTND
HEORD ) —Ri+l1~ar7rym B C 25T 25 LW o7l l%, OLS itk
D/ —RETEVIELITY. OLS H&thD/ — K n ETHELUENET Lichs, —TiC
SHEEYL C, 2 EETD. (6) ZITWoTA—T 1T, ZEEAS C, ICERE N2V DREEZTT
. BENRRTIUE, (7) ar T UVEEEE Cn =< C, C, > LT, arrr kit
W B2 AWV T B{L LTz enck,, (m) & ILIZARRT 5. LEOFNEK 3 1277
3.3.2 BEE@ESRMILYI IO ralL

ATV OEERTH D Ky ZRESBIECE Y 3BILL, R LIy =T &%y b

U—7 BICWELE T 5 2 L TRIFHROMGEEIT Y. £7, (k, n) BERESHIEEZ HO
Tar 7y ot - @52 s K, 208kL, nflos =7 Shares,...,
Share, Z1EKRT 5. WIZnlOY =7 OENENOERTIE /) — K 1ID reglD %83 R %
HOWTUTOXTEHT 5.

reglD; = HIDm ® R®F) (j=1,...,m) (3)
T, @ EXToEKEERT
BHENE =R JIRLT, A—F 013 =7 LElEk R, /s n, WEBHRETIC
VHERY = T BORME k, 727 8 AFFARERGEH O A VPKo, ¥ =72 TELDAIHR
HIEL T LFPHMEDORME X 22655 A v & — message(j) &, ABREEREE % AW ME
WG CTEETS.
message(j) =< Share;, R,n,k,VPKa, X > (4)
BHTHWDEE R 27 7 B AFFAGRECE £, EBR—VLUNNS v =7 ORGFEE
Bk 95 2 & T, B = TIRIFIEA~D DoS WRIZ L D a7 Y OT 7 & AREE %2 Il
TEHLeEZLND.
3.3.3 #FHESAYI IO raL
HHSAY 772 b a/LOLBIZOWTHRS ., REBHAE L, 4ITKHET 5. F
T, HHICBAT L/ —Fild, BHDID #UTFTOXNTEHTS.
u; = H(IPaddress @ port) (5)
Wiz, (1) J—=FRil%, EBEOarT oI T 7 8ATHEDIC, T0arT YOt —
TNt LTT 7 B AFFRGEOFITHEEEIT Y. 720 TF LICL A RIERT 7 & AFFR[GED %
ITHEBE T, ARERS HFREFIH LI ERGEE AW T AT, FTHER/ —Fi
1, A—TF O FITHEEITO 12, HETLID EXEHRID, 77 ' AFFRGEOHITER
BEhIZ) 2 A ME#H req =< ua, ui, RF > Z{EKT 5. 1ER LT req % B H OE
#SK;, ZHOTH L, V7R MEROTPL LTI —F~EETH. T2
T AFAFEORITHEFEEZ Z oA — T, (2) EEXTHDIER — KN i OABHEEE TS
L, WMol 7 2 A MRS AR EORFEIZROVIRELTT 5. BERRTIE, ZE
L7z U 7 = A MERPHENICHEHEINTHDLER — R inbObDOTHD LHERTLH L
NTED. WFEg, BR — K OFPREZTE L, FPEE O Z I IIT O W &2 30 E
T 5. FHMEORE, FFrREERITT 2856, (3) fEE C =< uo, wi, t> Z{ERT 5.
ITC, tIIFFFREORPMIRCH S, A—F 0 1%, ZOFEAEEBE OB SKo T

— 117 —



— (2)BERE regs (req)
a Bil
i X Ci%(C) +
i (3) C, feL E#i 4C HR-B4

. s(G)
(5) & ATEE CPE Rk - BE S1E

(7)FFHE CP 8%
encey (C), So(encey, (CP))

LI ()MAE Y A S, EH

i
i
i
i
i
i
i
i
i
i
i
L

4 T Uk AFFAGERATAE
Fig.4 Permission certificate issue process.
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Fig.5 Contents accessing process.
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Table 3 Computational complexity.

VR =N ms/operation
RSA 2048 Encription 0. 6 FAFY XL MB/second
RSA 2048 Decryption 6. 08 AES-256 96
RSA 2048 Signature 6. 05 SHA-256 111
RSA 2048 Verification 0. 16

£4 A7) XLonmEE)
Table 4 Processing speed of each algorithm.
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Fig.6 Processing time of contents certification issuing subprotocol.
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