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Information leak by internal threats is a big problem in companies and local
governments. To deter them, security audits of terminal operation logs are at-
tracting an increasing amount of interest. The usual security audit procedure
is to sample logs at certain periods and then to check them visually. However,
analysis accuracy depends on the skill of the auditor and the massive growth
in the number of audited logs now threatens to overwhelm the auditors. We
present an effective method that can automatically discover dangerous behavior
that predicts an information leak. Our method detects the patterns represen-
tative of dangerous behavior, at high speed, and covers logs of all scales. We
empirically demonstrate its usefulness on terminal operation logs collected at a
local government and confirm that our method can correctly discriminate the
patterns.
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Fig.3 Illustration of symbol matching with edit distance.
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Table 1 Examples of attribute values.
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Fig.6 Example of dataset.
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Table 2 Details of defined patterns.
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Table 4 Results of accuracy.
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Fig.7 Example of detected patterns.
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Fig.8 Results of performance evaluation.
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Algorithm
Input: OO0O000 XOOOOOOOY
Output: 000000000 O0OOOOOOOOO
for ¢t :=1 ton do
//00000000000o0o0o0o
for i :=1 to m do
Cl,:=w(ti); //0 (70000000000
Cli=s(t,i); //0(9)0000000000
Cl:=(t,i); //00D0
if C, > elmin then
if C, ¢ S., then /0000000000
00 SO C'00o;
else
for 00 SODOO0DO Cdo
ifCL=CyAC,>C,then //00000000
C, :=0Cl;
C. :=C.;
endif
endfor
endif
endif
endfor
//000000000000000
for 00 SOOOO C do
if V4, s(t,4) # Cs then
dmin = €L(lz,ly) — Cy;
dmin, Cs, Ce 000
oosOoocCcoon;
endif

endfor

endfor
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Fig.9 Pattern detection algorithm.
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