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Technique to trace Botnet has been limited to detect a Bot PC which is the
terminal infected with Bot. However, for achieving basic countermeasure, the
method to trace back Herder PC has been expected, though it is very difficult
caused by shortage of data etc. As a first step, we proposed multistep tracing
system to detect the PC of real attacker. This paper deals with the proposed
method for final step to detect the PC and the experiment using the real Bot.
Futhermore, to enable us to tracing Herder PC in Botnet, we develop Botnet
traceability evaluation simulator to estimate how much probability to be able to
reach Herder PC. We report evaluation method and the result on traceability
probability to Herder PC when various measures were taken.
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00ooooooog Vol 52 No. 12 3766-3774 (Dec. 2011)

3. oOogooobooood

3.1 00000 PCOOO
c&«COO00D0000O0D0O00DOO00O0O00O0O00DOO0O0oOoOo0DoooOo
000000 c&«COO0ooo0ooooooouos00000o0oooooooooo
000000o000ooOoo0 IRCO00O0O0Uooooooooooon
c&CUOOO0O0O00OOOO0OOODO PCO0OOOODOOO PCOODOOODOOOOOODO
O00000oO0o0o00o0ooo0o00 2000000000000 PCOOOOOOOO
0000000000000Q@O000000000000000000000 flooddO
oooooooooooIpOO0OO0O0O0O0O0O0OOOOOOOOOOOOOOOOOOO
gooobooooooooobyesooobooOoOoooobOOoOOOOOOOOODODOO
000000000000 00000000000000% 000000
Oo00O00oo0O00000IRCO0D0O0D0O000DOO000D0IRCOO0DOOO00DO0O06667
O0oooooooHTTPOOOOOOOSODOO SO OOOOOOOOOOODOObOOO
00000000000000000Yo0000000000000000 IRCOO0O
00oooooo0ooooooooooooooogo IRCOoooooogooooooo
oooOopoOooo0oOoo IRCOODOO00OO0OOOO0O0O0COODOOOOODOOOOOODO
goooooooooooopckCOoooooopoooooooooooooooooo

( C&CH—/ D HEESNS )
|
| DIRCE-T-BIEERET S |

yes
@BALIBED/ T IMREERRT S |

BEGHNEEND

yes

[ OEEEATVEIPPELRERHEEALT |
T

BHAET o

yes
( BEHBPCHEEEND )

no

02 0O0O0pCOO0OOOO0OODOOODO
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Table 1 The used software for experiment.
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Fig.4 The environment and procedure for experiment.

:isll~isl@192.168.0.10 PRIVMSG #pwn :
.pingflood 192.168.0.40 100 4096 30
PRIVMSG #pwn:
[PING]:Sending 100 pings to 192.168.0.40.
packet size: 4096, timeout: 30(ms).
PRIVMSG #pwn :
[PING]:Finished sending pings to 192.168.0.40.
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Fig.5 The packet data for attack command.
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Fig.6 The considerable botnet structure.
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Table 2 The configured parameter values.

L 1~1000 1~1000 1~1000
n, 3~5 3~5 3~5
b, 0.2 0.2 0.2
b 0.3 0.3 0.3
b 0.5 0.5 0.5
1, 0.2 0.1 0
T 0.2 0.1 0
T 0.6 0.8 1
C, 0.5 0.5 0.9
a, 0.9 0.7 0.7
1 0.1 0.1 0.1
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Fig.7 Screen for input to evaluation simulator.
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Fig.10 The traceability probability in positive case.
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