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Fingerprint to Enable Similarity Search on
Encrypted Numeric Text

Jie Gao' Yoshinori Katayama® lkuya Morikawa'
and Hiroshi Tsuda’

Information sharing in cloud is increasing with widespread use of cloud. However, the
data to be deposited on outside cloud should be encrypted so that confidentiality and
privacy of the data is protected. Problem is that user can't search on encrypted data
easily. Existing approaches including encrypting both query and retrieved data by same
cryptography and key, enable search on encrypted data. These technologies also allow
search on encrypted data with similar text by fuzzy matching the individual words or
indices. However, users are not able to retrieve encrypted data with similar number at an
assigned range. To solve the problem, we developed a new text fingerprinting algorithm
which enables similarity search on encrypted numeric text. By this technology, users can
retrieve encrypted data although the number in the data is rounded. In our evaluations,
the proposed technology got positive search results on precision, recall and F-measure.
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x4 B 0.43 0.4 0.57 0.53 0.49 0.46

#4702 61%, ANUF IZEEDIEERTE, FHEOMEITZEDL s TWRNZ ER gD,
L, FBENMEESN TS, & EM LHOMREDL > TWRWO T, ANUF O
A NFE L, SR A L BIX, BEMZOSEEDMHEN TN -T2, #
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WLt G B O TR DIEN K E V. TORKIIMBRINBADB R 74 T—TV K
FEEER—AROT, BEMEEIC L > TRE—H L A< R2HEREZL HTWZ0
T, MBHEENEL EboT-. ZHICH LT, BMERE B OBEAIE, BEX—ATIX
RWOT, —HOPEREDL->TH, REHELEDLIF—T— FREbos TN RO
T, MEBRICEEFRELES LTV RWVWEEZLND.

6. I:H

EHAMEFEICET 2EHREZ 7 70 RICHEIT, ZhZEETE 540 2 2124y
W-BHELTHLL)EWI EIRFIATENREZLND. ZOBA, TNETNORM
FIIBRERENL TWDHD, MOFAFIZED X O RIFEREZRIEL T D 00D
Do, Lo, EEEFRCAEEO ST REZ SR L2 ME A B 2B E
REME L COBMORMEE L ITFRSBR LV EELH . ZoBIC, =2 TRE
THERFEZRANDZET, 757 FETIE, AOOREBERNENFEND Z &<,
777 RTEHISN TS MEERZ AWVT, BT 3HREERENZ2ICERE
HAATHEIC R D .

Tz, BHEWBERLET, LEA—MNMIEBA - - BEREENDINEI DETF v I T 5
L O RMEENR LB L SN TWA. KENIE, TEOEBET = v 7 DISMS, BUEOH
WIRETEIC L > T - B2 TENZEH 452 & bRmTE 5.

TOMIZ, WITEE L7 7 AL, ZEEVPEDO LI ICEBIES NN E BT 5
FL—H BT o HI0ICB VT, T A AREESRIE VO T 7 A L Ev—
SN LI XL, BHFBROT 7 ANETLT 7 ANDT 4 =TV N OFELLE
HECL ST, BIEARUVINERAMTIZENTE D, £, BEEOT 7 A L&
HMAREELEIETDHLEEIE, T 7ANEOHEUENREELZ T o v 73 DRI
b7 5.

7. £&EB

BlEZETeT A FOFEUBRBRNARER 7 4 o H—7V v MR O E N Z2 W=
T XA NOELUMBY AT A ANUF B L=, Az > - Lick» T, X%
oI, 740 H =7V METTHEMRBERRE L 725, FEHFEBRIZL Y, ANUF
2, BAEOWEICIHEZ S Z EARIES N, KL, 777 R CToOBEFRE
SRS SN, 5%, 740 —7V v FOEHEICRY ML TETH
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