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Abstract Probabilistic Packet Marking (PPM) which is a defense method for Denial of Service
(DoS) attack, has many subjects to practical use. Requirements for practical use and some
solutions are presented in this paper.

1 0000 00000000000000000000
000000000000000000000
000 PPMOOOOOOOOOOOOOOO
0000 PPMOOOOOOOOOOOOOO
0000000000000000000000
PPMOOO0O0O0O0O0O00000O0O0O0O0O
000000000000000000
00000 PPMOOOOOOOOOOOO
000000000000000000000
0000000000000

0000000 Denial of Servicell 0 O DoSO
000000 DoSd Distributed DoSOO O DDoSO
0000000000000 000o0o0o0ooon
O000O0ODoS/DhoSOOOOODOOOO
0d0oo0dooooooDoooooooooo
0000000000000 0000000on
0000000000000 o00oodProba-
bilistic Packet Markingd O 0 PPMODO O OO
000000000000 000000o0gon
doo0dooooboooooooooooon

- 618 -



2 ogo

DoSOODODOOOODOODOODOODOODO
O00OPengO0O DoSOOOODOODOOODOO
goddoooooooogooooooobon
0 [1]0

doddoooooooooooooooo
0000 DboSOODODOOOOODOO 1000
doddddoooooooooooooooo
O000000ooDoOooooooo 210

pPPMOOOOOOOOODOO10000O00O
000000 ICMPO Internet Control Message
ProtocolUO OO OODOOOOOOOOODOO
0000000000000 DOOdSavage 00O
0000000 PPMB|DOOUOOOODOOO
ddddoooooooboooooopPPMO
doddddooooooooooooooobono
0000000000000 0000 DDoSO
00000000000000 [4,5,6,7,8, 10,
9, 11, 12, 13]0

Savage 000000 PPMOOODODOOO
0d0ddooooooobonDDDO Durresi O
00000 ASO Autonomous Systemd 0 0 O
PPMOOUODOOOODOOOOODO [6,7000
000 PPMOOOOOOO/ASOOOODOO
dddddoooooooooooooood
goddodddoooooooooooobon
ooo 8,9, 10]0

o000 pPPMOOOOOOODOODOOOO
d0oooooooooooo211ooooo
OLinxOODOOOPPMOODODOOOOOO
doddddooooooooooooooboo
0000000 [BDUoOoOooOooOoPPMO
goobooooooooboooooon

2.1 Savege O OUOODOOODOOOODO
ERERE

Savage 000000 PPMODOOOOODOO
gboboooooooboboobobooon
gooIpva00DOOOO0OOOODOODOOO
oooobooobobOoo IPO0ODOO32bith
goboooooggoshitboooooogoo
§O0000IPv40 0000 Identificatin 0 OO

OO001wehitDO00000O000DOODOOOOO
0odoOooooooooooooobooo
ooooooon
do0doooooooooooooooon
0000o00dooOoooDoooooooood
0doodoooooogoIpOon0OoOOoOg
00OoOooooooooIpPOo0OooOoOooOon
0do0d0OdoooooOoDoooogooaod
0oo00do0oo0o0oooDOooooOoooog
0o0o0ooooboo  pPMOODOOODOOO
0000000000000 0000 DDoSO
0000Odoooo0oooooooooog
O0000False PositiveO OO OO OOOOOO
0oo0doooooooooon

22 0J00OD0OODOOOO PPMO Linux
gbobobooooogooo

Savage 10000000 OUODODOOO 1/25
gboboobobbobooooooooan
gboboobooboobobobobooooan
gbobobobobooooobogoobonbg
gbobobuooooboboboobbobd
gboooogoood

goobooboooobobooogoooboo
gboboboboobobobooooooboboo
oob0o20000000000000D000
goboooboooooobooooobobog
0000 Linuxd0OOOO PPMOOOODO
gooboooobooooooboouooprPM
goboooboooooobbobboooa
gbobobooboboooobooboband
googbgoobooboboon

3 Uuobooooobonoooon
godd

gboboobooooooobobobooon
gbooobuooobooobooobooboobo
oboobooooooopPMUODbDObDODO
gobobobobbobobobobboba
ubooobouoooooboooooabog

- 619 -



3.1 PPMUOOUOOOO/ASOOO

ugboboobobooooobdooooan
O0O0O00o0O0o0oOO0oooOoOoooooO AS
gbobooboodppmbooooonoogn
gbooooooooboboobooboooboaon
gbobooooboobuooooobooon
gboboooooooboboobobooon
gbobobooboooobobboboaan
goog

gooobooood

gboooboogooood

gboogboooboooboodood

e JOUODDOODDOODDODOODO

e JOUODOODOODLOODOODOO

gbobobobooboboobbobo
gboboboooooboboboobaan
gboobooooooobobooboooboon
gboboboooooboooooboogoobon
gbboboboobooboobooboobg
gbooboooooooboboobobooon
gbooboooooooboboobobooon
gbobobobobobbobooboaan
40000000

ggoooooogoobboooooboogn
gboboboooboooboboobooooan
goboboobobobbooooooboobobooon
goooboooboobooobooobon

ubogbooboobobooboooo
gbooboooooobooobobobon
gbobobobooooboboobaan
oboooooogobos3i200000

3.1.1 OOOO0O0DOOODDOOOOobOOn

ao

gbobobobooboboobbobo
gbobooooooobobboobooobon
obooooboboboboooobo PPM
gboboooooooboboobobooon
gbobooooooboboobobaan

ubobobobooboooooobobonod
gbogboobooboobobooobooan
gboboboboboboobobbobga
ugood

gbobooboooooboboboboon
ggoobboooooooboboooogoood
bobooboboobboooooobooon
obooopboobooooboonon

gboooboooboobgoooobooobo
gboboboboboobobooboanod
O00ODO0OD0O0ODOODOODOOOOSavege0 OO
oboobooooo IpPoboboooooon
gboboooboobobbobooooan
goboboobooboboboobobboba
goobobobobbboboboboba
gbobobobobooooboobanod
oooooogo

3.1.2 0O0000000000000400

gbobooboopooooooobobooon
oooooooogooob pPMOOUOOOOO
gopPPMOOOOCODOODOOOOOOOODO
goboooboooooboboooooobobog
gboboboboboooobogoobong
ugboogboooooobgoood

gbobobooooobobboooood
goboooboooooboboooooobobog
gbobooboboooobobooboboo
gbobobobobooboooobobgd
gobogogoioooboooooooobn
gbobobobobobooboobbonbd
gobooooooobooobooboobboa

gbobooooooboobbobobo
gboboobobobbobooooboon
gbobobobobooooobooobonbg
uoboooboobobooboobbobod
uoboooboooobooboboobod

3.1.3 ODO000OODOOObOOOnOd

pPMUODOODOOOOOOODODOOOO
gbobobobbobobobobbobda
gbobobobobooooboobanod

- 620 -



gboboooobbobobobooboaan
gbobobuooooboooobooood
gooboboobobboboboboboobd
gboobooobooooooo

3.2 UO00boboooogn

Dynamic PPMUOO0O0O0O0OO0O0OOOOOO
gboboboooooboboobobaan
gbobooooobdobobooboobaan
gooboooboboboboboobooon
gboboboooooboboobobaan
gboboboboobobobobooboan
gbobopooooobooooboooboa
gboboboooooboboboobaan
gooobooobooboobod

3.3 PPMO0OOODOOODO

pPMOOOOOOOODOOOOOODOODO
Oo0O000oDOoooOoO0O000 Xooo AD
gobboooboooyYoouoBOooooo
gboboboooooboboobobooooan
gboboboooooboboobobaan
gbooboooooooboboboboobooon
gbobooboboboobooooooan
gbobooboboobouoboobooooan
000000 DeSOOODODDODODDODOD
gboboboooobooboboobobaan
ood

gboobooopPMObOUODOCOOOOODO
ooooooooooo i cMpOoOooooond
gbooboobobooooboboobooon
googooooog

3.4 04000

pPMO0OOOOODOOOODOOOOODOO
gobooobodbo 400bboooobobooo
gbbobooboooboooboaoogoo
goboooobooboobooon

gobooobboooobobooooon
pPMOODOOOOODO200900000000

gbobobobooboobobobodood
gbobooboboobobobooooooboboo
0000000 [4)0o0o0oooooooo

gbobobobooooobobobooan
gboboboboboooobooobonbg
goooo

4 0OOd4doO

goboog3boooooooooboang
goooboobooboobooboonbo

e JOUODDODDOODDODDODDO

e JOUOODODLOODLOODOODODOO
g

e JOUODDODDOODOODOODDO

4.1 0O0O0OO0O0OO0OO0O0OO0OOoOoooon
HEN

go0OoooOoooooooIpObDOoOOO
0000000000 00000 Version 40
Version 6 0000000000 OOOOOO
00000000000DOO0IPODOOOOO
0000000000000O0ODoOooOOooOOoOO
O00oo0oO00oopooooOoooooooOgo
0000000000000O0ODoOooOOooOOoOO
000000000000 00oooooooo

go0ooOOo0o0ooOooopooooooooo
0000000000000000O0O00O0o
0000000000000 0ODOO0OOoooOooO
002000 99.964%0 15000000000
00000D000000000000DO000O0
0000000 dmax00ODODO

go0opoOo0oOoOooooooooooooo
OD0000D00O0IPv40 SavegeO OO OODODO
00000 Identification 0 0 O 0 0O O 16bit[T]
0000 GoodrichOOOOODOODO Identifi-
cation 0 00 O00O Type Of Service 0O OO
000240t 000000000OIPv60 OO0
O00O000oO00ooopooooooooooo
0000000000000000DO00000
0 Lpa. 0000

- 621 -



000 IpPOO0O0OO ASOOOODOOOO
gbobooboooboboboobooobboobo
oo Lp,00gno

DDDDDDZDDDDDDDDDD1>%
goog

gbgbobobooboboboboooo
g

h = l (LF‘ield — L10g2 dmaxJ — L10g2 lJ) — LID

gbodboooboboboboobooon
goodbo Ibgogdbogooboooooooo
gbbooboobuogoooboobog

4.2 0O0OO0O0O0OO0OOOODOOOO0OOO00
goooo

pPMOOOOOOODOOOOODOOOODOO
goooob FO000b0bobooobooonoo
ooboboooobo20000000000000
gogboboobboooboboooobooo
gob200000b0000b0o00oovon
goboovoooooooobooooooo
oo rpO0O0000 P,00

E
V=
]-_Pcol
goooood
4.2.1 SavageOOOOODOO VOOO

Savege OO OOOOOOOOIPOODOO
goooooobboooboobboobooobg
gbooboobooobooboobooboonoo
gbobobuooouoboooooobood
ooooogvooboooo

gooobooboboboono EO

o0
E=Y fiE4
=1
dooodoooooo f;,000b0000ogon

gbobobooboobobooboooooao
oobobo20000000000000000O

OO0 pg000d00000DOOO0DOO0OO
ubboobooboooobooboobd

mlIn(ml) + yml + 1/2
Py

Ey =

O00mODOOO0D0/O0DOOODOOOOO
oobodyb0O0bbOOobbOOoobooon Py
oobJd0000000000DO0O0ODO0O0ODO
gboooboooooboboobooobood

Py=p(l-p)* "> fi
i=d

oooooooooooog P,000000

P,O000000AROm,IO0O000000DO
ugodg

l

1 m
P001:1_<1_2_h>

43 0O00O0O0OO0OO0OO0OOOooOOObObOOO
HEN

ooooooboopPMOOODODOOO
OprPPMOODOOCODOODOOOOODOODOOOO
gbobobboobobobobooboobo
gbobobobobooboobgobboba
gbobobobobobobooooboan
gbobooboboobboooooobbog
gboboboboobooooobogoobonbg
gooooooobooboobobo pPMODO
gboboboboooboboboboonbg
gboobgooooooboboooprpPMOD
gbobooboboboobobooboon
gbobobobobooboobobbobda
goooo

gboboobobobooboboboan
goboooboooobboooooobog
gbobobobobooboooboobobod
gbobobobobooooboobanod
gbooobooobooboooboon

gbobobobooooobobobooan
ubbodgoubooboooboooboboood
gbogbobobobooboooooboon
uobooobogobboobooboobod
boobooboobobooboboobod

- 622 -



5 Lo

PPMOOO Savege 00 OOOO0ODODODO
gboboooooobobooboboan
gbobobooooboooooobooboan
gooooboobooooooboobooPPMO
goooooooorpPMOODODDODOOOOO
goboooooobo

gbogboboboboboobobobooo
gboboboooooboboboobaan
gopPMOODOO0O0OODOOODODODO
gboooboooboooboobooonbog

oood

[1] Peng, C. Leckie, and K. Ramamohanarao,

“ Survey of Network-based Defense Mech-
anisms Countering the DoS and DDoS
Problems,” ACM Computing Surveys, Vol.

39, Issue 1, 2007.

[2] T. Takahashi, H. Hazeyama, D. Miyamoto,
Y. Kadobayashi, ” Taxonomical Approach
to the Deployment of Traceback Mecha-
nisms”, in Proc. 2011 BCFIC Riga , 2011

[3] S. Savage, D. Wetherall, A. R. Karlin, and
T. Anderson, " Practical Network Support
for TP Traceback,” in Proc. ACM SIG-
COMM, pp. 295-306, 2000.

[4 0000,0000,000¢ 00000
000000000000 0000000
0"000000000, vol. 44, no. 12,
3197-32010 2003.

[5] M. T. Goodrich, “ Probabilistic Packet
Marking for Large-scale IP Traceback,
“ IEEE/ACM TRANSACTIONS ON
NETWORKING, Vol. 16, No. 1, pp. 15-24,
2008.

[6] A. Durresi, V. Paruchnri, L. Barolli, R.
Kannan, and S. S. Lyengar,” FEfficient and
Secure Autonomous System Based Trace-
back,” Journal of Interconnection Net-
works, 5(2): 151-164, 2004.

[7] M. Okada, A. Kanaoka, Y. Katsuno, E.
Okamoto, ”32-bit AS Number Based IP
Traceback”, in Proc. of the Fifth Interna-
tional Workshop on Advances in Informa-
tion Security (WAIS-2011) , 2011

[8] J. Liu, Z-J. Lee, Y-C. Chung, "Dynamic
probabilistic packet marking for efficient
IP traceback”, The International Jour-
nal of Computer and Telecommunications
Networking, vol. 51, Issue 3, 2007

[9] H. Tian, J. Bi, X. Jiang, W. Zhang,
” A Probabilistic Marking Scheme for Fast
Traceback”, in Proc. of the the 2010 2nd
International Conference on Evolving In-
ternet, 2010

[10] W. Yen, J-S. Sung, ”"Dynamic Proba-
bilistic Packet Marking with Partial Non-
Preemption”, in Proc. of the 5th inter-
national conference on Ubiquitous Intelli-
gence and Computing (UIC ’08), 2008

[11] L. Lu, M-C. Chan, E-C. Chang, "A gen-
eral model of probabilistic packet marking
for TP traceback”, in Proc. of the 2008
ACM symposium on Information, com-

puter and communications security (ASI-
ACCS ’08), 2008

[12] 00 O,O0000,0000, 0000,
"DoSOO00D0OODODOOOOOODOO
0D000000000000000000
00000007, 000000000, Vol
52, No. 3, 2011

[13) 00 00,00 0,00 00,00 O
0,”’00000000000000000
000000000007, 0000000
00, Vol. 52, No. 9, 2011

(14 0000000000000, ”00000
0000000000000000000
07, 2009

- 623 -



