Computer Security Symposium 2011
19-21 October 2011

BloomUOUOOODOOOOOOOooooooooO

0000t

100000000000000000000O0

106-8619 00 00O OO 2-3-23
kikn@tokai.ac. jp

000 O

1000000000000000000
305-8573 0000000 1-1-1 F934

jun@cs.tsukuaba.ac. jp

ubuo boobobobobodobobbooboboobooboboobobobooboboooana
goboobobooobooboboobooboobbooboooboobboobooboboooboo
O0000O0o0000D00o0000o0D0 BleomOOOODOOOOODODDOOOOODODOOOOODODOO
oooooobooog

Privacy-Preserving Comparison of Cardinalities using Bloom
Filter

Hiroaki Kikuchif Jun Sakumai

tDept. of Communication and Network Engineering,
School of Information and Telecommunication Engineering, Tokai University
2-3-23 Takanawa, Minato, Tokyo, 106-8619
tGraduate School of SIE, Computer Science Department, University of Tsukuba
1-1-1 Tennodai, Tsukuba, 305-8573

Abstract Privacy-Preserving Data mining has many potential applications including private marketing,
anonymous healthcare, and secure epidemiology. This paper proposes a new scheme for comparison of
cardinalities of intersection of given pair of private subsets without revealing any element of intersections.
The proposed scheme estimates the size of intersection based on the scalar product of the corresponding

Bloom filters with constant size of bits. The scheme is efficient in terms of communication.
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