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An Evaluation Method of Iris Information Content
Using a Renyi Entropy

SEIRA Hipano,T Naoniko Akao, Naonisa Komarsu'!
and KENTA TAKAHASHI 13

Identification performance of biometric authentication is evaluated using
measures such as FNMR and FMR. However, these measures cannot be uti-
lized to compare biometric information with other authentication methods such
as passwords and personal identification numbers (PINs) because these mea-
sures evaluate the performance of the system but not information content that
biometric information has in its own. Furthermore, in the discussion on the
template protection-based biometric authentication, there have been attempts
to prove the security on the basis of information content. Therefore, we propose
an evaluation method of biometric information content using a Renyi entropy
of order 2. The Renyi entropy is the possibility that two biometric samples
coincide expressed in information content and can be derived through the ex-
periment for interpersonal matching using a set of biometric samples. In this
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paper, we show how to evaluate it, and evaluate iris information content through
simulations.
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Fig.2 Evaluation procedure of Renyi entropy.
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Table 1 Specifications of iris DB.
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