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Abstract In this paper, we focus on digital forensics and show a end-host based logging mechanism
considering probative value of digital evidence. In case of supposing legal conflicts and lawsuits, when
the administrators of a forensics system belong to an organization which have that system, there is the
issue that some logs, which are detrimental to themselves, can be modified and removed. Our logging
mechanism deal with the issue using both end-host’s functionsrealized by TPM(trusted platform module)

security chip and TTS(time stamp service) provided by trusted third party.
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