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Abstract While it is expected to increase introduction of IP version 6 (IPv6) due to exhaustion
of IP version 4 (IPv4) address new types of security risks by the introduction of the new pro-
tocol to large scale open network can emerge. In this analysis changes in security environment
and issues around existing security functions on IPv6 are analyzed. Increasing exposure of vul-
nerabilities on IPv4/v6 dual stack system and inadequate implementation of security operation
function of security software such as firewall and anti-virus software are also mentioned.
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