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Abstract In this paper, we propose a new class of the weak key in RC4 and generalize the class
of the weak keys in RC4. The generalized weak keys consists of Roos’ weak key, Wagner’s weak
key and the numerous keys that no one have seen. In addition, we propose the algorithm that
can search for generalized weak keys. Exploiting those, we can recover the secret key efficiently.
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RC4 KSA:

: for Vz € {0,1, ...
Slx] «— x

end for

17«0

: for Vi € {0,1,...,N — 1}
Jj—j+S[i]+ K[i mod ]
Swap S[i] and S[j]

end for

N 1)
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6:  Swap S*[i] and S*[j]

7 Output z «— S*[(S*[i] +
S*[iD]

8

: end loop
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Search:
Input z1,...,24, b
Output predictive initial states
1l:i—1
2: 50
3: for each x € {z1,...
S[i] — =
jew
loop
S[j] < Shil+1
if S[S[i] + S[j]] is known
9: Swap S[i] and S[j]
10: num < num +1
11: Round_STi|(z, 5, S)
12: end if
13:  loop
14:end for
15:return predictive initial states

,Za} do
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Round_S[i:
Input 4,5, S
lit+—e+1
2: if S[¢] is known then
if S[é] is already assigned a value then
Round_S[j]
else if S[i] is not assigned a value then
if S[i 4 1] is unknown then
Sl —i+1-]
Round_STj]
else if S[i + 1] is known then
for each z € {0,...,N — 1}
without already set do
11: Slt] —
12: Round_STj]
13: end for
14: end if
15: end if predictive initial states
16:end if
17:return
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Round_S[j]:
Input 4,5, S
1: j — j + S[i]
2: if S[j] is unknown then

3:  Swap S[i] and S[j]

4:  Round-S[é|(4, 7, S)

5 j—=x

6: else if S[j] is known then

7:  if S[j] is already assined a value then
8: Swap S[i] and S[j]

9: if S[S[i] + S[j]] is known then
10: num < num —+1
11: Round_S[i](z, 7, S)
12: end if
13:  else if S[j] is not assigned a value then
14: for each z € {0,...,N — 1}
without already set do
15: S[j] — =
16: Swap S[i] and S[j]
17: if S[S[é] + S[j]] is known then
18: num < num —+1
19: Round_ST#](s, 4, S)
20: end if
21: end for
22:  end if
23: end if

24: return

gs: 400000000000
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