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Error Propagation on a Commodity Operating System Kernel

TAKESHI YOSHIMURA, ! HIROSHI YAMADA, 112
TETSUYA YOsHIDAT! and KEngr Kono f1:12

Kernel failures have a considerable impact on the overall availability of soft-
ware systems. Even if the applications running on the operating system are
highly available, a bug inside the kernel may result in a failure of the entire soft-
ware stack. However, modern operating systems are far from bug-free. Guided
by this fact, we need to recover from kernel failures as quickly as possible when
they occur in a service operation. To explore the quick recovery mechanism,
in this work, we investigate error propagation of kernel bugs in a commodity
operating system kernel. In our investigation, we use a fault injector that is im-

plemented based on a survey of commercial operating system bugs. We inject
faults into Linux 2.6.18.8 with the injector, and trace error propagation with
KDB. Our experimental result shows that 150 of 500 faults make the kernel
error, which means that almost all the error is not propagated. Our result also
shows that 18 of 150 errors are propagated, and the errors are not propagated
from the faulted process to the other.
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