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Statistics and Studies for an Effective Botnet Traceback
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TosuiruMi Kaif! and Ryoicur Sasakit?

The damage of botnet is increasing, and it is an important problem to track
bot masters. We analyzed tracing paths of botnet and classified these under 5
patterns. And if there are terminals of bulletproof providers or end users on a
path, tracing on the path is difficult. Now we are examining a ratio of botnet
using a terminal of bulletproof providers and end users. We have examined a
ratio of botnet using a terminal of bulletproof providers and end users. As a
result, we estimated the ratio of the botnet which used terminals of end users
at around 30% from 10%, bulletproof providers at least 20%, and normal server
managers at around 50% from 40%. And we argue about a policy of botnet
traceback.
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Fig.1 A structure of a botnet.
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Fig.2 Setting and maintenance of a botnet.
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Table 1 Result of end-user terminal investigation.
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Fig.3 Result of end-user terminal investigation (Left: DNS server, Right: C&C server).
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Table 2 Result of blacklist publication investigation.
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Fig.4 Result of blacklist publication investigation (Left: DNS server, Right: C&C server).
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Table 3 Result of open-IRC server investigation.
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Fig.5 Result of open IRC server
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